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Summary of deliverable

This Deliverable D4.1 presents the first version of the PICOS architelttdescribes almost fift

components @t will go to make up a PICOS communignd set the context for two Work Packages

that will directly benefit from this work, namely WP5 and WP6.

While the architecture is important, the process that has beetoudfthe the architecturis equally
significant Starting with realorld requirementgderived form earlier PICOS deliverab|¢he

Architecture Team produced detailed lists of principles, fegtaystem requirements, trust models and
interdependencies, resulting in a compreienand justifiable design.

Consideration is also given to the social and legal aspects of using and operating a PICOS community.

In recognising that iis rarely possible to create a community from scratch, the architecture has been

designed to be comphle with existing community implementation, and to allagentle adoption path

for those new to privacy respecting communities.
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D4.1 Architecture

The PICOS Deliverable Series

Vision and Obijectives of PICOS

With the emergence of services for professicmrad private odine collaboration via the Internet,
many European citizens spend work and leisure time {imercommunities. Users consciously eave
private information; they may also leave personalized traces they are unavidre objective of the
project is to advance the state of the art in technologies that provide penbhapced identity and

trust management features within complex commesiiyporting services that are built on Next
Generation Networks and delivered by multiple communicagovice providers. The approach taken

by the project is to research, develop, build trial and evaluate an open, gpagpegting, trust
enabling identity management platform that supports the provision of community services by mobile
communication servicproviders.

The followingPICOS materialareavailable fronthe project websithttp://www.picosproject.eu

PICOS documentation

1 Slide presentations, press releasesl further public documents that outlthe project
objectives, approach, and expected results;

1 PICOS global work plan providing an excerpt of the contract with the European
Commission.
PICOS results

1 PICOSFoundationfor the technical work in PICOfS built by thecategorization of
communitiesacommon taxonomy, requirements, and a contextual framework for the
PICOS platform research and development

1 PICOSPIatform Architecture and Desigmrovidesthe basis of th®ICOS identity
management platform

1 PICOSPIlatform Prototypelemonstrates the prigion of stateof-the-art privacy and trust
technology to leisure and business community applications

T  Community Application Prototyps built and used toalidate the concepts the patform
architecture andlesign and their acceptabiliby covering senariosof private and
professional communities;

1 PICOSTrials validate the acceptability of the PICOS concepts and approach dhasen
the enduser point of view

I PICOS Evaluationassesghe prototypes from a technical, legal and seetinomic
perspetive and result in conclusions and policy recommendations

1 PICOSrelated scientific publicationgroduced within the scope of the project.
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Charter

Objectives

The objectives of this WP are to create a technical architecture and design for the PICOS
identty management platform. This includes the data model that contains the identity
information, the toolbox of components that provide the identity management functions, the

data flows betweethem and the protocols for theffihe essential goals and attritaite the
architecture and design are as described in the PICOS project objectives, namely to cater for
the identity information flow needs of new, context mobile communication services for
communities, whil st me et i n gr trdsthamd privagyanrani ci p a
acceptable, trustworthy, open and scalable manner.

In that much of the fundamental technical innovation of PICOS will be contained within, and
expressed by, the architecture, the two deliverables of this W¥ich will provide a
statement, on an approximately annual basis, of the research progress of the project; this can
be also be used as input to the EC IST research agenda.

Description of work - Task 4.1 Platform Architecture and Design 1

The objective of this task is to defihe first version of the architecture of the PICOS platform. It will
form the basis of the first version of the platform prototype, which will be built and used to validate
the concepts and their acceptability from a user experience viewpoint.

The workwill start with a review of the Requirements document (D2.4) that is created by WP2, in
order to understand the full set of requirements of the identity management system that is required to
support the target sets of federated, contiekt community serices that the project will focus on.

The necessary major data components, functional components and main data flows will be derived
from this, together with constraints imposed by the requirements for trust, privacy and scalability.
From this, an initiabutline architecture will be created.

The elements of this will then be elaborated by a process of iterative decomposition until the functions
of all nontrivial process modules, the contents and locations of the data structures, the data flows and
the mans of protecting/securing them are defined. These definitions will be reviewed by WP3 as they
evolve. As necessary, the elements of this initial architecture will-defreed and the relationships
between them modified in order to meet the objectivekisfWP.

When the overall architecture and the definitions of all the elements are stable, each element will be
fully specified as to function, input, output, format, sequence etc., as appropriate. These specifications
will also be reviewed by WP3 as thevolve; as necessary, deficient elements and/or the architecture
as a whole will be changed to resolve issues that threaten the achievement of the objectives.

When the element specifications are stable, they will be finalised as deliverable D4.1rr{Platfo
Architecture and Design 1), which will be contributed to WP5 for implementation and to WP3 for a
final assurance evaluation.
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Foreword

Deliverable D4.1 is a collective work by the WP4 Architecture team, whose members are listed below
A substantial parof the work involved identifying and describing a wide range of components that
make up the architecture, and for this credit is recorded against each component description.

We are very grateful to the member of PICOS who prepared earlier deliverabtdy lapithe
foundation for the architecture.

Special mention goes to Eleni Kosta (KIL&uven) for advising on legal aspects of the architecture,
and to Bernd Ueberschaer (If@eomar) for contributing the initial angling user scenario.

With thanks to th&ICOSWP4 Architecture Team

The Architecture Team
ATOS, BRNO, HPF, ITO, JWG, TMO, UMA andPL
and
K.U.Leuven, IfM-Geomar

Reviewers:

Eleni Kosta, Katholieke Universiteit Leuveninterdisciplinary Centre for Law and ICT, Belgium
(K.U. Leuven

Isaac AgudoUniversidad de Mélaga, Spain (UMA)

Editor:
Stephen Crane, Hewle®ackard Laboratories Bristol, UK (HPL)
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WP4 is responsible for defining the PICOS architecture that will be developed furtheghthim

L

£
PIC
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Introduction

D4.1 Architecture

implementation in successive work packages, principally WP5 and WP6.

Deliverable D4.1 is the first deliverable produced by WiBtrole is to draw together the work of
previous deliverables, for example requirements gatheaing derive a technitaescription of the

components that will make up a PICOS communityso doing, D4.1 answers several important

question that define the problem that the PICOS project aims to solve, and scopes the solution.

Earlier deliverablsreports on the requiremenof our reference communities, and strorigfjuences
the architectureBy taking the original requirements, identifying features and deriving components,
the PICOS architecture reflects the needs of the target community(ies) that we seek to Eelress

D4.1 development process is outlined below

D2.1
Taxonomy

D2.2
Categorisation of
Communities

D4.1

D2.3
Contextual Framework

D2.4
Requirements

D3.1.1 (In Prep.)
Evaluation of Platform
Design - 1

Architecture

Figure 17 D4.1 development process

DA4.1 startdn Section3 by looking at a typical scenario that a PICOS community may s€hig is
an angling scenarjandbased on the exgence that the project has gainiedm working with the

angling reference community and Fisid It tells aday-in-thelifedstory of an angler, and touches

on many of the privacy, trust and identity management issues that eechielCOS should address.

PICOS is interested in all communities, but especially mobile communitiesction4 we sketch out

typical topologies in order to understand the physical relationship between the various entities that
make up a communityDur am is to be as topology agnostic as is practicable.
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In Section5 we focus on another important aspect of a community, namely. Bwusty community

will have a different trust modeBSome will be very trusting, while other will be distrustingis
important to align the architecture with a trust model that best matches the type of community that
PICOS is planning to addreddeally, PICOS will support multiple trust models, and it is our aim in
designing the architecture to include a wide range of mobatswe recognise that in the shtatm

we need to be pragmaticttie following work packages are to be successful in the limited time that
we have available in the project.

D4.1 Architecture

For the outset we understood that legislation would play an important rodéining the architecture
Compliance with privacy and law enforcement lawsnsndatory but this requirementilso creates
tensions in terms of trusfhe PICOS architecture needs to balance these often opposing needs
Section6 explairs the legislative rquirements placed on PICOS

In Section7 we start to define the architectu®e begin with a set of PICOS Principles, derived from
past work in PICOS and existingublishedresearch, whictestablish the main features of the
architecture.

In parallel withthe PICOSPrinciples, inSection 8 we examine the main features that PICOS wiill
deliver, starting with user expectations which we subsequesgiyp derive system features.

With the Principles and key features defined, we s$tacreatethe architectureFirst we define and
describeow-level componentsSection9), ready toform the architecturgvhich wepresenin a later
section(Section 12.

Two special features of the architecture describedin Section D and Section 11, the PICOS
Toolboxand thePICOS Client respectively.

In Section 2 we present for the first time the overall architecture, showing how components are
combined.

We test our understanding of the architeciar8ection B by creating a set afarefully selectedise
caseswhichwe bdieve describe how several of the key features of the community whlhbeledoy
the architectureThe set of use cas#sat we choséo examine is only a sudet of all the possible uses
that the architecture may encounter, but we beliewertdpresenthe core essential use cases.

D4.1 describes the PICOS architecture at a high level, and does not iacldplementéion
detais. However, in definingthe architecture it was inevitable that some implementation
considerations would arise and consedjyemfluence the designRather than ignore this fact, in
Section ¥ we describea practical implementation of the architectufée description is higlevel,

but it gives cluesasto how communications, community, trust, privacy and identity management
services can by achieved.

In Section B we explain the link tathe follow-on work packages that willlevelopthe architecture
further, namely WP5 and WP@hese two work packages ultimately produce a prototigpecan be
evaluated in user trial®©nerole of D4.1 is to provide direction and justification for the decisions that
WP5 and WP6 will need to take.

Finally, in Section B we describe research opportunities theate arisen during the production of this
first pass of the architecturg/e hopethat ®me of thesewill be pursued in the remainder of the
PICOS project.

The D4.1 road map shownin the following diagram:

Copyright © 2008, 2009 by the PICOS consortiumd All rights reserved.

The PI COS project receives research funding from the Commun

PICC5_D4_1_Architecture_Final _vl 4 Page19 of 233 Final version 1.4



y.. N
PICOS

D4.1 Architecture

16: Research
outlook

.
=

15: Link to
WP5 / WP6

r

13: PICOS Use
Cases
14: Example
implementation

1

12: Overall
PICOS
architecture

9: PICOS
Components
10: PICOS
Toolbox
11: PICOS
Client

-
~

[

Qg

O3

oa©

?'_ﬂ)

o W

g

=)

38

Lo

28

S E

<a

o
> > P
2 =2 v =]
=0 =] £S5
5.2 5o s§5¢g
ED E S SE®
£S EE B=t
Q a7 j=Ne}
og o35 S 9E
& o5 [N}

-
~

3: User scenario

Figure 27 D4.1 Roadmap
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2 Relationship between D4.1 and 4.2

DA4.1 is the first othe two architecture deliverables that WP4 is tasked to delidet bridges the gap
between the requirements gathering exercises and the work of WP5 an@vifigt6turns the PICOS
vision into reality.

D4.1 is necessarily focused on the immediate remgnts of the target communitievertheless, it

has some scope to consider the broader issues of privacy in online communities, and to reflect these
requirements in the architecture, in several instances indicating the opportunity for future r&@garch

the restricted scope does constrain what is possible in the time available.

D4.2 builds on D4.1, following on approximately one year after D4.1 is delivéredll take D41
and the resulting work of WP5 and WP6 as a starting point, and adapt andfolrteetarchitecture to
address any concerns that the construction and subsequent usability testing reveal.

D4.2 will also look at different trust models principally those trust models that place less
dependency on a single entity like a community operand thus return greater control to the
individuaL Thi s 6l ow trustod tr ust thahmahe lsers dfoeiad petwarki t o t
have,which in generallack the inherent trust that we see in the reference Angling, Taxi Driver and
Gamer commuties thatareat t r acti ng PI COSd6s i mmedi ate attenti

The split in workload between D4.1 and D4.2 is roughly 60:40, and the effort devoted in D4.1 to the
needs of WP5 and WP6 is higher thia expected in D4.Zhus D4.2 will be able to look to a broaden
horizon This can be visualised as follows:

5 S
o 8 m c o
E x () =
» = =2 c 5
O S WP5 / WP6 z o

© 9 o c

o Q o I
M Pragmatic focus o

D . ]
D4.1 D4.2

Figure 31 Relationship between D4.1 and D4.2
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3 User scenario

3.1 Relationship between scenario, the architecture and the
prototype

Note: In this section we destx an artificial scenarid a user experiencewhich tells a typical day
in-thellife story of someone who we anticipate would benefit from using a PICOS enabled
community Studying the angling community has helpedgain a good understandingvdiat PICCS
should deliver, and allowed us to scope the prof&cthis stage in the projecio decisios havebeen
taken onthefirst prototype so it may not béased on this scenari all, andit would be misleading

to suggest that the features that John tigdea uses will bgrototyped However, as far as possible
thisfirst version on the architecture tries to capture and address the tensidhis #tanario predicts.

Throughout theuserscenario we have attempted to show how the features thatdéshes can be
realised by the PICOS communityVe have dpe thisby inserting references to PICOS Use Cases
(PUCs) that we develop later in Section A3eference {PUCn} refers to Usea€e n.

3.2 John, the Angler

An angling holiday:

John is an experienced anglespecially withthe fishthat livein the North Sea and adjacent waters,
such as the North Atlantic and the Baltic SBathe occasion of his 4WBirthday, his fishing buddies
decidedthat John should try fishing, so they gave him a basic-fighing set as @irthday gift.
However, John has nevattempted flyfishing before but believes that this fishing method is really
worthwhile trying. In order to get a comprehensive idea of what fly fishing coulikbehe decidsto

spend his next vacatierin the mountains of Bavaria, where he can expect a number of promising sites
for fly fishing. In preparation of his vacation, he found a fly fishing simulatothe Internet, which he
considered usefubr gettingan ideafor what fly fishingis like. Playing with the simulator gave him

an idea Fly-fishing could be a lot of furhutit is alsoa fishing technique whichemds a lot of skill

and knowledge abotite ecology of the target fignd their environment.

Johnés concerns about technol ogy

John isnot a technology expert, but he is reasonably comfortable using the Internet; he sends emails

and checks his bank balance online regulatly is aware that the Internet presents a risk, but beyond
knowing not to respond to Spam emails with his bank adodetails, and to watch out for viruses, he

i sn6ét sure what he needs t oHewmwsrthat peoplesteal pecsonalh o w t
information and that hardly a daeems tagoes by without there being a report in his newspaper

saying thatinother government department or company has lost personal data.

Besides the membership in a regular fishing cl#s% Nordseekar@twhich is located in the city
where John lives, he is a member of an online maximeg | cemniurgity He noted that a gup of
anglers in this community indicated a while ago that #regxperience in fly fishingSo Johnlogs in

to his angling community and is asked to registih the group On this occasion John is accessing
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the website from his home PC, but sirtike community also supports access from mobile devices he
expects to use his mobile phone to gain access once he leaves on his trip.

D4.1 Architecture

John registers with a community

John provides the requested personal information, including an angling credential thahstdtesst
entitled to fishat his chosen locatioiPUCZ. Johrés angling community provides a service which
allows members to sign snd applyonline for a rod license for marine fishinghich isissued by the
governmental fishing authoritif his isa credentialwhich isendorsegdand which provides evidence of
Johnds right t o {RUCS.Rheinformatibtngrowdadiisdauthemtitated, and John is
subsequently granted access to the thematiopgrin his community about ffishing and he as
searching for information he needs to ptas fly-fishing trip{PUCZ.

John joins a group

When John registered, he created a profile that defined what information about John other members

can sed PUCT. He can also create a grou buddy listi in which to list the other anglers he will

interact with on a regular basf$UCS%. John decided to join the existing discussion group on fly

fishing. However, since he was afraid, that he can be blamed becausditt€ itshnowledge, he

wanted to discuss flfishing issues also only with known buddies and he decided to create his own

group on this topi¢ PUCS. Initially, he invited just his known friends to become mersalmérthis

private room, but he was already considerapgningthis group to all other ecomunity members

whenhe would bea bit more experienced. This is all handled bydheialrelationsfacility, which is
responsi ble for managing and gr amdmbardPUddo hnds con

John sets hiprivacy preferences:

The profle also permits John to set privacy preference settings which, among other things, allow John

to automatically disclose his social presence management component whichJskkotvn 6 s onl i n
presence, an indication of his online status and location. His tsuoid@her anglers can check if John

is online and available to chat, just as John can check the status of othé PUKESs.

John searches foecommendations:

Before Johnstarts his flyfishing vacations he would like to get recommendations for progisin
angling spots and other necessary infrastructure such as restaurants, tackle shops and licensing rules
and regulations around the anglers hotel he has booked for his vacidilomgonsidered becoming a
temporary member of one of the local Bavarianrenkngling communities which was recommended

from his friends in his marine angler's commulBUC4 .

John logs in

With his angling vacations approaching, John frequently logged in into the Bavarian online angling
community and tried to find the respeetiinformation posted from other members of the community.

As a registered member, John can upload photographs and download angling information, and
communicate with other use{®UC%. When logging in, John will need to prove his identity, by
using his cbsen authentication mechanism from the set of mechanisms that the angling community
supports{PUC2. John did not need to register again for temporary membership in the Bavarian
online community orfly -fishing, since with his membership in the marine argleommunity, he is
automatically and transparently granted access to all other amglatgd communities and web sites

that he wants to visit when preparing the fishing trip. The facility, known as federated access, also
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allows John to use online seres for which he has not registerddis is because through mutual
agreement, Johnds registrations credentials are

D4.1 Architecture

This is especially useful, since some of this information that John needs is provided by third parties,
for example weather information or qualified biological information from FishBase about the local
fish fauna including identification tools and field guides he can print or he can use from his mobile
device{PUC8. If John ever decides to fish in anotlaea it means he does not have to register with

a new community every timdohn simply takes advantage of a federated access service that allows
him to automatically gain access to the new community.

John checks mutation:

While searching for local infonation, John also wants to see ugenerated recommendations for the
results of the search. A recommendation is only useful if he can get additional information on the
person who made the recommendation, e.g. their profile, their reputation in difieremuaities and

their relationship to JohfiPUCH. This is only possible because the community offers an identity
management component allowing the federation of partial identities, and thuscamussinity
reputation and recommendation.

John configuresocation and privacy settings:

John suspects that at this time of the day two fishing family members and another Swiss friend, Jean
Paul, may also be logged in to his main online commuhigychecks his buddy list for their status

and locationfPUCS8}. Of cou s e , this is only possible if Johno.
right to see this information, which they will have configured using their own social relations facility.

John can see his family members, but his friend, -Bean, is currently bicking access to this
information because he probably has privacy conc&msJohn decides to communicate directly with

JeanP a u | using the c ogimwenicelydhsn i wrstH takdrRavk v/fo@
fortunately is logged inHe is aleted by his vibrating Smartphone and reads the message from John
asking for accesstoJe®a ul 6 s st atus (pteaehed)tonioPamlati mes
receives a digitally signed statement issued by the Reputation Management component, which
convinces JeaPRaul that he can trust JofiRUCS}. In response, JedPaul also grants John access his

social presence information, simply by updating his privacy prefer¢RtEs8}.

As John and JeaRaul are holidaying together in the Alps later in tharyand wanto go fishing
together, JeaPaul also grants John access to his location information, but only during the days he
knows they will be in the same holiday arg&his is again managed by the privacy preferences and
social presence facility.

Johnimmediately sees the new information and has a greatlt#eaets up a group using the Group
Management facility so that he and J&aul can share specific information to help with planning the
trip; e.g. he would be able to deliver his exciting expegemo this group straight from the
watercourse, using his SmartphofffUC9}. Although personal information will be shared, both
friends are confident because they know that no one outside the Group will havdRJ¢€ESs They
also realise that during arafter the planned trip they can share photos and other {medtia)
information showing the greattches that they expect to make.

John accesses another community

Finally havingarrived in the angler's hotel, John decides to join another angling catpnwinich is
suggested from a member of the Bavarian online angling community as a group of fly fishing
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specialists who knows the fishing sites where John wants to go fishing in his vacatipnsell
Normally this community is restricted to registermiers because they want to hide their special
knowledge within a limited number of members. Only users of good repute can access the community
Because John has not been member before, his reputation is uniid@s}. Fortunately, John has

been a good memer of another community and he can transfer that reputation to this new community
as proof that he can be trusted.

D4.1 Architecture

Authentication:

The new angling community needs to verify John's identity and that John is indeed the member of the
other angling communitg This is possible because of a federated identity management system which
provides community membership management and trust management across communities. (Of course,
if the local communitydoesnot know the other communities then the local communitgtrdecide
dynamically how much to trust Johfnce John's identity has been validated and he has been granted
temporary access to the membendy section of the community site, other members of that
community can see John's profile, and can see theat&putthat he has established in the other
communities before and has chosen to disclose.

Upon arrivalat the water course, John realised that he has forgotten a number of items necessary for a
successful fishing day, such as flies which are due atitnésdf the year. Thus he searches for a local

tackle shop on his Smartphone, and he sees recommendations that have been made by members of the
local angling communitfyPUC5}. Those will be presented as recommendations coming from fellow
members of the commnity that he now belongs.tdohn can also see if any of those members are
currently online, and if so he has the possibility of communicating with them directly, i.e. he can ask

for advice in reatime. Any community member can control who can see thigitus Members can

also control who can contact them directhpr example, some members may prefer to only accept
messages from registered members, as opposed to guests.

John postsdedback:

Having visited the tackle shop and gathered the needed equipasad on excellent advisements of

the tackle shop owner, John decides to share (post) his own recommendation about the shop on the
s h o p 6 s.Ratbebthain posting as an anonymous user, he decides to post it using his local angling
community identity The shop website verifies that John is indeed that member of the local angling
community.

This recommendation enables John to purchase items using his mobile device from the online shop
This is very convenient for John, since the shop delivers theeamosi t e ms t.ddowgverh n 6 s h c
the shop needs John to first supply some sensitive personal data.

Johnwants to be monynous

John is excited about finally going fishing, but in the back of his nhadeare those concerns about
security and privacyHe wonders why he should trust the community to look after his information
Has he made a terrible mistake that he will live to regret? But then he remembers he also joined the
local community because he wanted to get to know more local anglers who caimh&pmake the

fishing trip successful, so perhaps he needs to be more relaxed about all this privaéytstuil,

ités probably all/l hype t o #edecidpdethemptd share pbotobrapits cr e d
of the fish he catches, thechtion, the date and time caught, and his experience with successful baits
However, he t hi nks t hat he doesnot mi nd tellin
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community, who he already knows wel ow abat his he d
special experience.

D4.1 Architecture

John makes agyment:

Still a little concerned, John decides to investigate further, and discovers something called
anonymisation and pseudonymisation, which apparently mgstslohn can interact with others
without telling then his real nameSounds like the ideal solutiolvhen John makes a payment or
provides evidence of entitlement, nessential personal information is obscured.

John also discovers that he can restrict who can see his information through somethingosdied a
control {PUCT}. This is really easy to deincehe onlyneeds toset a few options in hipersonal
profile and thatoés it.

John terminates his membership of the community

At the end of the fly fishing vacations, John can choose to cancel his meipbergte special local

online community, or he can wait for it to expire automaticgdiy C3}. However, even though he has

left the community, the history of his membership, messages that he posted, and any reputation that he
established, is maintained hfie local angling community. Before leaving the community John
decided to post photographs of his trip including the fish he caAgtan acknowledgement of their

useful tips and trips which promoted J&success as a fly fishather members can dtidee the

photos of the catch, even though John is no longer a member of the community. Since he behaved
according to the rules of that community and since he provided content, he was rated from community
members as a trusted fishing buddy and his repatatcore (which never expires and can be
transferred to other communities) was increasing which may facilitate to access special groups in other
online angling communities in the futufleUCS5}.
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D4.1 Architecture

4 Community topologies

The PICOS architecture is intendedle topology agnostidPut another way, it is designed to be
easily implemented on a range of interconnect or communication configurations.

The prototype that follows D4.1 will be a specific configuration, and though the afor ihe
architectureo beflexible, the reality is thaat this stage of the projettie priority is to focus on the
anticipated needs of the prototy@is means that the architecture will lean towards a etienter
implementation, andthat this will necessarily be evident in these cases and example
implementations that we later describe.

Nevertheless, it istill useful to reflect on the likely topologies that PICOS should supBestond
D4.1 there will be opportunity to explore these options in more detail, and to exampresétoy and
trust issueshat different topologiegive rise to In certain situations, different topologies will address
concerns that the initial choice of topology gives rise to.

In our ideal model, PICOS functionality is delivered as a ser8eevies can be hosted locally or
centrally, and can be for the direct benefit of the member or of the community as a Adhole
develop our understandingewefer tothese groupings ady Services, Our Services and Community
Services respectively, whether bex$ locally or centrally.

4.1 The single entity model
Our model is based around the concept of an entity that in principle can sugtiig@Bservices. In

practice this is unlikely to be theecessarybut the principle helps us envisage more complex
configurations A single entity, which could be client or server, is depicted'thus

Community Management
Senvi

Figure 471 Single entity model

'The smal l gray boxes simply show where the different
no reason for there being four gray boxes, except that it makes it easier to illustrate interconnected entities.
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4.2 Client -server model

D4.1 Architecture

One option to interconnect clients is to use the ckewer topologyIn this topology clients (e.g.

smart phonesare represented by the inner green cireldsi c h host .brheocteattad ser vi
process local servicbut relieson the community for shared servicaed services that are too
demanding (in terms of comging and storage resources) for the client to host.

Figure 571 Client-server model

To give an idea of how such an idealised model might be implemented, we include the following
figure which shows a typal mobile community

Figure 61 Client-server implementation
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D4.1 Architecture

4.3 Client -server architecture  dconjoined communities

We envisage that communities will wish to interagth one anotherin the following diagramwe
showtwo PICOS communities connected togetidember Services (Our Services) might be shared
between the two communities.

Figure 717 Conjoined communities

It is also likely that one commitg will provide services for the other, for example where one offers a
specialised featureThis corresponds with the general view that some services will be provided by

independent third parties which do not have any members thems&labsa situatiomight look like
this:
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Figure 81 External services

4.4 Peer-2-Peer architecture

The second topology that we consider is gegreer (P2)In this modelall services are distributed
amongst members, andetle is no need for eentral service providerServices (Our Services) are
shared between members, with perhaps one member having a more powerful mobile appliance that
can run the more demanding service.

This model is particularly attractive for membersoMeel uneasy trusting a community operator

However, it should baotedthata P2Ps er vi ce can be provided 6t hr ouc
provider This can be a more suitable option if the community is build on top of conventional
communication techrogies, e.g. a mobile phone network.
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Our Services Our Services

Figure 97 P2P architecture
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4.5 Dumb terminal architecture

A third topology is the thin client modeH e r edun tedminad (web services portal) iased to
access th community This could be a smart phone that ransimple client applicatiothat provides
access (only) to the community, e.g. a browAgart for the access application, no other services are
hostedonthe client appliangeeverything else, includinily Servicesjs hosted centrally

E\]

Figure 107 Dumb terminal architecture

Such a configuration might be implemented as follows:
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Figure 117 Dumb terminal implementation

4.6 Conclusion to discussion on community topologies

In this section we present an idealised model of the PICOS architg@turaim is to look beyond the
popular implementation of communities which tend to mimic communications topsldtiere are
two reasons for taking this approach:

1 Inthe near future we anticipate personal networks becoming more cofingreference
communities that we have examined could benefit from such technology, for at least part
of their community service§or example, anglers might form a local ad hoc community
while fishing.

9 Different topologies create and address different trust mdgeisexample, P2P (no
community operator) may appeal to memhen® trust teach other, but not a central
authority, We sav this with our Taxi Driver communifywhere drivers had a high degree
of trust in each other (formed in the real world) and saw no need to trust anyone else.

Different topologies present interesting research challenges, some of which PICOS would like to
investigate furtherHowever, the reality is that in order to test the technologies that will enable a

PI COS community, we need to work withsererodayo6s
topologies As WP5 andNVP6 develoghe architecture further weilnsee more focus in this direction.

% The Bristol (UK)based taxdrivers led by Sally Hoare (Hambrook Cars) who acted as a PICOS reference
community during the requirements gathering phase of the project.
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5 Community trust m odels

51 User attitudes to wards trust and risk

Every community, and every community member, has a different attitude toSoske are risk
accepting, while others are risk averse.

For those members whio worry about the risks of using a community, a range of situations are
possible Some members will want to take control of the situation and minimise the risk through their
own personal action®©ther members will look for assurances from the commuhiy the actual

risks are not serious enough to worry about, or that there is a path to restitution should something go
wrong.

In fact, there is a spectrum of possibilities, from high trust (low personal control) to low trust (high
personal controllasthe following diagram shows.

High Trust Low Trust

Figure 1271 Trust spectrum

Somewhere between these two extremes lies the community that PICOS will target for its first
prototype

Weue the term 0Ot r uthd trushihat mémbersthave id easic atherbaed/or in the
community At one extreme we have complete distrust in everything, and this is when it may become
necessary to move all t he s e Atsthe bthey extreme avery®res i n g
trusts the community operator (but not necessarily other members).

5.2 The member perspective

Some of the different attitudes that members might express are:

1 Complete distrust: No one trusts anyone.éEmber authentication takes place at the
client; Everyhing is signed at the client; Reliance on third party to endorse identities and
signaturesThird party handles disputes and law enforcement.

I Some trust in Operator: Members trust Community Operator to manage community
(reputation, privilege enforcemempirofiles, etc), _BUT NOT_ manage member content
Member authentication takes place at the community, but signing takes place at the client
and is endorsed by a third partihird party handles disputes and law enforcement.

9 Trust Operator but not each otheMembers trust Community Operator to manage
community _AND_ manage member content: Member authentication takes place at the
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community Content signing takes place at the community and is endorsed by the
Community OperatoitCommunity Operator handlessgutes and law enforcement.

D4.1 Architecture

1 Trust all but Operator: Members trust each other, perhaps because they know each other

beforetheod i ne community was for med, but donot
they see a simply a service providdember authenticain takes place outside the
community.

1 Members riy on legislation and the obligation of a Community Operator to provide proof
of compliance, to address personal concdPnsof is underpinned by technology
employed by the Community Operator.

It is importart to understand the trust modd&llanaging risk can call on a variety of technigques,
processes and attitudéhe approach for dealing with low trust willost likely be moredemanding
than for high trustMembers with low trust typically demand guaranteegsolation from the areas of
high risk Responses to this situation include:

I Today in most communitiesti s a case of O0fingers highossed
trust (High trust means that members are forced to trust the community; low thegns
are not.)

1 Members might decide that they can never trust the community, and instead decide to
protect their information in some other way, e.g. anonymise or encrypt it before it reaches
the communityThis is low trust option.

1 Members might expect ¢hcommunity tde built in such a way that the weaknesses that
concern them are eliminatefigain, this is low trust option.

1 Members might make the community ‘publicly’ accountablédactions This is anything
from highto low trust, depending on howuch the members (can) rely on the
accountability mechanisms.

Members worry about the content that they contribute to the commuBytycontentwe mean
information that members contribyter information that the community holdhat is personal and
relaies to a member.

5.3 The community operator perspective

So far we have discussed the concerns of the meniber community operator is likely to have
similar concerns, where lack of trust in the community affect the ability to deliver a widely accepted
service For example, a community operator may worry that they cannot easily:

1 Demonstrate that they are trustibyr
1 Demonstrateand be able toomply with the law
9 Differentiate their community from existing communities

This is certainly the situation for a comniynoperator that is essentially hondsit wantsto
demonstratéheir honestyo the potentially highlydistrustingymembers of thatommunity.
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54 Target community for first prototype

D4.1 Architecture

The community that PICOS will target in the first prototype is exemglifie the angling community
This community is particularly interesting becauseossesses several characteristics Huatal

networks generally lack:
1 It has a well defined purpose
T Members have a shared interest and shared values
1 It has a ceordinating atity that shares the same values

M It existed in the real world

Compared to a social network community, where trust is high and personal control low, the angling
community looks for a balance of increased personal control and reduced need.fBytcosirast, a
highly distrusting member would, compared with t
greater control and reduced need to trike following diagram summarise this situation, and shows

where we believe thiirst prototype ofPICOS cormunity will focus.

HI A If we were paranoid and
technically able, wedl like to be
here i almost total control
(except for law enforcement).

In PICOS wedl like to be here i
some personal control, but
mostly more confidence in what
the community does.

Level of Personal Control

Wede here
now

Lo

Hi Trust placed in the community Lo

(Lo confidence) (Hi confidence)
Figure 131 Balancing trust and control

We can further define the target community by stating the desires of the membdeshipers:

Copyright © 2008, 2009 by the PICOS consortiumd All rights reserved.
The PI COS project receives research funding from the Commun

PICC5_D4_1_Architecture_Final _vl 4 Page 36 of 233 Final version 1.4



L

PICOS

Are interested in greater control over how tleformation is shared

D4.1 Architecture

Want features that are not present in today's communities, e.g. Address books, groups,
greater confidence in the identid§ other members (OpenlD, IDr&kers), evidence that
their information has been accessed, assurance thatrtimeurdgty complies with the law,

a reputation system, feedback, profiles and privileges

1 See the greatest threat coming from other member§amothe community operatoand
from hackers outside of the community.

1  Would trust a community that employs theekt PICOS technology to manage trust and
privacy

1 Believe that the community operator will be willing, or obliged (by law), to protect their
data

1 Do not require absolute guarantees, and consider ‘after the event', or retrospective, control
adequate

Would not check the technology
Use a community's reputation to decide how trustworthy it is

Are more concerned about the authenticated identity of another member

= =4 =4 -

Look for strong authenticath in certain situations, but third party endorsed identities was
not apriority but would accept a mobile device that provides a trusted identity

1 Are less concerned about integrity or provenance of content (they accept that content from
an authenticated ember is genuine)

Want secure storage, but only for the more sensitieemation

Accept that law enforcement requires access to protected information, and would trust the
community operator to perform the role of trusted intermediary

1 In general, trust #hncommunity operator to perform the role of a trusted intermediary
A useful analogy can be drawn with a banking community:
f Customers have confidence that the bank pro

1 This confidence comes from the perceived professionalism of the bank, the technology
they employ and the nature (purpose) ofittteraction

1 The main difference between banks and our community is that members share information
between each other (or with groups)

1 Another way to look at this is to consider the community operator as a data custodian

The fact that members communicadbare and trust one another does change the balance af trust
the banking analogy slightly, and certainly calls for a new set of controls anéralsding features.
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55 An alternative trust model

D4.1 Architecture

The target angling community helpo define the needs ofédlprototypecommunity with respect to
privacy and trustHowever,beyond the first prototyp@ICOSis interested in understanding other
types of community.

A low-trust trust model, in which members dotnor at least should not) trust the community
operaor,ist ypi fi ed by t odommunitiesThese doranhunitiesedo nod hrave theg
established trust values that #rggling communitypossess

In the near future moreactivitieswill be performedonline usingcomputersand thelnternet People
will book a taxi using a computethey will be registered at worlisinga computer; they will buy
tickets for the theatreisinga computer When they enter the theatre at a given timey will be
monitored (recorded)singa computerWhen theytalk with friendsit will be by usinga computer
When they interact with colleaguby means of online communitieshen theybook a hotelwhen
they enter a building; when they shop; when they pay tagesi it will be through the use of
computes.

Their whok life will be observed by computerSherefore the Internet andthe computergo which it
connects, becomes thiggestsurveillancesystem ever devise@omputerswill havevast amounts of
information aboutindividuals. The technology makes this pobsiband there is motivatioii
convenience, profit, competitianthat makes it increasingly likely.

Evidence already exists of how easy it is for control over information to heTlostate the widely
publicised examples are accidental, but there is &sang concern that controls are not sufficient to
prevent hackingExamples includehackerswho stole 17 millionpersonal recordérom Deutsche
Telekom,in Italy whereTax datafor 40 Million peoplewas accidentally published on Internet.

Incidents like tlese lead the concerned member to call for grgadesonalprotection, and the
approach promoted is obased on theninimal disclosure@ndunlinkable transactions

Solving the trust problem that social networks present requires a different atissiatially, the

trust in the community operator is removed and distributed to one or more trust domains that are
accepted by the membeén addition, sensitive process that might otherwise be carried out within the
community is now performed in an isolatedqpably local, e.g. smart phone) environment that the
member trusts.

Fortunately, the changes mentioned are in principle all that is needed to change a solution for a high
trust community into a solution for a letsust community By creating trust domairesnd introducing

online (or local) security (cryptographic) processing, the mechanisms deployed to protect privacy and
engender trust become highly effective.

For example, a solution based on cryptographic primitives like Group Signatures or Traceable
Signdures, provides:

1  Anonymity

1 Compliance with legislation and community operating practices
1 Nonrepudiation
1

Personal accountability

Copyright © 2008, 2009 by the PICOS consortiumd All rights reserved.

The PI COS project receives research funding from the Commun

PICC5_D4_1_Architecture_Final _vl 4 Page 38 of 233 Final version 1.4



L

£
PICOS

1 Reputation

D4.1 Architecture

1 Strongidentificationand authentication

The downside of such solutions is the greater demand on infrastructuch,iwpractice takes time to
develop and rolbut, and the increased inconvenience (in terms of additional complexity at the client
device) and need for greater understanding by the member.

In designing the architecture forethiarget community, we havegan mind that a stronger solution

may be required for alternative communities / trust models, and have tried to keptidhdo extend
the solution in D4.2.
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6 Legal and r egulatory enforcement

PICOS aims at the creation of a fully legally complianhaecture and consequently platform. The

current legal framework on privacy, data protection and identity management has already been
analysed in PICOS Deliverable D2.3 AContextual
specific legal requirements contned i n Pl COS Deliverable D2.4 HARe
developers in creating a fully legally compliant architecture. The legal requirements appear as
principles in Appendix B of the D2.4 and serve as guidelines to the developers of the arehitectu

The architecture reflects one of the fundamental positions of PICOS: that PICOS aims at the creation
of a legally compliant platform. In all phases, from registration through to revocation, legislation is
catered for.

While various components that forthe overall architecture contain functionalities that enable
legislation to be enforced, there is not one single part of the architecture that has sole responsibility.
Instead, compliance with legislation is a design philosophy that permeates throtighalésign

process. The setting out of the legal requirements and their translation into clear principles for the
developers at a very early stage of the PICOS project, as well as the continuous cooperation with the
legal team during the designingphaseédie ar chi tecture, folloWe the 0
privacy issues and in particular the processing of personal data (with the further implications regarding
identity management) are taken into account at the earliest stage of the creatiardfitbeture.

The legal requirements, which are translated into principles in Appendix B of D2.4, could be
expressed as policies, and the policies then interpreted and acted upon by each component. Equally,
components could report back how effectivelgythhave complied, and all the reports could be

collated and presented as evidence. One of the six key areas, into which the PICOS architecture
principles are divided, is Law. ACompliance wit
Contr qlsleer shtel ow PP2, section 7.1.3) and the ATr
7.1.4) are three PICOS architecture principles, which are classified as having direct relation to law and
more specifically to the data protection legislation. This @iaason shall however not be considered

as exclusive. Several architecture principles that fall under one of the other key areas (i.e. trust,
privacy, control, identity, other) have some relevance to law.

For i nstance t he fiDa $ea belgw BRFA8 nsectioa 7.1.9), which [srclassified p | e
under Aprivacyo is also a core |legal principle,
should be limited to data that are adequate, relevant and not exéessaarding to this principle,

data controllers are obliged to store only a minimum of data sufficient to run their services. While
recognising that data minimisation is a principle adopted in European law, PICOS also appreciates that
data is required in order to allow a community to grdwchnical tools and Privadgnhancing
Technologies in particular, should be available to contribute to the effective implementation of the

data minimisation requirement.

% Art.6(1)(c) Data Protection Directive.
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Similar thoughts can be made on the YiBegidest 0 pr i
technical audits, this principle also refers to the legal/privacy audits that are needed in order to ensure
compliance of the system with the data protection legislation and the relevant obligations that derive

from it. Moreover two principleshtat ensur e the exercise of control
informationd (see below PP3, section 7.1.4) and
PP4, section 7.1.5). The former relates to the control the data subjects (in mosheasess) have

on their data and the latter aims at the protection of personal data, allowing the user to differentiate
between noipersonal data, personal data and sensitive data. The importance to differentiate between
personal and sensitive data hasadly been highlighted in D2:3.

D4.1 Architecture

With regard to automatic checking for compliance, automated checking of policies and regulations
would be required. This represents a significant amount of research and development, on areas of new
languages to universallgxpress and process such legal restraints; security indicators to monitor
infrastructures, redime workflows to enact actions upon alerts are needed, etc. Legal compliance
within PICOS developed tools asdrvices aref paramount importance. The relevanles are taken

into account for the design of many of the core components of our architecture, especially all those
dealing with identity management, privacy, reputation, corsieating etc.

For instance the AConsent neetiona09.4 imelasdlydelaedwithp o n e n t
the legal provisions of the Data Protection Directive on consent. It allows the members to modify or
withdraw their consent, and it invokes the commusjtgdfic procedures that are applicablMhen

consent is withdram; e.g. deletionof datg change to access righte data, restrict access to

community operator ol e onl y. The relati on imponhentdseenbeldwh e i d e
section 9.8.1and the data minimisation legal principle has already been imatiede, during the

di scussion of the PICOS Ar chi t eponent(see bgawisetton pl e s .
9.5.19 is also closely related to legislation as it provides an interface to retrieve the current location of

a member. The processing lotcation data is allowed according to the provisions of the ePrivacy
Directive, as described in the PICOS D2.4 ARequ
AAoantabilityo (@ued.resmedively)odras witld thes comipliance tbfe user

actions with, among others, his legal obligations.

PICOS needs to ensure that all personal data are kept in a form that permits identification of the data
subjects for no longer than is necessary for the purposes for which the data weredamllfmtevhich

they are further processeéddowever, PICOS does not need to comply with the Data Retention
Directive® and retain specific categories of data for law enforcement purposes. As it has already been

di scussed in Pl COS D2 .the DdiaCRetertien xDiracteved apgdlies amyetav o r k 0
providers of publicly available electronic communications services or public communications
networks. Consequently the relevant obligations will cover only the telecommunications or mobile
operator who enablemme of the PICOS functionalities and not PICOS itself.

“ Article 8 of the Data Protection Directive describes special categorfes d at a , i . e., fiper son.
racial or ethnic origin, political opinions, religious or philosophical beliefs, ttaden membership, and the
processing of data concerning health or sex theifeo, C

aforementioned data is prohibited, unless one of the specific grounds described in the same Atrticle is fulfilled.

® Art.6(1)(e) Data Protection Directive.

® Directive 2006/24/EC of the European Parliament and of the Council on the retention of mizrtagk or
processed in connection with the provision of publicly available electronic communications services or of public
communications networks and amending Directive 2002/58/EC, Official Journal L105,i 3. 8%.03.2006).
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As PICOS aims at the creation of a fully legally compliant architecture, it has embedded the legal
requirements into the PICOS architecture principles and the PICOS compadiensetting out of the

legal requirements and their translation into clear principles for the developers at a very early stage of

the PICOS project, as well as the continuous cooperation with the legal team during the designing
phase of the architecdeusriegn frnoddeolws. tAlet hiiopurgihv atchye
does not contain any fully legal components, it has been clearly illustrated that the whole concept of

the PICOS architecture, its principles and components respect the data protection legislation and takes
into account the needs of the law enforcement in the future.

D4.1 Architecture
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7 Architecture Principles

In this section weestablishthe PICOS Rinciples (PPs)that guide our architecture desigBach
principle is derived from earlier work in which we gathered requireméota realworld and
potential online community membeiSelection of the finciple is also influenced by our experience
in the fields of communications, security and social values in trust and privacy.

Each Rincipleis assigned tone ofsix key areasnamely:

1 Law
1 Trust
i P PLaw
1 Privacy
1 Control
1 Identity P PTrust
1 Other
The distribution othe 23principles is as follows PPPrivacy
8
! P I:)Control
6 OLaw
5 OTrust
4 OPrivacy _
3 O Control P I:)Identlty
27 O Identity
1Y O Other
0 inci P I:)Other
PICOS Principles

Figure 141 Distribution of principles

l'f vi ewe d/agkrandwhite, the dolomn$rbad from left to right: Law, Trust, Privacy, Control, Identity
and Other.
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D4.1 Architecture

The 23 PICOS Principlesre described ifull in the following sectionEachPrincipleis marked with

the category that best describes the contribution that the principle makes to the archlitersture

accepted thatmne principlescontribute to more than one category, but we only record the ma
principle at this time.

The definition of the principle is shown in italicGupporting information followsachdefinition.

7.1.1 Overview of PICOS RFinciples by category
‘ PPLaw ‘ ‘ PPTrust ‘ ‘ I:’F)Privacy ‘ ‘ PPControl ‘ ‘ PPIdentity ‘ ‘ F>F:‘Other ‘
PP1: PP5: PP8: PP3: PP2: PP7:
Compliance Openness and Data Use of persona| Data Topology
with transparency | minimisation | information Ownership agnostic
Legislation
PP15: PP6: PP9: PP4 PP11: PP10:
Data Trust between| Endto-end Protection of | Use of Offline
controllers communities | privacy personal pseudonyms | working
information

PP22: PP12: PP17: PP20:
Trusted Provenance | Authentication Resilience
intermediary

PPL3: PP18:

External Multiple

services persona

PP14: PP19:

Audit Subgroups

PP16:

Objective and

subjective

trust

PP21:

Diversity

PP23:

Trust
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7.1.2 PP1: Compliance with legislation

I:)F)Law

The PICOS Architecturenug be compliant with all legislation, regulation and best practices that
exist in the geographical regions in which the Community operates

As a minimum, information is handled and processed according to the EU Data Protection Directive.

7.1.3 PP2: Data ownership

PPIdentity

The PICOS Architecturenust recognise that personal information belongs to the Member that the
information uniquely identifies

Members explicitly grant others, including the Community Manger (if one exists), the right to store
and process their data according to theThslember 6
PICOS Architecture ensures that processing is proportional to the stated purpose, and that the
Principle of data minimization is respectdeébr example, mnbers may grant permission to the
communityoperatorto store and process their data according tortkemb estatédsprivacy and data

handling preferences.

7.1.4 PP3: Use of personal information

PI:)Control

The PICOSArchitecture mustprovide nembers with the facility to state how their personal
information can be used by others and, as far as is technically, legally and operationally possible,
uphold the memberdéds wishes w.r.t. information f|I

Members state conditions that dietdtow their personal information can be used by other Members
Conditions are enforced by the Architecture.

The degree to which control can be enforced is probably limited to within the community boundary,
unless Digital Rights Management technology islalggd at the client or at third parties who are
authorised to process member data.
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7.1.5 PP4: Protection of personal information

I:)I:)Control

The PICOS Architecturenust at all times protect personal information to the level selected by the
Menber

Three classes of data are supported:-pensonal data, personal data and sensitérsonal data
Personal data might include home address, telephone number, while peeswitive data include
medical records.

The classification of each data ites decided by the owner of the data (typically the Member)
Classification is subjective and difficult to define, e approach just suggested (fpmrsonal data,
personal data and sensitigersonal ) is in widespread use.

7.1.6  PP5: Openness and transparenc y

I:)I:)Trust

The PICOS Architectunmust offer services to Members in an open and transparent way

Members will be more trusting if they fully understand the implication to their privacy of using
services thabandlegheir personal infonation.

7.1.7 PP6: Trust between communities

I:)F)Trust

The PICOS Architectummust recognise trust as a common currency when exchanged between PICOS
communities

Members may belong to several PICOS communifiégy will expect a seamless exigace when
interacting with Members across community boundaries, recognising that different communities focus
on di fferent ‘
reputation) is highly desirable.

t hemes' |, and di f.fPertabdity tof truse (mb er 6 s
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7.1.8 PP7: Topology agnostic

I:)F)Other

The PICOS Architecturghould not be topologspecific

The Architecture is designed to be implemented on a range of interconnection (network) topologies,
recognising that not all features are applicable in someguoations.

7.1.9 PP8: Data minimisation

P PPrivacy

The PICOS Architecturenust support the concept of data minimizati@nly data absolutely
necessary for the provision of the Service should be collected.

While recognising that data minimigat is a principle adopted in European law, PICOS also
appreciates that data is required in order to allow a community to. gfowexample, Web 2.0
services are datach. A challenge for PICOS is to achieve an acceptable balance between these two
demand. A solution may lie in the formation of trust, which allows greater use to be made of
information in the knowledge that it is unlikely to be misus&do, over time, we know from past
research that trust itself grows, and community members are morertaié sharing personal
information.

7.1.10 PP9: End-to-end privacy

P PPrivacy

The PICOS Architectunsust support entb-end privacy

Where interacting Members are conaarthat a central authority may be able to compromise
(read/modify) thei private interaction, the architecture should offer Members the option fetoend

end privacy (encryption?) subject to, and in compliance with, any legal obligations placed on the
community operators (e.g. communication interceptions).

Endto-end privacywill not be required in all situations, and the trust that is placed in a community
operator will be sufficient for most member needs (and reinforced by legislatlea) providing ened
to-end privacy makes law enforcement difficult or impossible, anefiie needs to be conditional.

7.1.11 PP10: Offline working

I:)F)Other
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The PICOS Architectursnust support online and offline working, and easy transfer between the two
states

D4.1 Architecture

For a variety of reasons, Members may need to operate when distashitem the Community, or be

able to connect with a subset of the Commumitgmbers will wish to be able to protect and process
personal information belonging to them or to other Members when offline, and be assured the same
level or protection as wharonnected (online) to the Community.

7.1.12 PP11: Use of pseudonyms

I:)I:)Identity

The PICOS Architecturanust present Members with the facility to be anonymous, to use
pseudonymous identities or to use identities that are legally binding to drabit

Members will wish to interact with other Members and services, while still able to restrict how much
identifying information is shared’hey may vary the information shared for each interaction or vary it

during an interactionThis is to allow Membies to express their opinions with greater freedom, and to
Oexperimenté while they build conf i tlaen Wkile and t
experimenting in isolation may be acceptable, using anonymising technologies when interacting with
otherMembers may breach community operating practices.

Members may choose to be anonymous when providing feedback, or may have no choice if this is the
default operating policy for the communifyhere are several possibilitieSor example, reputation

could ke provided anonymously, but feedback intended to improve the community may identify the
contributing member, and thus affect the contrib

7.1.13 PP12: Provenance

I:)F)Trust

The PICOS Architecturenust ensure that Mebers can rely on the provenance of information that
they receive from other Members / PICOS communities, subject to the Member choosing to state the
provenance and there being no conflict or risk of undermining other privacy principles.

While it is probalby too difficult to guarantee that information shared between Members is accurate,
being able to rely on the source of the information is important for trust and reputation sélwtees

This does not necessarily imply that the receiver of the informatiast be able to identify the
originated, since the information alone may be trustable, e.g. because the source (not necessarily the
sending member) is known and/or the content has been independently verified.

Where the source is not explicitly statede tRICOS community may be able to give additional
information about the level of trust (e.g. the reliapitf the source, its profile eeputation rating.
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7.1.14 PP13: External services

D4.1 Architecture

I:)F)Trust

The PICOS Architecturmust ensure that exteally hosted services are delivered in as trustworthy a
way as an internally hosted Service, or that Members are aware when an external service is
(potentially) less trustworthy than an internal service

Members may use services hosted by the Communityhiochwthey are currently connected, and
Service providd by other PICOS communitiedeally, all communities would operate at the same
trust level, but in practice this is unlikelMembers should be able to determine from the nature of the
Service, and rtdrom a dependence on the hosting environment, how much trust to place in a Service.

Where it is hard to determine the trustworthiness of an external service, an indicator explaining to
members that the service is provided externally may be sufficient.

For example, a contract (i.e. SLA) may certify that that the hosted service provider uses specific
security technologies, trusted infrastructures, standardised procedures, etc.

7.1.15 PP14: Audit

I:)F)Trust

The PICOS Architecturenust allow all srvices to be fully auditable by an entity trusted by all
Members

If something goes wrong, Members will expect to be able to recover and prevent a repeat of the event
Members will also expect accountability, both at Member and (if applicable) Commuretatoys

level. There may be Legal or regulatory requirements to provide auditing for some community
applications.

7.1.16 PP15: Data controllers

I:)F)Law

The PICOS Architecturenust identify the controlling entity(ies) who are obliged to Ifilégal
obligations concerning the Community

For example, the Police may need to serve a Legal notice that obligates the Community to supply data
about MembersOther entities will have similar statutory rights, e.g. the removal of copyright
protected, ikgal or defamatory information.
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7.1.17 PP16: Objective and subjective trust

D4.1 Architecture

I:)F)Trust

The PICOS Architecturghould support both objective and subjective methods for assessing trust

Subjective methods include reputation management servi@gective methods include trusted
computing bases and reputation management systems that are based on hard facts, e.g. system
measurements, attributable actions and evidence of event fulfilment.

7.1.18 PP17: Authentication

P I:)Privacy

The PICOS Aghitectureshould support multiple forms of Member authentication, while continuing to
respect privacy

Authentication should be possible using one, two and three factor (know/possess/are) .methods
Healthrelatedinformation must be adequately protectedated as personaénsitive information and
respected according to the conditions stated by the Member.

7.1.19 PP18: Multiple persona

P I:)Privacy

The PICOS Architecturghould allow Members to have multiple persona

Members may want to operatetn their PICOS Community, and between PICOS communities,
under different identities (partial identitiespne justification for this is to enhance privacy, for
example by limiting linkability.

7.1.20 PP19: Sub-groups

P I:)Privacy

The PICOS Arcitecturemust support the creation of sgboups within the Community

If you take the Taxi Driver Community, the three taxi drivers operated independently of their drivers
and (if included within the PICOS Community) their passengers.
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D4.1 Architecture

I:)F)Other

The PICOS Architectunmust not have a single point of failure

For example, it should not have a centralised information store, single authentication point or single
management function.

7.1.22 PP21: Diversity

I:)F)Trust

The PICOS Architecturshouldbe designedh such a wayhat no single entitgan act in a way that
mightcompromisehetrustand privacy of the community

This does not relate to the general tiaygay management of the community, where placing the
responsibility with a single entity does not represent a significant risk to the community, Member
privacy or trust.

Keeping the community operational is something that a single entity could be responsible for, in line
with the Service Level AgreemerfReveding anonymised members identities for law enforcement
purposes might be something that requires the community operator to liaise with a TTP.

7.1.23 PP22: Trusted intermediary

I:)F)Law

The PICOS Architectur@ermits severaltrusted intermediges (including external TTPsto co
operate andink partial to realidentities

This will almost certainly be required foedal purposesgnd may bewecessary for other purposeg.
to enhancereputation through external assurance or split respongislitand to provide non
repudiationservices

7.1.24 PP23: Trust

I:)F)Trust

The PICOS Architecturshould ensure that Members are accountable for their actions while a
member of the Community

All activities within the community are logged, aodntributions are linkable to a reabrld identity
(by the community operator under a split role).
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8 PICOSFeatures

8.1 Introduction

Based on earlier requirements gathering exercises, notably deliverables D2.3 and D2.4, we have
identified a shokrtist of key features that we believe members of a PICOS community will value most
The features are derivdtbm our examination of all our reference communities, but in keeping with
thefocus ofthisfirst architecturaleliverable, we aim teatisfy the needs of thegling community as

fully as possible.

We begin by expressing these features in terms of the benefit that they offer meratezia this
section,we describesachfeature in greater detaihdicating the implications for an implementer of a
PICOS commuity.

8.1.1 Key to features

Each feature is categorised according to the contribution that it makes to a PICOS community with
respect to communities in existence today. Each is assigned an appropriate icon as follows:

PICOS introduce the new community feature

I:)ICOSenhancing

PICOS enhances this traditional community feature

8.1.2 Features most valued by members

PICOS enables mobility through this feature

We believe that the best way to express mambquirements is in terms of what they wanotrf their
community

We believe members would say i We want t oo
1 Share information (content) with other members

1 Send messages to other members and, in general, have access to a range of different
communicatio services, includingredli me i nteractive O6kpollst ant m
notification (e.g. voice/text messaging)

1 Search for 1) members with similar interests and 2) information on specific topics

1 Create or join sugroups of members within the comniiyn
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T Buildtrust in other members through the usé)ofeputation, 2) nenepudiation and 3)
closed membership (registration)

D4.1 Architecture

1 Access external services that offer specialist functionality not normally expected of my
community

1 Mark (tag) documents in suchnay that | can restrict how they arsed and who has
access to them

1 Receive notifications that will help me understand when | am at risk or need to perform an
action to potect myself or my information

1 Interact with other communities on the same baslsrasract with member of my own
community

Have essentially the same experience whether | am mobile or static

Personalise my experience and expectations of the community based on my particular
requirements and values.

These eleven higlevel features arexpressed in a way that makes sense to the memberShym
this list wenow identify a set of system features that would need to be implemented to sat&fy the
higher level goals.
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8.1.3 Main system features

The systenfeaturesthat we believe will satisfy thaeed of a PICOScommunityare derived for the

earlier list of feature most valued by members

D4.1 Architecture

Feature | Description _
1 Reputation
2 Content sharing P
3 Registration
4 Personalisation
5 Messaging
6 Searching
7 Subcommunities
8 Presence
9 External services P
10 Content tagging
11 Communication services P
12 Notification P
13 Inter-community interactior
14 Mobility P
15 Non-repudiation

The featuresmarked with acheck mark(P) are consideredo have partular, possibly unique

significancefor a mobile community.

In the remainder of this sectiome examineeach feature in detail, and explain how PICOS will

address therivacyandtrustconcerns that naturally arise
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8.1.4 Summary of PICOS features

PICOSannanang PICOSasmgusting

PF1: Reputation PF10: Tagging
PF2: Content sharing PF14: Mobility
PF3: Registration PF15: Norrepudiation

PF4: Personalisation

PF5: Messaging

PF6: Searching

PF7: Subcommunities

PF8: Presence

PPO: External services

PF11: Communication services

PF12: Notification

PF13: Intercommunity interaction
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8.2 PF1. Reputation

PICOSenhancing

History: Featurecontributor UMA
8.2.1  Description

Reputation covers rating and feedha@kCOSenabés acommunity to keep track of usbehaviour

by computing a reputaticndicator (typically a singlealué for each individudy identified member

This reputatiorindicator is produced foeach pseudonynge ner at ed under a membe]
and $ared with other members withouévealing thereal identity in a way that might link
pseudonyms

In addition, areputation component isable to aggregate reputatiandicators from external
communitesand combi ne with &1 oc alingthat ameaningful associationd i c at
can be madé€This processs initiated @n demand solicitedby therequesting member

Since different communities may express reputation in different ways, a processafizationmay
be requiredT hi s pr owemlsssthe aelpwatiorindicator associated to a givedentity, and
thenaggregate the normalisesgtalues to obtain ainglepersonali.e. subjectivg reputationindicator.

This computation will be performed without revealing any priviafermation abat the identities
being evaluated

When members provide feedback to other community members, or rate comrelaidy activities,
their reputationindicator will be linked, and consequently maf§ect how other members value their
contribution For exampd, a rating coming from anember withlow reputation could have little
credibility. In fact, membersnay choose to filter out certaicontributions by setting a threshold that
defines minimum (lower bound) reputatidor them to le acceptedThe same techque can be
applied to items (as opposed to members) to assist when searching for informigtionthe
community.

Reputationindicators are influenced by the feedback time&imbersprovide, and based on personal
experienceThus, positive feedbacks withcreasememberreputation while negative feedbacksill
decreasd.

To ensure thathe reputation systeiis reliable only registered/authenticated members are permitted
to provide input that influences reputation indicator$is is required to avoithe possibility that the
reputation system becomes devalued by false, incorrect or malicious feeldbsadikely that other
checks will be required that strongly associate members with the adtairthey choose to comment
on.

We talk about reputatiomdicators without precisely defining what form an indicator will talkdis

is because we want to allow for member to be able to customise the output to meet their particular
purpose and social valueEu st omi sati on wi || be aecstnalerofdted usi n
information where, for example, weights may be specified and applied to the reputation computation.
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8.2.2 How PICOS will address the privacy/trust/I[dM concerns

D4.1 Architecture

PICOS will maintain privacy and build trust by:

9 Accepting and properly handlir@josscommunity reputationand whenever possibly
valuing transitive trust indicators

Ensurethatfeedbacloriginates from an identifiablgource
Ensuring that feedback can be providednymouly

Demonstrating that theeputation systerns trustworthyby buildng on open (transparent),
robust design principles

T Within the communitycreating a culture that encouragmstructivefeedbackand
eliminating nonconstructive influences

Copyright © 2008, 2009 by the PICOS consortiumd All rights reserved.

The PI COS project receives research funding from the Commun

PICC5_D4_1_Architecture_Final _vl 4 Page57 of 233 Final version 1.4



L

PICOS

D4.1 Architecture

8.3 PF2. Content s haring

PICOSernanciny | [ICOSHEMONY

History: Featurecontributor GUF

8.3.1  Description

Content karing comprises various activities concerned with ¢ikehangeof different types of
information within a community (inte-community) andacross communitiesinter-community.
Sharing involves severdistinct phases that contribute to thexchange procesaamelycontribution,
storage, administration, manipulatiocommunication(notification) and distributiorof content In
practice, a specifimechanisnwould be required for each function

Contentis a general term that we use to refer to generic information, which may be represéewed as
graphics picture3, albums videos and audio datpersonal messagds may also beencrypted, with
decryption being possible at a system or an individuahines level

1 Contribution The process of makimgpntentavailableto othercommunitymembers,
involving mechanisrato perform theuploadng of information (files)

1 Administration Administeringpreviously contributed content within the community
including tasks for(re-)structuring and managing conteAtiministration also enables
members to sgirivacyrequirement orontentcontributed, thushey cancontrolaccesto
contentby othermembers

T Manipulation Provides mechanisms for the manipulationaftdbuted content, including
the partial editing of content, renaming, tagging, and deletion.

1 Conmunication Allows the mode of sharing to be specified, e.g. direct member to
member, member to group of members and member to forum, and indirect exclaamge vi
central repository using a puglll procedure.

8.3.2 How PICOS will address the privacy/trust/IdM concerns

PICOS will maintain privacy and build trust by:

1 Providing mechanism®r memberdo control how theicontent is shared withther,
including compliae with any regulatory or legal constraints that may apply

Allow contentto be taggedn various ways, and for tags to &ealuated by othanembers

Enable sharing to be controlled according to member attributes, including context (e.g.
location) and reciignt properties (e.geputatior), including intracommunity sharing

1 Provide recommendation on the possibdisiassociated with sharing, bytaking into
account preference, personal profile, the profile of recipients, context, the nature of the
informaion being shared and Belping members identiffsearcHor) other members who
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have similar interestsandmatcht h e ¢ o0 n &cceptébidrustprofdesiwhere the trust
profile includes aeputation threshold)

D4.1 Architecture
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D4.1 Architecture

8.4 PF3: Registration

PICOSenhancing

History: Featurecontributor ATOS, UMA

8.4.1 Description

Registration is thdirst point of contact for individuals who wish to uaePICOS communitylt is

where information about the individual is collected, where roles and privileges (rightSsareed,

and where information associated with the authentication of the individual (subsequently known as
member) is assembled (e.g. passwords, cryptographic. k&gistration encompasses authentication,
identity management and -tlegistration It represents the first step in the lifecycle management of
community members

Oncemembership is confirmedyembersancreate different identities (pseudonyrss)that they can
represent themselves in different wayithin the community For examplea given menber may
choose a different pseudonym for a speaifimtext and with that context wish to operate under
different privileges or profiles.

Membes act under different pseudonyms to protabeir privacy, possibly simultaneously
Pseudonyms are not linkab and to all other member each pseudonym appears as a distinct, unique
member Reputation is based on unique identities (real or pseudonym), enabling other members to
establish (track) specific contributions and related activiies convenience, merabs may choose to
share/transfer profiles/privileges between their identities, but PICOS will ensure that unlinkability is
never canpromised

In addition to having real and pseudonymous identities, membershoase toact anonymously
Anonymous identite s houl d not be confused with membersbé
community, for example when contributing feedback to the reputation component

Membership of the community can be revoked at any time, for example:
I When asubscription expirg
1 If the memberrkelyd e ¢ i dresgromembership,
1 If the memberbehaveglishonedy or breaches to terms and conditions under which
membership was accepted

8.4.2 How PICOS will address the privacy/trust/IdM concerns

PICOS will maintain privacy and build trust:by

9 Offering anauthentication mechanisthatguaranteethatmembers arevhothey say they
are, and consequently have rights to the claimed privileges

9 Establishing a sound, reliable identity to whieputationcan be built
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1 Through identity, supportingam-repudiation which ensures that members are accountable
for their actionseven if performed undexrpseudonym.

D4.1 Architecture

1 Protecing identity by allowing pseudonymous (and to a lesser extent anonymous)
transactionswhich when correlatedo not allowdisclosure opersonal, identifying
information This is achieved while still building trust by tracking member activities as part
of reputation management.
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