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Summary of deliverable  

This Deliverable D4.1 presents the first version of the PICOS architecture. It describes almost fifty 

components that will go to make up a PICOS community, and set the context for two Work Packages 

that will directly benefit from this work, namely WP5 and WP6. 

While the architecture is important, the process that has been used to define the architecture is equally 

significant. Starting with real-world requirements, derived form earlier PICOS deliverables, the 

Architecture Team produced detailed lists of principles, features, system requirements, trust models and 

interdependencies, resulting in a comprehensive and justifiable design. 

Consideration is also given to the social and legal aspects of using and operating a PICOS community. 

In recognising that it is rarely possible to create a community from scratch, the architecture has been 

designed to be compatible with existing community implementation, and to allow a gentle adoption path 

for those new to privacy respecting communities. 
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The PICOS Deliverable Series 

Vision and Objectives of PICOS  

With the emergence of services for professional and private on-line collaboration via the Internet, 

many European citizens spend work and leisure time in on-line communities. Users consciously eave 

private information; they may also leave personalized traces they are unaware of. The objective of the 

project is to advance the state of the art in technologies that provide privacy-enhanced identity and 

trust management features within complex community-supporting services that are built on Next 

Generation Networks and delivered by multiple communication service providers. The approach taken 

by the project is to research, develop, build trial and evaluate an open, privacy-respecting, trust-

enabling identity management platform that supports the provision of community services by mobile 

communication service providers.  

The following PICOS materials are available from the project website http://www.picos-project.eu.  

PICOS documentation 

¶ Slide presentations, press releases, and further public documents that outline the project 

objectives, approach, and expected results;  

¶ PICOS global work plan providing an excerpt of the contract with the European 

Commission. 

PICOS results 

¶ PICOS Foundation for the technical work in PICOS is built by the categorization of 

communities, a common taxonomy, requirements, and a contextual framework for the 

PICOS platform research and development; 

¶ PICOS Platform Architecture and Design provides the basis of the PICOS identity 

management platform; 

¶ PICOS Platform Prototype demonstrates the provision of state-of-the-art privacy and trust 

technology to leisure and business community applications; 

¶ Community Application Prototype is built and used to validate the concepts of the platform 

architecture and design and their acceptability by covering scenarios of private and 

professional communities; 

¶ PICOS Trials validate the acceptability of the PICOS concepts and approach chosen from 

the end-user point of view; 

¶ PICOS Evaluations assess the prototypes from a technical, legal and social-economic 

perspective and result in conclusions and policy recommendations; 

¶ PICOS-related scientific publications produced within the scope of the project.  

http://www.picos-project.eu/
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Charter  

Objectives  

The objectives of this WP are to create a technical architecture and design for the PICOS 

identity management platform. This includes the data model that contains the identity 

information, the toolbox of components that provide the identity management functions, the 

data flows between them and the protocols for them. The essential goals and attributes of the 

architecture and design are as described in the PICOS project objectives, namely to cater for 

the identity information flow needs of new, context-rich mobile communication services for 

communities, whilst meeting their participantsô requirements for trust and privacy in an 

acceptable, trustworthy, open and scalable manner.  

In that much of the fundamental technical innovation of PICOS will be contained within, and 

expressed by, the architecture, the two deliverables of this WP, which will provide a 

statement, on an approximately annual basis, of the research progress of the project; this can 

be also be used as input to the EC IST research agenda. 

Description of work - Task 4.1 Platform Architecture and Design 1 

The objective of this task is to define the first version of the architecture of the PICOS platform. It will 

form the basis of the first version of the platform prototype, which will be built and used to validate 

the concepts and their acceptability from a user experience viewpoint.  

The work will start with a review of the Requirements document (D2.4) that is created by WP2, in 

order to understand the full set of requirements of the identity management system that is required to 

support the target sets of federated, context-rich community services that the project will focus on.  

The necessary major data components, functional components and main data flows will be derived 

from this, together with constraints imposed by the requirements for trust, privacy and scalability. 

From this, an initial outline architecture will be created.  

The elements of this will then be elaborated by a process of iterative decomposition until the functions 

of all non-trivial process modules, the contents and locations of the data structures, the data flows and 

the means of protecting/securing them are defined. These definitions will be reviewed by WP3 as they 

evolve. As necessary, the elements of this initial architecture will be re-defined and the relationships 

between them modified in order to meet the objectives of this WP.  

When the overall architecture and the definitions of all the elements are stable, each element will be 

fully specified as to function, input, output, format, sequence etc., as appropriate. These specifications 

will also be reviewed by WP3 as they evolve; as necessary, deficient elements and/or the architecture 

as a whole will be changed to resolve issues that threaten the achievement of the objectives.  

When the element specifications are stable, they will be finalised as deliverable D4.1 (Platform 

Architecture and Design 1), which will be contributed to WP5 for implementation and to WP3 for a 

final assurance evaluation.  
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1 Introduction  

WP4 is responsible for defining the PICOS architecture that will be developed further through to 

implementation in successive work packages, principally WP5 and WP6. 

Deliverable D4.1 is the first deliverable produced by WP4. Its role is to draw together the work of 

previous deliverables, for example requirements gathering, and derive a technical description of the 

components that will make up a PICOS community. In so doing, D4.1 answers several important 

question that define the problem that the PICOS project aims to solve, and scopes the solution. 

Earlier deliverables reports on the requirements of our reference communities, and strongly influences 

the architecture. By taking the original requirements, identifying features and deriving components, 

the PICOS architecture reflects the needs of the target community(ies) that we seek to address. The 

D4.1 development process is outlined below.  

D2.2

Categorisation of 

Communities

D2.3

Contextual Framework

D2.4

Requirements

D2.1

Taxonomy

D3.1.1 (In Prep.)

Evaluation of Platform 

Design - 1

D4.1

Architecture

 

Figure 1 ï D4.1 development process 

D4.1 starts in Section 3 by looking at a typical scenario that a PICOS community may serve. This is 

an angling scenario, and based on the experience that the project has gained from working with the 

angling reference community and FishBase. It tells a óday-in-the-lifeô story of an angler, and touches 

on many of the privacy, trust and identity management issues that we believe PICOS should address. 

PICOS is interested in all communities, but especially mobile communities. In section 4 we sketch out 

typical topologies in order to understand the physical relationship between the various entities that 

make up a community. Our aim is to be as topology agnostic as is practicable. 
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In Section 5 we focus on another important aspect of a community, namely Trust. Every community 

will have a different trust model. Some will be very trusting, while other will be distrusting. It is 

important to align the architecture with a trust model that best matches the type of community that 

PICOS is planning to address. Ideally, PICOS will support multiple trust models, and it is our aim in 

designing the architecture to include a wide range of models, but we recognise that in the short-term 

we need to be pragmatic if the following work packages are to be successful in the limited time that 

we have available in the project. 

For the outset we understood that legislation would play an important role in defining the architecture. 

Compliance with privacy and law enforcement laws is mandatory, but this requirement also creates 

tensions in terms of trust. The PICOS architecture needs to balance these often opposing needs. 

Section 6 explains the legislative requirements placed on PICOS. 

In Section 7 we start to define the architecture. We begin with a set of PICOS Principles, derived from 

past work in PICOS and existing published research, which establish the main features of the 

architecture. 

In parallel with the PICOS Principles, in Section 8 we examine the main features that PICOS will 

deliver, starting with user expectations which we subsequently use to derive system features. 

With the Principles and key features defined, we start to create the architecture. First we define and 

describe low-level components (Section 9), ready to form the architecture which we present in a later 

section (Section 12). 

Two special features of the architecture are described in Section 10 and Section 11, the PICOS 

Toolbox and the PICOS Client respectively. 

In Section 12 we present for the first time the overall architecture, showing how components are 

combined. 

We test our understanding of the architecture in Section 13 by creating a set of carefully selected use 

cases, which we believe describe how several of the key features of the community will be handled by 

the architecture. The set of use cases that we chose to examine is only a sub-set of all the possible uses 

that the architecture may encounter, but we believe they represent the core essential use cases. 

D4.1 describes the PICOS architecture at a high level, and does not include any implementation 

details. However, in defining the architecture it was inevitable that some implementation 

considerations would arise and consequently influence the design. Rather than ignore this fact, in 

Section 14 we describe a practical implementation of the architecture. The description is high-level, 

but it gives clues as to how communications, community, trust, privacy and identity management 

services can by achieved. 

In Section 15 we explain the link to the follow-on work packages that will develop the architecture 

further, namely WP5 and WP6. These two work packages ultimately produce a prototype that can be 

evaluated in user trials. One role of D4.1 is to provide direction and justification for the decisions that 

WP5 and WP6 will need to take. 

Finally, in Section 16 we describe research opportunities that have arisen during the production of this 

first pass of the architecture. We hope that some of these will be pursued in the remainder of the 

PICOS project. 

The D4.1 road map is shown in the following diagram: 
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Figure 2 ï D4.1 Roadmap 
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2 Relationship between D4.1 and 4.2  

D4.1 is the first of the two architecture deliverables that WP4 is tasked to deliver. D4.1 bridges the gap 

between the requirements gathering exercises and the work of WP5 and WP6 (which turns the PICOS 

vision into reality). 

D4.1 is necessarily focused on the immediate requirements of the target community. Nevertheless, it 

has some scope to consider the broader issues of privacy in online communities, and to reflect these 

requirements in the architecture, in several instances indicating the opportunity for future research. But 

the restricted scope does constrain what is possible in the time available. 

D4.2 builds on D4.1, following on approximately one year after D4.1 is delivered. It will take D4.1 

and the resulting work of WP5 and WP6 as a starting point, and adapt and/or extend the architecture to 

address any concerns that the construction and subsequent usability testing reveal. 

D4.2 will also look at different trust models ï principally those trust models that place less 

dependency on a single entity like a community operator, and thus return greater control to the 

individual. This ólow trustô trust models respond to the concerns that many users of social network 

have, which in general lack the inherent trust that we see in the reference Angling, Taxi Driver and 

Gamer communities that are attracting PICOSôs immediate attention. 

The split in workload between D4.1 and D4.2 is roughly 60:40, and the effort devoted in D4.1 to the 

needs of WP5 and WP6 is higher than is expected in D4.2. Thus D4.2 will be able to look to a broaden 

horizon. This can be visualised as follows: 
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Figure 3 ï Relationship between D4.1 and D4.2 
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3 User scenario  

3.1  Relationship between scenario, the architecture and the 
prototype  

Note: In this section we describe an artificial scenario ï a user experience ï which tells a typical day-

in-the-life story of someone who we anticipate would benefit from using a PICOS enabled 

community. Studying the angling community has helped us gain a good understanding of what PICOS 

should deliver, and allowed us to scope the project. At this stage in the project no decisions have been 

taken on the first prototype, so it may not be based on this scenario at all, and it would be misleading 

to suggest that the features that John the angler uses will be prototyped. However, as far as possible 

this first version on the architecture tries to capture and address the tensions that this scenario predicts. 

Throughout the user scenario we have attempted to show how the features that John desires can be 

realised by the PICOS community. We have done this by inserting references to PICOS Use Cases 

(PUCs) that we develop later in Section 13. A reference {PUCn} refers to Use Case n. 

3.2  John, the Angler  

An angling holiday: 

John is an experienced angler, especially with the fish that live in the North Sea and adjacent waters, 

such as the North Atlantic and the Baltic Sea. On the occasion of his 40
th
 Birthday, his fishing buddies 

decided that John should try fly-fishing, so they gave him a basic fly-fishing set as a Birthday gift. 

However, John has never attempted fly-fishing before, but believes that this fishing method is really 

worthwhile trying. In order to get a comprehensive idea of what fly fishing could be like, he decides to 

spend his next vacations in the mountains of Bavaria, where he can expect a number of promising sites 

for fly fishing. In preparation of his vacation, he found a fly fishing simulator on the Internet, which he 

considered useful for getting an idea for what fly fishing is like. Playing with the simulator gave him 

an idea; Fly-fishing could be a lot of fun, but it is also a fishing technique which needs a lot of skill 

and knowledge about the ecology of the target fish and their environment. 

Johnôs concerns about technology: 

John is not a technology expert, but he is reasonably comfortable using the Internet; he sends emails 

and checks his bank balance online regularly. He is aware that the Internet presents a risk, but beyond 

knowing not to respond to Spam emails with his bank account details, and to watch out for viruses, he 

isnôt sure what he needs to worry about or how to protect himself. He knows that people steal personal 

information and that hardly a day seems to goes by without there being a report in his newspaper 

saying that another government department or company has lost personal data.  

Besides the membership in a regular fishing club, óASV Nordseekantô which is located in the city 

where John lives, he is a member of an online marine anglerôs community. He noted that a group of 

anglers in this community indicated a while ago that they are experience in fly fishing. So John logs in 

to his angling community and is asked to register with the group. On this occasion John is accessing 
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the website from his home PC, but since the community also supports access from mobile devices he 

expects to use his mobile phone to gain access once he leaves on his trip. 

John registers with a community 

John provides the requested personal information, including an angling credential that states that he is 

entitled to fish at his chosen location { PUC1} . Johnôs angling community provides a service which 

allows members to sign in and apply online for a rod license for marine fishing, which is issued by the 

governmental fishing authority. This is a credential which is endorsed, and which provides evidence of 

Johnôs right to fish in the said waters { PUC1} . The information provided is authenticated, and John is 

subsequently granted access to the thematic groups in his community about fly-fishing and he was 

searching for information he needs to plan his fly-fishing trip { PUC2} . 

John joins a group 

When John registered, he created a profile that defined what information about John other members 

can see { PUC1} . He can also create a group ï a buddy list ï in which to list the other anglers he will 

interact with on a regular basis { PUC9} . John decided to join the existing discussion group on fly 

fishing. However, since he was afraid, that he can be blamed because of its little knowledge, he 

wanted to discuss fly fishing issues also only with known buddies and he decided to create his own 

group on this topic { PUC9} . Initially, he invited just his known friends to become members of this 

private room, but he was already considering opening this group to all other community members 

when he would be a bit more experienced. This is all handled by the social relations facility, which is 

responsible for managing and graphing Johnôs connections to other community members { PUC7} . 

John sets his privacy preferences: 

The profile also permits John to set privacy preference settings which, among other things, allow John 

to automatically disclose his social presence management component which shows Johnôs online 

presence, an indication of his online status and location. His buddies or other anglers can check if John 

is online and available to chat, just as John can check the status of other users { PUC8} . 

John searches for recommendations: 

Before John starts his fly-fishing vacations he would like to get recommendations for promising 

angling spots and other necessary infrastructure such as restaurants, tackle shops and licensing rules 

and regulations around the anglers hotel he has booked for his vacations. John considered becoming a 

temporary member of one of the local Bavarian online angling communities which was recommended 

from his friends in his marine angler's community { PUC4} . 

John logs in: 

With his angling vacations approaching, John frequently logged in into the Bavarian online angling 

community and tried to find the respective information posted from other members of the community. 

As a registered member, John can upload photographs and download angling information, and 

communicate with other users { PUC7} . When logging in, John will need to prove his identity, by 

using his chosen authentication mechanism from the set of mechanisms that the angling community 

supports { PUC2} . John did not need to register again for temporary membership in the Bavarian 

online community on fly -fishing, since with his membership in the marine anglers community, he is 

automatically and transparently granted access to all other angling-related communities and web sites 

that he wants to visit  when preparing the fishing trip. The facility, known as federated access, also 
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allows John to use online services for which he has not registered. This is because through mutual 

agreement, Johnôs registrations credentials are accepted by other service providers. 

This is especially useful, since some of this information that John needs is provided by third parties, 

for example weather information or qualified biological information from FishBase about the local 

fish fauna including identification tools and field guides he can print or he can use from his mobile 

device { PUC6} . If John ever decides to fish in another area it means he does not have to register with 

a new community every time. John simply takes advantage of a federated access service that allows 

him to automatically gain access to the new community. 

John checks reputation: 

While searching for local information, John also wants to see user-generated recommendations for the 

results of the search. A recommendation is only useful if he can get additional information on the 

person who made the recommendation, e.g. their profile, their reputation in different communities and 

their relationship to John { PUC5} . This is only possible because the community offers an identity 

management component allowing the federation of partial identities, and thus cross-community 

reputation and recommendation. 

John configures location and privacy settings: 

John suspects that at this time of the day two fishing family members and another Swiss friend, Jean-

Paul, may also be logged in to his main online community. He checks his buddy list for their status 

and location {PUC8}. Of course, this is only possible if Johnôs family and friends have granted John 

right to see this information, which they will have configured using their own social relations facility. 

John can see his family members, but his friend, Jean-Paul, is currently blocking access to this 

information because he probably has privacy concerns. So, John decides to communicate directly with 

Jean-Paul using the communityôs instant messaging service. John writes to (ótextsô) Jean-Paul, who 

fortunately is logged in. He is alerted by his vibrating Smartphone and reads the message from John 

asking for access to Jean-Paulôs status (presence) information. Attached to Johnôs message, Jean-Paul 

receives a digitally signed statement issued by the Reputation Management component, which 

convinces Jean-Paul that he can trust John {PUC5}. In response, Jean-Paul also grants John access his 

social presence information, simply by updating his privacy preferences {PUC8}. 

As John and Jean-Paul are holidaying together in the Alps later in the year and want to go fishing 

together, Jean-Paul also grants John access to his location information, but only during the days he 

knows they will be in the same holiday area. This is again managed by the privacy preferences and 

social presence facility. 

John immediately sees the new information and has a great idea. He sets up a group using the Group 

Management facility so that he and Jean-Paul can share specific information to help with planning the 

trip; e.g. he would be able to deliver his exciting experience to this group straight from the 

watercourse, using his Smartphone {PUC9}. Although personal information will be shared, both 

friends are confident because they know that no one outside the Group will have access {PUC7}. They 

also realise that during and after the planned trip they can share photos and other (multi-media) 

information showing the great catches that they expect to make. 

John accesses another community: 

Finally having arrived in the angler's hotel, John decides to join another angling community, which is 

suggested from a member of the Bavarian online angling community as a group of fly fishing 
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specialists who knows the fishing sites where John wants to go fishing in his vacations very well. 

Normally this community is restricted to register members because they want to hide their special 

knowledge within a limited number of members. Only users of good repute can access the community. 

Because John has not been member before, his reputation is unknown {PUC5}. Fortunately, John has 

been a good member of another community and he can transfer that reputation to this new community 

as proof that he can be trusted. 

Authentication: 

The new angling community needs to verify John's identity and that John is indeed the member of the 

other angling communities. This is possible because of a federated identity management system which 

provides community membership management and trust management across communities. (Of course, 

if the local community does not know the other communities then the local community must decide 

dynamically how much to trust John). Once John's identity has been validated and he has been granted 

temporary access to the members-only section of the community site, other members of that 

community can see John's profile, and can see the reputation that he has established in the other 

communities before and has chosen to disclose.  

Upon arrival at the water course, John realised that he has forgotten a number of items necessary for a 

successful fishing day, such as flies which are due at this time of the year. Thus he searches for a local 

tackle shop on his Smartphone, and he sees recommendations that have been made by members of the 

local angling community {PUC5}. Those will be presented as recommendations coming from fellow 

members of the community that he now belongs to. John can also see if any of those members are 

currently online, and if so he has the possibility of communicating with them directly, i.e. he can ask 

for advice in real-time. Any community member can control who can see their status. Members can 

also control who can contact them directly. For example, some members may prefer to only accept 

messages from registered members, as opposed to guests. 

John posts feedback: 

Having visited the tackle shop and gathered the needed equipment based on excellent advisements of 

the tackle shop owner, John decides to share (post) his own recommendation about the shop on the 

shopôs website. Rather than posting as an anonymous user, he decides to post it using his local angling 

community identity. The shop website verifies that John is indeed that member of the local angling 

community.  

This recommendation enables John to purchase items using his mobile device from the online shop.  

This is very convenient for John, since the shop delivers the chosen items to Johnôs hotel. However, 

the shop needs John to first supply some sensitive personal data. 

John wants to be anonymous: 

John is excited about finally going fishing, but in the back of his mind there are those concerns about 

security and privacy. He wonders why he should trust the community to look after his information. 

Has he made a terrible mistake that he will live to regret? But then he remembers he also joined the 

local community because he wanted to get to know more local anglers who can help him to make the 

fishing trip successful, so perhaps he needs to be more relaxed about all this privacy stuff. After all, 

itôs probably all hype to get people to buy credit card insurance!  He decided then to share photographs 

of the fish he catches, the location, the date and time caught, and his experience with successful baits. 

However, he thinks that he doesnôt mind telling his new angling friends from the local online 
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community, who he already knows well, but he doesnôt want the whole world to know about his 

special experience. 

John makes a payment: 

Still a little concerned, John decides to investigate further, and discovers something called 

anonymisation and pseudonymisation, which apparently means that John can interact with others 

without telling them his real name. Sounds like the ideal solution. When John makes a payment or 

provides evidence of entitlement, non-essential personal information is obscured.  

John also discovers that he can restrict who can see his information through something called access 

control {PUC7}. This is really easy to do since he only needs to set a few options in his personal 

profile and thatôs it. 

John terminates his membership of the community: 

At the end of the fly fishing vacations, John can choose to cancel his membership in the special local 

online community, or he can wait for it to expire automatically {PUC3}. However, even though he has 

left the community, the history of his membership, messages that he posted, and any reputation that he 

established, is maintained by the local angling community. Before leaving the community John 

decided to post photographs of his trip including the fish he caught. As an acknowledgement of their 

useful tips and trips which promoted Johnôs success as a fly fisher, other members can still see the 

photos of the catch, even though John is no longer a member of the community. Since he behaved 

according to the rules of that community and since he provided content, he was rated from community 

members as a trusted fishing buddy and his reputation score (which never expires and can be 

transferred to other communities) was increasing which may facilitate to access special groups in other 

online angling communities in the future {PUC5}.  
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4 Community topologies  

The PICOS architecture is intended to be topology agnostic. Put another way, it is designed to be 

easily implemented on a range of interconnect or communication configurations. 

The prototype that follows D4.1 will be a specific configuration, and though the aim is for the 

architecture to be flexible, the reality is that at this stage of the project the priority is to focus on the 

anticipated needs of the prototype. This means that the architecture will lean towards a client-server 

implementation, and that this will necessarily be evident in the use cases and example 

implementations that we later describe. 

Nevertheless, it is still useful to reflect on the likely topologies that PICOS should support. Beyond 

D4.1 there will be opportunity to explore these options in more detail, and to examine the privacy and 

trust issues that different topologies give rise to. In certain situations, different topologies will address 

concerns that the initial choice of topology gives rise to. 

In our ideal model, PICOS functionality is delivered as a service. Services can be hosted locally or 

centrally, and can be for the direct benefit of the member or of the community as a whole. As we 

develop our understanding we refer to these groupings as My Services, Our Services and Community 

Services respectively, whether hosted locally or centrally. 

4.1  The single entity model  

Our model is based around the concept of an entity that in principle can supply all PICOS services. In 

practice this is unlikely to be the necessary, but the principle helps us envisage more complex 

configurations. A single entity, which could be client or server, is depicted thus
1
: 

My Services

Our Services

Community Management 

Services

 

Figure 4 ï Single entity model 

                                                      

 
1
 The small gray boxes simply show where the different ólayersô of services interact (or communicate). Thereôs 

no reason for there being four gray boxes, except that it makes it easier to illustrate interconnected entities. 
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4.2  Client -server model  

One option to interconnect clients is to use the client-sever topology. In this topology clients (e.g. 

smart phones) are represented by the inner green circles which host ólocalô services. The client can 

process local service but relies on the community for shared services and services that are too 

demanding (in terms of computing and storage resources) for the client to host. 

Our Services

Community Management 

Services

My Services

My ServicesMy Services

My Services

 

Figure 5 ï Client-server model 

To give an idea of how such an idealised model might be implemented, we include the following 

figure which shows a typical mobile community.  

Our Services

Community 

Management 

Services

Communications 

Management

 

Figure 6 ï Client-server implementation 
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4.3  Client -server architecture ð conjoined communities  

We envisage that communities will wish to interact with one another. In the following diagram we 

show two PICOS communities connected together. Member Services (Our Services) might be shared 

between the two communities. 

Our Services

Community Management 

Services

My Services

My Services

My Services

Our Services

Community Management 

Services

My Services

My Services

My Services

 

Figure 7 ï Conjoined communities 

It is also likely that one community will provide services for the other, for example where one offers a 

specialised feature. This corresponds with the general view that some services will be provided by 

independent third parties which do not have any members themselves. Such a situation might look like 

this: 
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Our Services

Community Management 

Services

My Services

My Services

My Services

Our Services

Community Management 

Services

 

Figure 8 ï External services 

4.4  Peer-2-Peer architecture  

The second topology that we consider is peer-to-peer (P2). In this model all services are distributed 

amongst members, and there is no need for a central service provider. Services (Our Services) are 

shared between members, with perhaps one member having a more powerful mobile appliance that 

can run the more demanding service. 

This model is particularly attractive for members who feel uneasy trusting a community operator. 

However, it should be noted that a P2P service can be provided óthroughô a centralised community 

provider. This can be a more suitable option if the community is build on top of conventional 

communication technologies, e.g. a mobile phone network. 
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My Services

Our Services

My Services

Our Services

My Services

Our Services

My Services

Our Services

 

Figure 9 ï P2P architecture 
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4.5  Dumb terminal architecture  

A third topology is the thin client model. Here a ódumb terminalô (web services portal) is used to 

access the community. This could be a smart phone that runs a simple client application that provides 

access (only) to the community, e.g. a browser. Apart for the access application, no other services are 

hosted on the client appliance; everything else, including My Services, is hosted centrally.  

Our Services

Community Management 

Services

My Services

My Services

My Services

My Services

 

Figure 10 ï Dumb terminal architecture 

Such a configuration might be implemented as follows: 
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Our Services

Community 

Management 

Services

Communications 

Management

My Services

E.g. Virtualised 

personal 

environments

 

Figure 11 ï Dumb terminal implementation 

4.6  Conclusion to discussion on community topologies  

In this section we present an idealised model of the PICOS architecture. Our aim is to look beyond the 

popular implementation of communities which tend to mimic communications topologies. There are 

two reasons for taking this approach: 

¶ In the near future we anticipate personal networks becoming more common. The reference 

communities that we have examined could benefit from such technology, for at least part 

of their community services. For example, anglers might form a local ad hoc community 

while fishing. 

¶ Different topologies create and address different trust models. For example, P2P (no 

community operator) may appeal to members who trust teach other, but not a central 

authority. We saw this with our Taxi Driver community
2
, where drivers had a high degree 

of trust in each other (formed in the real world) and saw no need to trust anyone else. 

Different topologies present interesting research challenges, some of which PICOS would like to 

investigate further. However, the reality is that in order to test the technologies that will enable a 

PICOS community, we need to work with todayôs technologies, and that means client-server 

topologies. As WP5 and WP6 develop the architecture further we will see more focus in this direction. 

                                                      

 
2
 The Bristol (UK)-based taxi drivers led by Sally Hoare (Hambrook Cars) who acted as a PICOS reference 

community during the requirements gathering phase of the project. 
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5 Community trust m odels 

5.1  User attitudes to wards  trust and risk  

Every community, and every community member, has a different attitude to risk. Some are risk 

accepting, while others are risk averse. 

For those members who do worry about the risks of using a community, a range of situations are 

possible.  Some members will want to take control of the situation and minimise the risk through their 

own personal actions. Other members will look for assurances from the community that the actual 

risks are not serious enough to worry about, or that there is a path to restitution should something go 

wrong. 

In fact, there is a spectrum of possibilities, from high trust (low personal control) to low trust (high 

personal control), as the following diagram shows. 

High Trust Low Trust

 

Figure 12 ï Trust spectrum 

Somewhere between these two extremes lies the community that PICOS will target for its first 

prototype.  

We use the term ótrust modelô to describe the trust that members have in each other and/or in the 

community. At one extreme we have complete distrust in everything, and this is when it may become 

necessary to move all the sensitive processing to the ótrustedô client. At the other extreme everyone 

trusts the community operator (but not necessarily other members). 

5.2  The member perspective  

Some of the different attitudes that members might express are: 

¶ Complete distrust:  No one trusts anyone else. Member authentication takes place at the 

client;  Everything is signed at the client; Reliance on third party to endorse identities and 

signatures. Third party handles disputes and law enforcement. 

¶ Some trust in Operator:  Members trust Community Operator to manage community 

(reputation, privilege enforcement, profiles, etc), _BUT NOT_ manage member content. 

Member authentication takes place at the community, but signing takes place at the client 

and is endorsed by a third party. Third party handles disputes and law enforcement. 

¶ Trust Operator but not each other:  Members trust Community Operator to manage 

community _AND_ manage member content:  Member authentication takes place at the 
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community. Content signing takes place at the community and is endorsed by the 

Community Operator. Community Operator handles disputes and law enforcement. 

¶ Trust all but Operator: Members trust each other, perhaps because they know each other 

before the on-line community was formed, but donôt trust the Community Operator who 

they see a simply a service provider. Member authentication takes place outside the 

community. 

¶ Members rely on legislation and the obligation of a Community Operator to provide proof 

of compliance, to address personal concerns. Proof is underpinned by technology 

employed by the Community Operator. 

It is important to understand the trust model. Managing risk can call on a variety of techniques, 

processes and attitudes. The approach for dealing with low trust will most likely be more demanding 

than for high trust. Members with low trust typically demand guarantees or isolation from the areas of 

high risk. Responses to this situation include: 

¶ Today, in most communities, it is a case of ófingers crossed and hope for the bestô, i.e. high 

trust. (High trust means that members are forced to trust the community; low means they 

are not.) 

¶ Members might decide that they can never trust the community, and instead decide to 

protect their information in some other way, e.g. anonymise or encrypt it before it reaches 

the community. This is low trust option. 

¶ Members might expect the community to be built in such a way that the weaknesses that 

concern them are eliminated. Again, this is low trust option. 

¶ Members might make the community 'publicly' accountable for its actions. This is anything 

from high to low trust, depending on how much the members (can) rely on the 

accountability mechanisms. 

Members worry about the content that they contribute to the community. By content we mean 

information that members contribute, or information that the community holds, that is personal and 

relates to a member. 

5.3  The community operator perspective  

So far we have discussed the concerns of the member. The community operator is likely to have 

similar concerns, where lack of trust in the community affect the ability to deliver a widely accepted 

service. For example, a community operator may worry that they cannot easily: 

¶ Demonstrate that they are trustworthy 

¶ Demonstrate, and be able to comply with the law 

¶ Differentiate their community from existing communities 

This is certainly the situation for a community operator that is essentially honest but wants to 

demonstrate their honesty to the (potentially highly distrusting) members of that community. 
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5.4  Target community for first prototype  

The community that PICOS will target in the first prototype is exemplified by the angling community. 

This community is particularly interesting because it possesses several characteristics that social 

networks generally lack: 

¶ It has a well defined purpose 

¶ Members have a shared interest and shared values 

¶ It has a co-ordinating entity that shares the same values 

¶ It existed in the real world 

Compared to a social network community, where trust is high and personal control low, the angling 

community looks for a balance of increased personal control and reduced need for trust. By contrast, a 

highly distrusting member would, compared with todayôs standard community offering, look for much 

greater control and reduced need to trust. The following diagram summarise this situation, and shows 

where we believe the first prototype of PICOS community will focus. 
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(except for law enforcement).
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Figure 13 ï Balancing trust and control 

We can further define the target community by stating the desires of the membership. Members: 
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¶ Are interested in greater control over how their information is shared 

¶ Want features that are not present in today's communities, e.g. Address books, groups, 

greater confidence in the identity of other members (OpenID, ID Brokers), evidence that 

their information has been accessed, assurance that the community complies with the law, 

a reputation system, feedback, profiles and privileges 

¶ See the greatest threat coming from other members, not from the community operator, and 

from hackers outside of the community. 

¶ Would trust a community that employs the latest (PICOS) technology to manage trust and 

privacy 

¶ Believe that the community operator will be willing, or obliged (by law), to protect their 

data 

¶ Do not require absolute guarantees, and consider 'after the event', or retrospective, control 

adequate 

¶ Would not check the technology 

¶ Use a community's reputation to decide how trustworthy it is 

¶ Are more concerned about the authenticated identity of another member 

¶ Look for strong authentication in certain situations, but third party endorsed identities was 

not a priority but would accept a mobile device that provides a trusted identity 

¶ Are less concerned about integrity or provenance of content (they accept that content from 

an authenticated member is genuine) 

¶ Want secure storage, but only for the more sensitive information 

¶ Accept that law enforcement requires access to protected information, and would trust the 

community operator to perform the role of trusted intermediary 

¶ In general, trust the community operator to perform the role of a trusted intermediary 

A useful analogy can be drawn with a banking community: 

¶ Customers have confidence that the bank process their information ósafelyô 

¶ This confidence comes from the perceived professionalism of the bank, the technology 

they employ and the nature (purpose) of the interaction 

¶ The main difference between banks and our community is that members share information 

between each other (or with groups) 

¶ Another way to  look at this is to consider the community operator as a data custodian 

The fact that members communicate, share and trust one another does change the balance of trust in 

the banking analogy slightly, and certainly calls for a new set of controls and trust-enabling features. 
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5.5  An alternative trust model  

The target angling community helps to define the needs of the prototype community with respect to 

privacy and trust. However, beyond the first prototype PICOS is interested in understanding other 

types of community. 

A low-trust trust model, in which members do not (or at least should not) trust the community 

operator, is typified by todayôs social network communities. These communities do not have the long-

established trust values that the angling community possess. 

In the near future, more activities will be performed online using computers and the Internet. People 

will book a taxi using a computer; they will be registered at work using a computer; they will buy 

tickets for the theatre using a computer. When they enter the theatre at a given time they will be 

monitored (recorded) using a computer. When they talk with friends it will be by using a computer. 

When they interact with colleagues by means of online communities; when they book a hotel; when 

they enter a building; when they shop; when they pay their taxes ï it will be through the use of 

computers. 

Their whole life will be observed by computers. Therefore, the Internet, and the computers to which it 

connects, becomes the biggest surveillance system ever devised. Computers will have vast amounts of 

information about individuals. The technology makes this possible, and there is motivation ï 

convenience, profit, competition ï that makes it increasingly likely. 

Evidence already exists of how easy it is for control over information to be lost. To date the widely 

publicised examples are accidental, but there is increasing concern that controls are not sufficient to 

prevent hacking. Examples include hackers who stole 17 million personal records from Deutsche 

Telekom, in Italy where Tax data for 40 Million people was accidentally published on Internet. 

Incidents like these lead the concerned member to call for greater personal protection, and the 

approach promoted is one based on the minimal disclosure and unlinkable transactions. 

Solving the trust problem that social networks present requires a different attitude. Essentially, the 

trust in the community operator is removed and distributed to one or more trust domains that are 

accepted by the member. In addition, sensitive process that might otherwise be carried out within the 

community is now performed in an isolated (probably local, e.g. smart phone) environment that the 

member trusts. 

Fortunately, the changes mentioned are in principle all that is needed to change a solution for a high-

trust community into a solution for a low-trust community. By creating trust domains and introducing 

online (or local) security (cryptographic) processing, the mechanisms deployed to protect privacy and 

engender trust become highly effective. 

For example, a solution based on cryptographic primitives like Group Signatures or Traceable 

Signatures, provides: 

¶ Anonymity 

¶ Compliance with legislation and community operating practices 

¶ Non-repudiation 

¶ Personal accountability 
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¶ Reputation 

¶ Strong identification and authentication 

The downside of such solutions is the greater demand on infrastructure, which in practice takes time to 

develop and roll-out, and the increased inconvenience (in terms of additional complexity at the client 

device) and need for greater understanding by the member. 

In designing the architecture for the target community, we have kept in mind that a stronger solution 

may be required for alternative communities / trust models, and have tried to keep the option to extend 

the solution in D4.2. 
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6 Legal and r egulatory enforcement  

PICOS aims at the creation of a fully legally compliant architecture and consequently platform. The 

current legal framework on privacy, data protection and identity management has already been 

analysed in PICOS Deliverable D2.3 ñContextual Frameworkò and has been complemented with 

specific legal requirements contained in PICOS Deliverable D2.4 ñRequirementsò, which assist the 

developers in creating a fully legally compliant architecture. The legal requirements appear as 

principles in Appendix B of the D2.4 and serve as guidelines to the developers of the architecture.  

The architecture reflects one of the fundamental positions of PICOS: that PICOS aims at the creation 

of a legally compliant platform. In all phases, from registration through to revocation, legislation is 

catered for. 

While various components that form the overall architecture contain functionalities that enable 

legislation to be enforced, there is not one single part of the architecture that has sole responsibility. 

Instead, compliance with legislation is a design philosophy that permeates throughout the design 

process. The setting out of the legal requirements and their translation into clear principles for the 

developers at a very early stage of the PICOS project, as well as the continuous cooperation with the 

legal team during the designing phase of the architecture, follows the ñprivacy by design modelò. The 

privacy issues and in particular the processing of personal data (with the further implications regarding 

identity management) are taken into account at the earliest stage of the creation of the architecture.  

The legal requirements, which are translated into principles in Appendix B of D2.4, could be 

expressed as policies, and the policies then interpreted and acted upon by each component. Equally, 

components could report back how effectively they have complied, and all the reports could be 

collated and presented as evidence. One of the six key areas, into which the PICOS architecture 

principles are divided, is Law. ñCompliance with legislationò (see below PP1, section 7.1.2), ñData 

Controllersò (see below PP2, section 7.1.3) and the ñTrusted Intermediaryò (see below PP3, section 

7.1.4) are three PICOS architecture principles, which are classified as having direct relation to law and 

more specifically to the data protection legislation. This classification shall however not be considered 

as exclusive. Several architecture principles that fall under one of the other key areas (i.e. trust, 

privacy, control, identity, other) have some relevance to law.  

For instance the ñData Minimisationò principle (see below PP8, section 7.1.9), which is classified 

under ñprivacyò is also a core legal principle, according to which the processing of personal data 

should be limited to data that are adequate, relevant and not excessive.
3
 According to this principle, 

data controllers are obliged to store only a minimum of data sufficient to run their services. While 

recognising that data minimisation is a principle adopted in European law, PICOS also appreciates that 

data is required in order to allow a community to grow. Technical tools and Privacy-Enhancing 

Technologies in particular, should be available to contribute to the effective implementation of the 

data minimisation requirement. 

                                                      

 
3
 Art.6(1)(c) Data Protection Directive. 
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Similar thoughts can be made on the ñAuditò principle (see below PP14, section 7.1.15). Besides 

technical audits, this principle also refers to the legal/privacy audits that are needed in order to ensure 

compliance of the system with the data protection legislation and the relevant obligations that derive 

from it. Moreover two principles that ensure the exercise of control on data are the ñUse of personal 

informationò (see below PP3, section 7.1.4) and the ñProtection of personal informationò (see below 

PP4, section 7.1.5). The former relates to the control the data subjects (in most cases the users) have 

on their data and the latter aims at the protection of personal data, allowing the user to differentiate 

between non-personal data, personal data and sensitive data. The importance to differentiate between 

personal and sensitive data has already been highlighted in D2.3.
4
 

With regard to automatic checking for compliance, automated checking of policies and regulations 

would be required. This represents a significant amount of research and development, on areas of new 

languages to universally express and process such legal restraints; security indicators to monitor 

infrastructures, real-time workflows to enact actions upon alerts are needed, etc. Legal compliance 

within PICOS developed tools and services are of paramount importance. The relevant rules are taken 

into account for the design of many of the core components of our architecture, especially all those 

dealing with identity management, privacy, reputation, content sharing, etc. 

For instance the ñConsent managementò component (see below section 9.7.4) is closely related with 

the legal provisions of the Data Protection Directive on consent. It allows the members to modify or 

withdraw their consent, and it invokes the community-specific procedures that are applicable when 

consent is withdrawn, e.g. deletion of data, change to access rights to data, restrict access to 

community operator role only. The relation between the ñdata minimisationò component (see below 

section 9.8.4) and the data minimisation legal principle has already been implied above, during the 

discussion of the PICOS Architecture principles. The ñLocation sensorò component (see below section 

9.5.14) is also closely related to legislation as it provides an interface to retrieve the current location of 

a member. The processing of location data is allowed according to the provisions of the ePrivacy 

Directive, as described in the PICOS D2.4 ñRequirementsò deliverable. Furthermore the ñAuditò and 

ñAccountabilityò (see sections 9.6.4 and 9.6.3 respectively) deal with the compliance of the user 

actions with, among others, his legal obligations.  

PICOS needs to ensure that all personal data are kept in a form that permits identification of the data 

subjects for no longer than is necessary for the purposes for which the data were collected or for which 

they are further processed.
5
 However, PICOS does not need to comply with the Data Retention 

Directive
6
 and retain specific categories of data for law enforcement purposes. As it has already been 

discussed in PICOS D2.3 ñContextual frameworkò the Data Retention Directive applies only to 

providers of publicly available electronic communications services or public communications 

networks. Consequently the relevant obligations will cover only the telecommunications or mobile 

operator who enables some of the PICOS functionalities and not PICOS itself.  

                                                      

 
4
 Article 8 of the Data Protection Directive describes special categories of data, i.e., ñpersonal data revealing 

racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership, and the 

processing of data concerning health or sex lifeò, commonly known as sensitive data. The processing of the 

aforementioned data is prohibited, unless one of the specific grounds described in the same Article is fulfilled. 
5
 Art.6(1)(e) Data Protection Directive.  

6
 Directive 2006/24/EC of the European Parliament and of the Council on the retention of data generated or 

processed in connection with the provision of publicly available electronic communications services or of public 

communications networks and amending Directive 2002/58/EC, Official Journal L105, pp. 54ï63 (15.03.2006). 
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As PICOS aims at the creation of a fully legally compliant architecture, it has embedded the legal 

requirements into the PICOS architecture principles and the PICOS components. The setting out of the 

legal requirements and their translation into clear principles for the developers at a very early stage of 

the PICOS project, as well as the continuous cooperation with the legal team during the designing 

phase of the architecture, follows the ñprivacy by design modelò. Although the PICOS architecture 

does not contain any fully legal components, it has been clearly illustrated that the whole concept of 

the PICOS architecture, its principles and components respect the data protection legislation and takes 

into account the needs of the law enforcement in the future.  
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7 Architecture Principles  

In this section we establish the PICOS Principles (PPs) that guide our architecture design. Each 

principle is derived from earlier work in which we gathered requirements from real-world and 

potential online community members. Selection of the principle is also influenced by our experience 

in the fields of communications, security and social values in trust and privacy. 

Each Principle is assigned to one of six key areas, namely: 

¶ Law 

¶ Trust 

¶ Privacy 

¶ Control 

¶ Identity 

¶ Other 

The distribution of the 23 principles is as follows
7
: 
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Figure 14 ï Distribution of principles  

                                                      

 
7
 If viewed/printed in óblack and white, the columns read from left to right: Law, Trust, Privacy, Control, Identity 

and Other. 
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7.1  PICOS Principle s 

The 23 PICOS Principles are described in full in the following section. Each Principle is marked with 

the category that best describes the contribution that the principle makes to the architecture. It is 

accepted that some principles contribute to more than one category, but we only record the main 

principle at this time. 

The definition of the principle is shown in italics. Supporting information follows each definition. 

7.1.1  Overview of PICOS Principles by category  

PPLaw
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7.1.2  PP1: Compliance with legislation  

PPLaw
 

The PICOS Architecture must be compliant with all legislation, regulation and best practices that 

exist in the geographical regions in which the Community operates 

As a minimum, information is handled and processed according to the EU Data Protection Directive. 

7.1.3  PP2: Data ownership  

PPIdentity
 

The PICOS Architecture must recognise that personal information belongs to the Member that the 

information uniquely identifies 

Members explicitly grant others, including the Community Manger (if one exists), the right to store 

and process their data according to the Memberôs stated privacy and data handling preferences. The 

PICOS Architecture ensures that processing is proportional to the stated purpose, and that the 

Principle of data minimization is respected. For example, members may grant permission to the 

community operator to store and process their data according to the memberôs stated privacy and data 

handling preferences. 

7.1.4  PP3: Use of personal information  

PPControl
 

The PICOS Architecture must provide members with the facility to state how their personal 

information can be used by others and, as far as is technically, legally and operationally possible, 

uphold the memberôs wishes w.r.t. information flow and processing 

Members state conditions that dictate how their personal information can be used by other Members. 

Conditions are enforced by the Architecture. 

The degree to which control can be enforced is probably limited to within the community boundary, 

unless Digital Rights Management technology is deployed at the client or at third parties who are 

authorised to process member data. 
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7.1.5  PP4: Protection of personal information  

PPControl
 

The PICOS Architecture must at all times protect personal information to the level selected by the 

Member 

Three classes of data are supported: non-personal data, personal data and sensitive-personal data. 

Personal data might include home address, telephone number, while personal-sensitive data include 

medical records. 

The classification of each data item is decided by the owner of the data (typically the Member). 

Classification is subjective and difficult to define, but the approach just suggested (non-personal data, 

personal data and sensitive-personal ) is in widespread use.  

7.1.6  PP5: Openness and transparenc y 

PPTrust
 

The PICOS Architecture must offer services to Members in an open and transparent way 

Members will be more trusting if they fully understand the implication to their privacy of using 

services that handles their personal information. 

7.1.7  PP6: Trust between communities  

PPTrust
 

The PICOS Architecture must recognise trust as a common currency when exchanged between PICOS 

communities 

Members may belong to several PICOS communities. They will expect a seamless experience when 

interacting with Members across community boundaries, recognising that different communities focus 

on different 'themes', and different memberôs values, rules, behaviours. Portability of trust (or 

reputation) is highly desirable. 
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7.1.8  PP7: Topology agnostic  

PPOther
 

The PICOS Architecture should not be topology-specific 

The Architecture is designed to be implemented on a range of interconnection (network) topologies, 

recognising that not all features are applicable in some configurations. 

7.1.9  PP8: Data minimisation  

PPPrivacy
 

The PICOS Architecture must support the concept of data minimization. Only data absolutely 

necessary for the provision of the Service should be collected. 

While recognising that data minimisation is a principle adopted in European law, PICOS also 

appreciates that data is required in order to allow a community to grow. For example, Web 2.0 

services are data-rich.  A challenge for PICOS is to achieve an acceptable balance between these two 

demands. A solution may lie in the formation of trust, which allows greater use to be made of 

information in the knowledge that it is unlikely to be misused. Also, over time, we know from past 

research that trust itself grows, and community members are more comfortable sharing personal 

information. 

7.1.10  PP9: End-to -end p rivacy  

PPPrivacy
 

The PICOS Architecture must support end-to-end privacy 

Where interacting Members are concerned that a central authority may be able to compromise 

(read/modify) their private interaction, the architecture should offer Members the option for end-to-

end privacy (encryption?) subject to, and in compliance with, any legal obligations placed on the 

community operators (e.g. communication interceptions). 

End-to-end privacy will not be required in all situations, and the trust that is placed in a community 

operator will be sufficient for most member needs (and reinforced by legislation). Also, providing end-

to-end privacy makes law enforcement difficult or impossible, and therefore needs to be conditional. 

7.1.11  PP10: Offline working  

PPOther
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The PICOS Architecture must support online and offline working, and easy transfer between the two 

states 

For a variety of reasons, Members may need to operate when disconnected from the Community, or be 

able to connect with a subset of the Community. Members will wish to be able to protect and process 

personal information belonging to them or to other Members when offline, and be assured the same 

level or protection as when connected (online) to the Community. 

7.1.12  PP11: Use of pseudonyms 

PPIdentity
 

The PICOS Architecture must present Members with the facility to be anonymous, to use 

pseudonymous identities or to use identities that are legally binding to that Member 

Members will wish to interact with other Members and services, while still able to restrict how much 

identifying information is shared. They may vary the information shared for each interaction or vary it 

during an interaction. This is to allow Members to express their opinions with greater freedom, and to 

óexperimentô while they build confidence and trust in services and other Members. Note: While 

experimenting in isolation may be acceptable, using anonymising technologies when interacting with 

other Members may breach community operating practices. 

Members may choose to be anonymous when providing feedback, or may have no choice if this is the 

default operating policy for the community. There are several possibilities. For example, reputation 

could be provided anonymously, but feedback intended to improve the community may identify the 

contributing member, and thus affect the contributing memberôs own reputation. 

7.1.13  PP12: Provenance  

PPTrust
 

The PICOS Architecture must ensure that Members can rely on the provenance of information that 

they receive from other Members / PICOS communities, subject to the Member choosing to state the 

provenance and there being no conflict or risk of undermining other privacy principles. 

While it is probably too difficult to guarantee that information shared between Members is accurate, 

being able to rely on the source of the information is important for trust and reputation services. Note: 

This does not necessarily imply that the receiver of the information must be able to identify the 

originated, since the information alone may be trustable, e.g. because the source (not necessarily the 

sending member) is known and/or the content has been independently verified. 

Where the source is not explicitly stated, the PICOS community may be able to give additional 

information about the level of trust (e.g. the reliability of the source, its profile or reputation rating. 
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7.1.14  PP13: External services  

PPTrust
 

The PICOS Architecture must ensure that externally hosted services are delivered in as trustworthy a 

way as an internally hosted Service, or that Members are aware when an external service is 

(potentially) less trustworthy than an internal service 

Members may use services hosted by the Community to which they are currently connected, and 

Service provided by other PICOS communities. Ideally, all communities would operate at the same 

trust level, but in practice this is unlikely. Members should be able to determine from the nature of the 

Service, and not from a dependence on the hosting environment, how much trust to place in a Service. 

Where it is hard to determine the trustworthiness of an external service, an indicator explaining to 

members that the service is provided externally may be sufficient. 

For example, a contract (i.e. SLA) may certify that that the hosted service provider uses specific 

security technologies, trusted infrastructures, standardised procedures, etc. 

7.1.15  PP14: Audit  

PPTrust
 

The PICOS Architecture must allow all services to be fully auditable by an entity trusted by all 

Members 

If something goes wrong, Members will expect to be able to recover and prevent a repeat of the event. 

Members will also expect accountability, both at Member and (if applicable) Community Operators 

level. There may be Legal or regulatory requirements to provide auditing for some community 

applications. 

7.1.16  PP15: Data controllers  

PPLaw
 

The PICOS Architecture must identify the controlling entity(ies) who are obliged to fulfil Legal 

obligations concerning the Community 

For example, the Police may need to serve a Legal notice that obligates the Community to supply data 

about Members. Other entities will have similar statutory rights, e.g. the removal of copyright 

protected, illegal or defamatory information. 
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7.1.17  PP16: Objective and subjective trust  

PPTrust
 

The PICOS Architecture should support both objective and subjective methods for assessing trust 

Subjective methods include reputation management services. Objective methods include trusted 

computing bases and reputation management systems that are based on hard facts, e.g. system 

measurements, attributable actions and evidence of event fulfilment. 

7.1.18  PP17: Authentication  

PPPrivacy
 

The PICOS Architecture should support multiple forms of Member authentication, while continuing to 

respect privacy 

Authentication should be possible using one, two and three factor (know/possess/are) methods. 

Health-related information must be adequately protected, treated as personal-sensitive information and 

respected according to the conditions stated by the Member. 

7.1.19  PP18: Multiple persona  

PPPrivacy
 

The PICOS Architecture should allow Members to have multiple persona 

Members may want to operate within their PICOS Community, and between PICOS communities, 

under different identities (partial identities). One justification for this is to enhance privacy, for 

example by limiting linkability. 

7.1.20  PP19: Sub-groups 

PPPrivacy
 

The PICOS Architecture must support the creation of sub-groups within the Community 

If you take the Taxi Driver Community, the three taxi drivers operated independently of their drivers 

and (if included within the PICOS Community) their passengers. 
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7.1.21  PP20: Resilience  

PPOther
 

The PICOS Architecture must not have a single point of failure 

For example, it should not have a centralised information store, single authentication point or single 

management function.  

7.1.22  PP21: Diversity  

PPTrust
 

The PICOS Architecture should be designed in such a way that no single entity can act in a way that 

might compromise the trust and privacy of the community 

This does not relate to the general day-to-day management of the community, where placing the 

responsibility with a single entity does not represent a significant risk to the community, Member 

privacy or trust. 

Keeping the community operational is something that a single entity could be responsible for, in line 

with the Service Level Agreement. Revealing anonymised members identities for law enforcement 

purposes might be something that requires the community operator to liaise with a TTP. 

7.1.23  PP22: Trusted intermediary  

PPLaw
 

The PICOS Architecture permits several trusted intermediaries (including external TTPs) to co-

operate and link partial to real identities 

This will almost certainly be required for legal purposes, and may be necessary for other purpose, e.g. 

to enhance reputation through external assurance or split responsibilities, and to provide non-

repudiation services. 

7.1.24  PP23: Trust  

PPTrust
 

The PICOS Architecture should ensure that Members are accountable for their actions while a 

member of the Community 

All activities within the community are logged, and contributions are linkable to a real-world identity 

(by the community operator under a split role). 
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8 PICOS Features  

8.1  Introduction  

Based on earlier requirements gathering exercises, notably deliverables D2.3 and D2.4, we have 

identified a short-list of key features that we believe members of a PICOS community will value most. 

The features are derived from our examination of all our reference communities, but in keeping with 

the focus of this first architecture deliverable, we aim to satisfy the needs of the angling community as 

fully as possible. 

We begin by expressing these features in terms of the benefit that they offer members. Later in this 

section, we describe each feature in greater detail, indicating the implications for an implementer of a 

PICOS community. 

8.1.1  Key to features  

Each feature is categorised according to the contribution that it makes to a PICOS community with 

respect to communities in existence today. Each is assigned an appropriate icon as follows: 

PICOSdistinguishing
PICOS introduces the new community feature 

PICOSenhancing
PICOS enhances this traditional community feature 

PICOSmobility
PICOS enables mobility through this feature 

8.1.2  Features most valued by members  

We believe that the best way to express member requirements is in terms of what they want from their 

community.  

We believe members would say, ñWe want toò: 

¶ Share information (content) with other members 

¶ Send messages to other members and, in general, have access to a range of different 

communication services, including real-time interactive óinstant messagingô and push-pull 

notification (e.g. voice/text messaging) 

¶ Search for 1) members with similar interests and 2) information on specific topics 

¶ Create or join sub-groups of members within the community 
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¶ Build trust in other members through the use of 1) reputation, 2) non-repudiation and 3) 

closed membership (registration) 

¶ Access external services that offer specialist functionality not normally expected of my 

community 

¶ Mark (tag) documents in such a way that I can restrict how they are used and who has 

access to them 

¶ Receive notifications that will help me understand when I am at risk or need to perform an 

action to protect myself or my information 

¶ Interact with other communities on the same basis as I interact with member of my own 

community 

¶ Have essentially the same experience whether I am mobile or static 

¶ Personalise my experience and expectations of the community based on my particular 

requirements and values. 

These eleven high-level features are expressed in a way that makes sense to the membership.  From 

this list we now identify a set of system features that would need to be implemented to satisfy these 

higher level goals. 
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8.1.3  Main system features  

The system features that we believe will satisfy the needs of a PICOS community are derived for the 

earlier list of feature most valued by members: 

Feature Description 
PICOSmobility

 

1 Reputation  

2 Content sharing P 

3 Registration  

4 Personalisation  

5 Messaging  

6 Searching  

7 Sub-communities  

8 Presence P 

9 External services P 

10 Content tagging  

11 Communication services P 

12 Notification P 

13 Inter-community interaction  

14 Mobility  P 

15 Non-repudiation  

The features marked with a check mark (P) are considered to have particular, possibly unique 

significance for a mobile community. 

In the remainder of this section we examine each feature in detail, and explain how PICOS will 

address the privacy and trust concerns that naturally arise. 
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8.1.4  Summary of PICOS features 

PICOSenhancing
 

PICOSdistinguishing
 

PF1: Reputation PF10: Tagging 

PF2: Content sharing PF14: Mobility 

PF3: Registration PF15: Non-repudiation 

PF4: Personalisation  

PF5: Messaging  

PF6: Searching  

PF7: Sub-communities  

PF8: Presence  

PF9: External services  

PF11: Communication services  

PF12: Notification  

PF13: Inter-community interaction  
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8.2  PF1: Reputation  

PICOSenhancing
 

History: Feature contributor: UMA 

8.2.1  Description  

Reputation covers rating and feedback. PICOS enables a community to keep track of user behaviour 

by computing a reputation indicator (typically a single value) for each individually identified member. 

This reputation indicator is produced for each pseudonyms generated under a memberôs real identity, 

and shared with other members without revealing the real identity in a way that might link 

pseudonyms.  

In addition, a reputation component is able to aggregate reputation indicators from external 

communities and combine with ólocalô community indicators, assuming that a meaningful association 

can be made. This process is initiated óon demandô, solicited by the requesting member.  

Since different communities may express reputation in different ways, a process of normalization may 

be required. This process also óweightsô the reputation indicator associated to a given identity, and 

then aggregates the normalised values to obtain a single personal (i.e. subjective) reputation indicator. 

This computation will be performed without revealing any private information about the identities 

being evaluated. 

When members provide feedback to other community members, or rate community-related activities, 

their reputation indicator will be linked, and consequently may affect how other members value their 

contribution. For example, a rating coming from a member with low reputation could have little 

credibility. In fact, members may choose to filter out certain contributions by setting a threshold that 

defines minimum (lower bound) reputation for them to be accepted. The same technique can be 

applied to items (as opposed to members) to assist when searching for information within the 

community.  

Reputation indicators are influenced by the feedback that members provide, and based on personal 

experience. Thus, positive feedbacks will increase member reputation, while negative feedbacks will 

decrease it. 

To ensure that the reputation system is reliable, only registered/authenticated members are permitted 

to provide input that influences reputation indicators.  This is required to avoid the possibility that the 

reputation system becomes devalued by false, incorrect or malicious feedback. It is likely that other 

checks will be required that strongly associate members with the actions that they choose to comment 

on. 

We talk about reputation indicators without precisely defining what form an indicator will take.  This 

is because we want to allow for member to be able to customise the output to meet their particular 

purpose and social values. Customisation will be achieved using the memberôs personal profile 

information where, for example, weights may be specified and applied to the reputation computation. 
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8.2.2  How PICOS will address the privacy/trust/IdM concerns  

PICOS will maintain privacy and build trust by: 

¶ Accepting and properly handling cross-community reputation, and whenever possibly 

valuing transitive trust indicators 

¶ Ensure that feedback originates from an identifiable source 

¶ Ensuring that feedback can be provided anonymously  

¶ Demonstrating that the reputation system is trustworthy by building on open (transparent), 

robust design principles 

¶ Within the community, creating a culture that encourage constructive feedback, and 

eliminating non-constructive influences 
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8.3  PF2: Content s haring  

PICOSenhancing PICOSmobility
 

History: Feature contributor: GUF 

8.3.1  Description  

Content sharing comprises various activities concerned with the exchange of different types of 

information within a community (inter-community) and across communities (inter-community). 

Sharing involves several distinct phases that contribute to the exchange process, namely contribution, 

storage, administration, manipulation, communication (notification) and distribution of content. In 

practice, a specific mechanism would be required for each function.  

Content is a general term that we use to refer to generic information, which may be represented as text, 

graphics (pictures), albums, videos and audio data, personal messages. It may also be encrypted, with 

decryption being possible at a system or an individual member level.  

¶ Contribution: The process of making content available to other community members, 

involving mechanisms to perform the uploading of information (files).  

¶ Administration: Administering previously contributed content within the community, 

including tasks for (re-)structuring and managing content. Administration also enables 

members to set privacy requirement on content contributed, thus they can control access to 

content by other members. 

¶ Manipulation: Provides mechanisms for the manipulation of contributed content, including 

the partial editing of content, renaming, tagging, and deletion. 

¶ Communication: Allows the mode of sharing to be specified, e.g. direct member to 

member, member to group of members and member to forum, and indirect exchange via a 

central repository using a push-pull procedure. 

8.3.2  How PICOS will address the privacy/trust/IdM concerns  

PICOS will maintain privacy and build trust by: 

¶ Providing mechanisms for members to control how their content is shared with other, 

including compliance with any regulatory or legal constraints that may apply 

¶ Allow content to be tagged in various ways, and for tags to be evaluated by other members 

¶ Enable sharing to be controlled according to member attributes, including context (e.g. 

location) and recipient properties (e.g. reputation), including intra-community sharing 

¶ Provide recommendation on the possible risks associated with sharing, by 1) taking into 

account preference, personal profile, the profile of recipients, context, the nature of the 

information being shared and 2) helping members identify (search for) other members who 
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have similar interests and match the contributorôs acceptable trust profile (where the trust 

profile includes a reputation threshold). 
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8.4  PF3: Registration  

PICOSenhancing
 

History: Feature contributor: ATOS, UMA 

8.4.1  Description  

Registration is the first point of contact for individuals who wish to use a PICOS community. It is 

where information about the individual is collected, where roles and privileges (rights) are assigned, 

and where information associated with the authentication of the individual (subsequently known as 

member) is assembled (e.g. passwords, cryptographic keys). Registration encompasses authentication, 

identity management and de-registration. It represents the first step in the lifecycle management of 

community members.  

Once membership is confirmed, members can create different identities (pseudonyms) so that they can 

represent themselves in different ways within the community. For example, a given member may 

choose a different pseudonym for a specific context, and with that context wish to operate under  

different privileges or profiles. 

Members act under different pseudonyms to protect their privacy, possibly simultaneously. 

Pseudonyms are not linkable, and to all other member each pseudonym appears as a distinct, unique 

member.  Reputation is based on unique identities (real or pseudonym), enabling other members to 

establish (track) specific contributions and related activities. For convenience, members may choose to 

share/transfer profiles/privileges between their identities, but PICOS will ensure that unlinkability is 

never compromised. 

In addition to having real and pseudonymous identities, members can choose to act anonymously. 

Anonymous identities should not be confused with membersô identities being anonymised by the 

community, for example when contributing feedback to the reputation component.  

Membership of the community can be revoked at any time, for example: 

¶ When a subscription expires,  

¶ If the member freely decides to óresignô membership, 

¶ If the member behaves dishonestly or breaches to terms and conditions under which 

membership was accepted 

8.4.2  How PICOS will address the privacy/trust/IdM concerns  

PICOS will maintain privacy and build trust by: 

¶ Offering an authentication mechanism that guarantees that members are who they say they 

are, and consequently have rights to the claimed privileges 

¶ Establishing a sound, reliable identity to which reputation can be built. 
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¶ Through identity, supporting non-repudiation, which ensures that members are accountable 

for their actions, even if performed under a pseudonym. 

¶ Protecting identity by allowing pseudonymous (and to a lesser extent anonymous) 

transactions, which when correlated do not allow disclosure of personal, identifying 

information. This is achieved while still building trust by tracking member activities as part 

of reputation management. 

 




