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Summary

This document press a higHevel description othe PICOSplatform developments for Phase 2.

It describes the required featurfes the 2° version of theplatformand their implementation to support
the angler€ommunity

It describes the new platform feature setd their implementation to supptiie Gamers Community.

A chapter articulates the new design with HEOSphase architecture andescribes the new platform
components. Examm®f componentCall flows are provided for better clarity.

At last the document prides high level information othe development process, the A@yession
test suite, theplatform software packagets dependencies on '8 party open sourcesoftware, its
installationand configuration.
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The PICOS Deliverable Series

Vision and Objectives of PICOS

With the emergence of services for professional and privadeercollaboration via the Internet,

many European citizens spend work andulkegime in odine communities. Users consciously eave
private information; they may also leave personalized traces they are unaware of. The objective of the
project is to advance the state of the art in technologies that provide peivaagced identitand

trust management features within complex commesuiyporting services that are built on Next
Generation Networks and delivered by multiple communication service providers. The approach taken
by the project is to research, develop, build trial andlumte an open, privaggspecting, trust
enabling identity management platform that supports the provision of community services by mobile
communication service providers.

The followingPICOSmaterials are available from the project webkttp://www PICOSproject.eu

PICOSdocumentation

Slide presentations, press releases, and further public documents that outline the project objectives,
approach, and expected results;

PICOSglobal work plan providing anxeerpt of the contract with the European Commission.

PICOSresults

PICOSFoundationfor the technical work ifPICOSis built by the categorization of communities,
a common taxonomy, requirements, and a contextual framework foPKE®S platform
researcland development

PICOSPIlatform Architecture and Desigprovides the basis of tHeICOSidentity management
platforn

PICOS Platform Prototypedemonstrates the provision of stafethe-art privacy and trust
technology to leisure and business communityiegiions

Community Application Prototypis built and used tovalidate the conceptsf the patform
architecture anddesign and their acceptabilitpy covering scenarios of private and
professional communities;

PICOSTrials validate the acceptability dhe PICOSconcepts and approach cho$emm the end
user point of view

PICOSEvaluationsassesshe prototypes from a technical, legal and see@nomic perspective
and result in conclusions and policy recommendations
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Charter

Objectives of WP5

The objectives of this WP are to provide prototype implementations of the PICOS identity
management platform which will be used within the community applications prototypes. These
platform prototypes will address the requirements of all PICOS platform-Btdéers, including
community developers (responsible for defining different classes of communities), application
developers (responsible for defining new community applicaticogdmunity members, PICOS

platform administrators and network operators. As such, the scope of these prototype implementations
is expected to include the core functionality of the PICOS platform and APls for developers of
different classes of communitieschfor developers of communityased services, interfaces with
networkbased services (e.g., location servers, presence servers, messaging servers, etc), and
administrative interfaces for platform management, for management of the communities that are
hostel by the PICOS platform and for members of those communities. The output of this work will be
working prototypes of the PICOS environmentwedl as technical documentation of the different
platform interfaces.

Description of work

This WP has taken aspuat the architecture and design document (D4.1) from WP4. From this
definition, the scope of the prototype implementation has been defined. Additional requirements
derived from the nature of the target user trials and target communities have also bednttake
account when defining the overall scope of the prototype.

The prototype implementation has been composed of 6 distinct areas:

0 CorePICOSplatform (functional modules for identity management, community management,
privacy and trust management)

o Commurity APIs for community designers and developers of community applications

0 Interfaces to networkased services and resources (e.g. location servers, presence servers,
messaging services, communication services)

0 Interfaces to business support systems
o0 Administrative interface foPICOSplatform management

o Portal interface for community administrators and community members

The output from this work has been a working prototype of major aspectsRIGBSplatform

system, as well as technical documentatibthe programmatic interfaces.

To demonstrate its community agnosticism, two community applications have been developed on top
of the WP5 platform. As a result, the two applications (mostly the mobile client application developed
by the WP6 team) work ifront of thesame WP5 phase 2 platform.
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Task 5.1 Platform prototype 1 for Anglers V1 community

This task has taken as input the architecture and design document from task 4.1 and has delivered the
first working prototype of th€@1COSplatform. The outpuof this task has been used by WP6 to

construct community application prototypes &yd/VP7to validatePICOSconcepts and their

acceptability from a user experience viewpoint. With these goals, the primary focus of this first
prototype was on core funetis of thePICOSplatform, including the tools and interfaces that are

used to create and manage communities (including the privacy and trust aspects) and to access
community services.

WP5.2b PICOS Platform description

Task 5.2 PICOS Platform Phase 2

It has been decided at the beginnifighe project to exemplify the PICOS value proposition by
supporting two different Communities. The major set of requirements for the phase 2 platform came
from the support of Gamers Community. These requirements have been translated into generic and
community agnostic new platform features.

The specification and design description of the platform phase 2 is the aim of the current document.
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Foreword

Deliverable of the WP2bvarious tasks is a collective work by the WP5 platform prototype
developmentdam, whose members are listed below.

We are very grateful to the members of PICOS who prepared earlier deliverables, which were key
foundation work for the platform prototype development.

Many thanks tahe PICOSWP5team.

The Platform prototype dev elopment team

ATOS, GUF, HPF, HPL, IFM5eomar, ITO, DT and UMA

PICOSD5.2b reviewers

Christian Kahl, Johann Wolfgang Goettaiversitat, Germany (GUF)
Mar ek Kumpogt, Masaryk University, Czech Repl

Copyright © 2008, 2010 by the PICOSonsortium 8 All rights reserved.

ThePICOS roject receives research funding from the Community®os

D5.2b Platform prototype 2b Page8 of 119 Version 1.2



(... X

PICOS

WP5.2b PICOS Platform description

Table of Contents

SUMMANY oot ettt eees eeeeeeeeeeeeie e e aes araaeeeeaeeeeen 1
Members of the PICOS CONSOtIUM: ....cocovviiiiiiiiiiiiiieiiis e aavireeees s 2
The PICOS Deliverable SEriES.......cccvviviiiiiiiiiiiiis e reeee e 2
Vision and ObJectives Of PICOS ......cccciiiiiiiiiiiiiiis e e e 4
PICOS dOCUMENTALION ..ocooiiiiiiiieiiiiiiiiieiiiis reeee e aartrreee s s e e .4
PICOS resultS........ccceeveeiiinnienennns
Obijectives of WP5
Description of work .
Task 5.1 Platform prototype 1 for Anglers V1 cOmmUNity ..o e 7
Task 5.2 PICOS Platform Phase 2 ..............ccoc...... 7
The Platform prototype development team 8
PICOS D5.2D IBVIEWEIS oiiiiiiiiiiiiiiiec s eeeeeriite e iiree e ereeee s 8
1. Platform Phase 2 ProjecCt ....cccccvvcciiiiiiiiiiiiiiiies et ne e ereeaeeaaa 17
L1, INOJUCHION oociiiiiiiiiciiiic i ettt nees eeeere e .17
1.2.  Anglers V2 COMMUNILY SUPPOTT oocciiieeeiiiiiiiee i eeeeviiiieee e s nineeeeennnnee eeeesannees 17
1.3.  Gamers COMMUNILY SUPPOIT cvvivviiiiiiiiiieeiiiiiiiees eevriie e e e e eiiees aaeeeeiieeeeens 17
2. Evolutions of the Platform features for Gamers Community support — ......ccccceeveveeninen. 19
2.1, MaJOr €VOIULIONS  .oocoiviiiiiiiiiiiiiiieiiiiiis e e 19
2.1.1. The PICOS ObjeCt MOEl......ccccuvviiiiiiiiiiiiiis aiiiiirieeeeeeeees aeveeee 19
2.1.2.  The PICOS POlg MOEL......ccociiiiiiiiiiiiiiiiies e aevieee e 21
2.2.  Extending the platform ...t s e 26
2.2.1. Ability to share Contact LiStS ......ccovviiiiiiiiiiiiiiiies e s 26
2.2.2.  Accessrestriction to Public -Community Objects 27
2.2.3. Enhance policies with new date condition .............ccccccovvrereennne 28
2.2.4. Enhance policies with new site condition ............cccccciiiiiicces s 28
2.2.1. Support authorization request for any ODJECt ......ccccccccviiiiiiiiiiiis e 29
2.2.1. Enhance status of poliCy rUIES. ......ccccoiiiiiiiiiiiiiis e ... 30
2.3. Content and Forum thread ACCeSS HiStOrY ......ccooviiiiiiiiiiiiiiiiiies et 31
2.4, Add Point of INterest (POI) ..o e aeeeeeeaea 31
2.5. Advertising of Commercial Points of Interest  ........ccccoviiiciiiiiiies e 32
2.5.1. Scenario 1: Advertising based on location .........ccccccviiiiiiiiiccs s 33
2.5.2.  Scenario 2: Advertising in fOrUMS ......cccciiiiiiiiiis e .34
2.6. Notification of NEW CONENt ... e e 34
2.7. Add shared @larms ......ccccccoiiiiiiiiiiiiiis e e 35
2.8. Meet With Nearby USEIS ....cccccoiiiiiiiiiiiiiiiiics vt iiees eeeeriiee e 35
2.9. Enhanced presence with planned StatuUSeS  ........ccccccviiiiiiiiiis e 36
2.10. Enhanced chat capabiliieS .........cccccoiiiiiiiiiiiiiiis e e 36
2.11. Support offline NOLIfICAtIONS ..ot e 37
2.12. ShAr€d DESK.....ccoocuiiiiiiiiiiiiiiiiiie e e ... 38

Copyright © 2008, 2010 by the PICOSonsortium 8 All rights reserved.

ThePICOS roject receives research funding from the Community®os

D5.2b Platform prototype 2b Page9 of 119 Version 1.2



(... X

PICOS

WP5.2b PICOS Platform description

3. New Platform Design for Gamers Community SUPPOIt ....cccccevviieniiieniienns eeeeeeee 39
3.1, ArChiteCture ..o e . 39
3.1.1. Mobile access to the WP5 platform ..........cccccvvvvevieennnn.n. 40

3.1.2.  ASP Bployment arChiteCture .........ccccovciiviiiiiiiies e e 41

3.1. Inter -component COMMUNICALION  ......cccoiiiiiiiiiiiiiiiiiiies eeeeeeeeee e ereeaaas 41
3.1.1. The web service interface .......ccccccvviiiiiiiiiciis e e 42

3.1.2. The RPC basedn PHP serialize format .........ccccoocciiiiiniiies v 42

3.1.1. The RPC based on PHP script [aunching.........ccccceciiiiiiiicces e 43

3.2.  Hardware configuration and performance  .........ccccccceeeiiinnnnnn. 43
3.3, Component deSIgN ...cccccvveiiiiiiiiie s e 44
3.3.1.  PHP IANQUAGE......coiiiiiiiieiiiiiiiieees aertiee e 44

3.3.2.  COMPONENLLYPE weoiiiiiiiiiiiiiiiiiiiieeeeeeies et e e e e i 44

3.3.3. Component iNterfaCes. ......ccccvieiiiiiiiiiiiiiis e v 45

3.3.4.  PrOXY COMPONENT ..uuiiiiiiiiiiiiiieieieeiiiiiiis tiiiiitee e e e e e e e e eieereeeeeeaeeaeeas 45

3.3.5.  Registration COMPONENT ......ccccveveeiiiiiiieeiiiiies eeeeevire e sireee e reeeeeeaas 47

3.3.6.  LOQIN COMPONENL ..ovvviiiiiiiiiiieiiiciiiiies v iirees aeeaanireeees e 49

3.3.7. Authentication COMPONENT .....ccooviiiiiiiiiiiiiis v eeees aeeenees 53

3.3.8.  Partialld COMPONENL ....ovvviiiiiiiiiiiiiiciiies e eeeeeaeee 53

3.3.9.  LOCALON ..eiiiiiiiiiiiic it et e 59
3.3.10.  PrESENCE.....cciiiiiiiiiiiiiiiiiies e e 61
3.3.11. Notification / SOCKEt SEIVEr .....cccooviiiiiiiiiiiiiiiiiiies e s 65
3312, CONMACT o iiiiiiiis ettt e 66
33130 POLICY vttt e e 67
3314, SIE i e e ... 69
3.3.15.  SUBSCIHPON ...ciiiiiiic e e 70
3.3.16.  PUublic COMMUNILY ..oooiiiiiiiiiiiiiiiiiiiiiiies e e 72
3.3.17. Realtime (RT) content SNaring .........ccocciiiiiiiiiiiiiiies e .. 74
3.3.18.  Private room (MY FileS) .....cccoiiiiiiiiiiiiiiiiiiiis e e 76
3.3.19.  SUDCOMMUNILY ..oviiiiiiiiiiiiiiiiiiiiieeiis et e e e e b 78
3.3.20. LOQQing Server........cccccvveeeeeeieeeeanann 81
3.3.21. Centralized PICOS library 82

3.3.1. Configuration SCripts ...........ocoeiiiuvriirinnnes 82

3.3.2.  Operation SCHPLS ...ueeiiiiiiiiiiiiiiiiiiiiiiiiis et e 82

3.3.3.  The PICOS platform admin CONSOIE ............ccccveiiiiiiiicics e 83

4. Implementation Strategy  ....ccccovciiiciiiiiiis s e 86
4.1, DefinitioN ..ooooiiiiiiiiiiiiiiies s et s 86
4.2, SPECIfICALION oottt e e e e e as .. 86
T I T o | PP PUU RN 86
S O To |1 oo U PP PP PPN 86
A5, INtegration .....ccocoiiiiiiiiiiiiiis e aeaeeaaaa e e ———————————— .. 87
4.6, TESUSHAIEQY ievvvviviiiiiiiiiieeeiiiiiiiis ettt e e e erriees eeeeenee e e e e e eennanae .. 87

Copyright © 2008, 2010 by the PICOSonsortium 8 All rights reserved.

ThePICOS roject receives research funding from the Community®os

D5.2b Platform prototype 2b Page10 of 119 Version 1.2



(... X

PICOS

WP5.2b PICOS Platform description

4.6.1.  REQISrAtiON ...ocoiiiiiiiiiiiiiiiiiiiiiiiies e e 89
4.6.2.  LOQIN.cciiiiiiiiiiiiiii s e e, ... 89
4.6.3.  partialld ..o e eeeeeeee———————————— 920
4.6.4.  PrESENCE....cccciiiiiiiiiiiiiiiiieiiies e e 91
4.6.5.  LOCAUON....c.oieiiiiiiciiiciiiie it e eeeeee e 92
4.6.6.  PrivaCy @dViSOr ......ccoooviiiiiiiiiiiiiiiiies e e, 94
4.6.7. RT CONtENESNANNG .ovvviiiiiiiiieiiiiiiiiis e e 94
4.6.8. Private room .........cccceeveeiiniieninnnen 95
4.6.9. Public community 95
4.6.10. Reputation ........ccccoccvvvreiriinnnnn. 98
4.6.11.  SUBCOMMUNILY ..ccoiiiiiiiiiiiiiee s teeviriee e e eeeeeaanineeeeeaans 99
4.6.12.  CONEACL ...ovvviiiiiciiiiii i e e 101
4.6.13.  Site..cccoiiiiiiiiiieieee . 102
4.6.14. Subscription 102
4.6.1.  NOUAICALONS .oovviiiiiiiiiiiiiiciiiis e e 103

5. Installation and configuration .......ccccccciiiiiiiiiiiiiiies e eeeeee 104
5.1. Hardware depen deNCIES .....cccccviiiiieeiiiiiiiiees evvrieee e eeees aeeeaneieeee e 104
5.2.  Software dependenCies .......cccccooiiiiiiiiiiiies e eeee e 104
5.3. Installing and configuring the PICOS SYStEM .....ccccciiiiiiiiiiiiiieiiiee eee e 105
5.3.1. Linux login for installation and configuration ........ccccccccccciiiiiiiiiies e, 105

53.2. ROOLNAME.....ccoiiiiiiiiiiiiiiiiiiiiiies s e 105

5.3.3.  Create the PICOS root dir€CtONES ......ccvvvvvieiiiiiiiieiiiiis e 105

5.3.4. Untarthe PICOSile......ccccciiiiiiiiiiiiiies e e 105

5.3.5. Changethe PHP.INfile .....ccoiiiiiiiiiiis e aeeeeees 106

5.3.6. Change the httpd configuration ..........ccoccciiiiiiiicccs e, . 107

5.3.7. Configure SQL tables in MySQL........coooiiiiiiiiiiiiiiiies e .. 109
5.3.8. Configure ELGG............uuverieeeieeneennnn. 109

5.3.9.  Configuring PICOS........ccccvveeeiiiriieeeenne 111
5.3.10. Restartthe httpd SEIVEr. ... e e 111
5.3.11. Startthe PICOS SEIVEI.......ccoicveiiiiiiiiiiiiiiiis e e 112
5.3.12. Create the COMMUNILY ....oooviiiiiiiiiiiiiiiiis e reeeeeas 112

5.3.1. Restarting the Servers using the admin Console. ...........coociiiiiiiiicces i, 112

5.3.1. Define community attributes .......cccccoiiiiiiiiiiiiiiiiis e ... 113

5.3.2.  Checking the PICOS platform......ccccccoviiiiiiiiiies et e 114

5.4. Operating the PICOS platform ......ccocccciiiiiiiiiiiis e i 115
5.4.1. Start/ stop frontend/backend server components .........ccccccciiiiiiiieees aeeeieen, 115

Lo W To To 10 To I (= Tod oo RO 115

5.4.1. Changing the Community default rules ..........ccccociiiiiiiies i 116

5.4.1. Distributing the components on multiple Servers ........cccooiiiiiiiiiiiiiices e, 117

5.5. Using PICOS platform in commercial deployments .......cccccoiiiiiiiiiiiiiiiies v, 117
5.6. A common platform for the two COmMmUNItIES ..o e 117

Copyright © 2008, 2010 by the PICOSonsortium 8 All rights reserved.

ThePICOS roject receives research funding from the Community®os

D5.2b Platform prototype 2b Page11 of 119 Version 1.2



£
PICOS

L T @ o Tod 11 1= (0] o [T 118

WP5.2b PICOS Platform description

Copyright © 2008, 2010 by the PICOSonsortium 8 All rights reserved.

ThePICOS roject receives research funding from the Community®os

D5.2b Platform prototype 2b Page12 of 119 Version 1.2



&

£
PICOS

WP5.2b PICOS Platform description

Table of Figures

Figure 1: General mechanism for policy management and enforcement.................cccceviinene 21
Figure 2: Use case for site condition in Policy creatiQn...................ooveeeiiiiiiiiiiiiiieieee e 29
Figure 3/ the authorization request is generically handled by the Policy server...................... 30
Figure 4 Usage of ofine NotifiCation PrOCESS.........uuiiiiiiiiiiiiieeeii e eee e e 38
Figure 5: Architecture functional bIOCKS...............oo oo 39
Figure 6: Mobile Client / server overall mOdel.............oooii e 40
Figure 7: deploying the PICOS platform and the PICOS application............ccccovvvicceeeeeiiinnnnee 41
Figure 8: call flow involving the proxy server used for authentication and access contral......47
Figure 9: Intraplatform register call flow................oooi e 49
Figure 10: Login intr@latform Call fIOW...........cuuiiiiiii e Bl
Figure 11 Logout intrglatform call fIoW.............ovviiiiiie e B2
Figure 12 access control done by the RPC gateway on almost any request.........cccccceeeeennnnn. 52
Figure 13: create a partial identity  Call fIOW.........cooiiiiiiiiii e 55
Figure 14: get Identity Profile call fIOWS..............uviiiiiiii e 56
Figure 15: delete a partial Id Call flOMW...........uuiiiiiiiiiic e 57
Figure 16: getldentityList Call flOW...........ccooiiiiiiii e eeeeaas 58
Figure 17 getRootldWithPartialld call flaW.............ccciiiiiiii e 58
Figure 18:getLocation Call fIOW.............uuiiiiiiiiiiiiiier e e 60
Figure 19 subscribeLocation Call flOW..........uuiiiieiiie e 61
Figure 20. getPresence Call fOM..........couuiiiiiii e 63
Figure 21: subscribe presence Call flOM...........ccuuiiiiiiieee e 64
Figure 22 Updte presence Call flOM..........uuuuuiuiiiiiiee e 64
Figure 23: send a RPC requesttothe Client............oooiiiiiree e 66
Figure 24: Policy enforcement involving all components and the policy server...................... 69
Figure 25: overall call flow for SUbSCHPtioN SEIVICE...........oooiiiiiiii e, 71
Figure 26: create seommunity Call flOW........uuuuueeiiiiiie e 74
Figure 27 create a communication (chat) call floW............cccevviiiiiieeeiiieccceeeeeeeee . [ ©
Figure 28: Send Communication Content call flaw.............cevvviiiiieeeciiicccceeeeeeeee . [ ©
Figure 29: admin console screen for selecting a filter to get events..........cccccccceccceeeene. 81
Figure 30: Comparing mobile access and admin console accesses to the platfarm............... 383
Figure 31: admin console web screen showing the public repositories (categories)............... 84
Figure 32: Completehain emulation for NON reg teSt SUILE............c.eviviiiiiiieeeei e 38
Figure 33: Admin console screen for operating the PICOS platform................co oo 113
Figure 34: Various trace files (0ne per COMPONEIL)..........uuuiiiiiiiiircceeeeeiiiiiieiee e e e e e rmmee e 116

Copyright © 2008, 2010 by the PICOSonsortium 8 All rights reserved.

ThePICOS roject receives research funding from the Community®os

D5.2b Platform prototype 2b Page13 of 119 Version 1.2



(... X

PICOS

WP5.2b PICOS Platform description

Table of Tables

Table 1: Major Policy terms and definitionsS.............uiiiiiiiccrieeeeeeeeeeeeeeeeeeeeer e 23
Table 2: Possible identity role in community Groups and Objects..............ccccvieeeiiiiiiieneeeeenn. 24
Table 3: Example of hierarchical policy evaluatiQn..................evieeiiiiei e, 26
Table 4: New community Objects that support instantiation for Policy definition..................... 27
Table 5: Community Object and actions on which Adee sent if a user subscribes to them......35
Table 6: picos directory creation after the UNLAT..............ccuvviiiieeeiiiiee e 106
Table 7: Main Admin Console M@ for web navigation..................cccoooirreeei e 115

Copyright © 2008, 2010 by the PICOSonsortium 8 All rights reserved.

ThePICOS roject receives research funding from the Community®os

D5.2b Platform prototype 2b Page 14 of 119 Version 1.2



&

£
PICOS

WP5.2b PICOS Platform description

List of Acronyms

Abbr Abbreviation

AES Advanced Encryption Standard

API Application Programming Interface

CA Certification Authority

CS Client Server

CSCF Call Session Control Function

DRM Digital Rights Management

DSA Digital Signature Algorithm

Dx.y [PICOS Deliverable: Work Package x, Deliverable y

EPAL Enterprise Privacy Authorisation Language

FTMGS Fair Traceable MultiGroup Signature

GPS Global Positioning System

GSM Global System for Moldi communications (originally Groupe Spécial
Mobile)

HTTP Hypertext Transfer Protocol

ICT Information and Communication Technology

ID Identity (also Identifier)

[dM Identity Management (also Identity Manager)

IM Instant Messaging

IPSec Internet Protocol Saurlty

ISO International Organization for Standardization

JSR Java Specification Request

MAC Media Access Control

oSl Open Systems Interconnection

P2P Peerto-peer

P3P Privacy for Platform Preferences

PA Privacy Advisor
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P-CSCF Proxy- Call Session ContrdFunction

pdf [Trademark] Portable Document Format
PF PICOSFeature

PICOS Privacy and Identity foCommunityServices
PP PICOSPrinciple

proxyWs Proxy Web Service part of the RPC gateway
PUA Presence User Agent

PUC PICOSUse Case

RMI Remote Metbd Invocation

RPC Remote Procedure Call

RSA Rivest, Shamir and Adleman

S/MIME Secure / Multipurpose Internet Mail Extensions
SDK Software Development Kit

SHTTP Secure Hypertext Transfer Protocol

SIP Session Initiation Protocol

SLA Service Level Agreement

SSO Single SigrOn

TLS Transport LayeiSearely

TOR The Onion Router

TSA Time Stand Authority

TTP Trusted Third Party

URL Uniform Resource Identifier

Wi-Fi [Trademark] Wireless local area network
WP Work Package

ZKP Zero Knowledge Proof
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1. Platform Phase 2 Project

1.1. Introduction

ThePICOSPhase 2 has been defined as two separate aaltepdevelopment threads

1 The firstthreadhas been defined improve the usabilitypf the Anglers applicatiolW1l and
prepare the Angrs community trial in May 2010 wiitnewAnglers V2 application version.

i The secondhreadhas been conducted to fulfil the Gamers Community requirements and
prepare the Gamers trial in October 20T0e second thread has also taken into account the
major feedbacks of the Anglers trial tlally improve thePICOScommunity services

1.2 Anglers V2 community support

In order to prepare the anglers trial in Mayopositiondhave been made to improve the complete
application (client + platforpnmainlyin terms of usability.
Most of the work habeen performed on the client si@eoptimize the usability ohe client features.

On the platform sidesomedevelopment halseen executed on:

1 Support of special charactersRHCOSapplicationfor language such ase@nan or French
(special charactersot defined in ASCII encoding schemas)

T Support of multiple image types for content upload and thumbnail generation

1 Various fixes forthe existingphase Functionality.

Due to the limited time for preparing the anglersw?sion (used for theial), some of thadentified

enhancementshat were requesting too much tirffee implementationhave been integrated into the

Gamers releaseSince these enhancemenisre generic and ngiarticularly related ¢ the anglers

community supportthey couldbeneit to the Gamers application as well and be user tested during teh

Gamers field trial.

1.3. Gamers community support

Supporting a newommunity todemonstrate thelICOSvalue proposition in various contexts has
been part of the maj@1COSobjectives. The plase 2PICOSproject has developed an appropriate
answer to the Gamecommunity usingraditional project management for building:

1 Alist of gamers community requirements

1 A prioritization of the requirements

1 A team proposal to address these requirements.
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T A specification of the proposed solutions.
1 A design, implementation and integration phase using a phase approach.

WP5.2b PICOS Platform description

The rest of the document is describing the Gamers platform release.
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2. Evolutions of the Platform features for Gamers
Community support

2.1. Major evolutions

ThePICOSphase Platform hadeen designetb becommunity agnostic. The phase 2 version keeps
that design criteria considering that all the additional features can be used by any coranbLaity
not specific to (but important for) tli@amers community.

A lot of new capabilities are focusing on extending thedfigmliciesto handlefiner control on any
object of the communitgnd its community members

ThePICOSPolicy management is based on a central Policy Engineracaimponentshat request
authorization foexecuting actions on Objeand enforce policEngine response

The Phase 1 Poligngine is reused and enhanced to address new use cases that were developed for
the Gamers community support.

The next 2 sections recépe fundamentals of thBICOSplatformaddtheir extensionfor the Gamers
Community support.

2.1.1. The PICOS Object model

ThePICOSplatform is defined as a set of Objects with attributes and children Objects. There are two
root Objects which are the User Objaod the publicommunity Object.
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Object Object

Obiject

Partialld list
Object

I

Partial Id
Object

Contacti

Community
Object

"\

e v a s =
7~ Private = )
Room Sub-cgmm Forumthread Sub-)Category
repository . ’
Object Object Object Object

Object Object \ /
- i i ontent
m Object Object o

Object

coo iR
Object

The user Object is the root element for any attribute that is user related.

The publieccommunity Object is the root element for any Object that describes the overall community
besides the member of the community.

Conenti ons have been defined to describe an Obj ec
to the object itself. The path describes a context to make the Object unique. Some objects are unique

and are defined by a name type other can be instantiadeare referenced by a name type and an

instance id.

Examples oPICOSObiject descriptions

PICOSObject Object path description

Particular Forum of| public:community.forum(id)
the community

Particular content of g publicccommunity.@tegory(id1).content(id2)
specific category
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Avatar attribute of g User(id).partialld-List().partialld(id4).useprofile().avatar
particular identity of a
specific user

Particular thread of| public:community.subcommunity(id5).forum().thread(id6)
the subcommunity|
forum

2.1.2. The PICOS Policy Model

The policyengineis in charge of storing rules attached to various Objects or attribute of Objects as
well as evaluate user actions based on the set of rules. It is typically a generic rule engine that embeds
intelligence to evalate rules and deliverrasponsedtatu$ on the required action.

Each component is responsible for asking the policy manager to evaluate action on resources like user
attributes (privacy) as well as community resources for user privilege. It is tlee cathponent
responsibility to enforce the response sent back by the policy manager.

Which entities create Policy:

* Default rules creation
* Client Privacy Manager
* Client Access Object Manager

Add, delete query Policies
Add, delete, modify Policy rules

How Policies are enforced

Requestto perform Authorize requester
action on Object to perform action on Object? Polic
User A Component Y
_ _ server
Response torequest « Statusrule » if onerule applie
Or user not authorized Or norule applies

Figurel: General mechanism for policy management and enforcement
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Managing user attribute privacy

User privacy management is the abilityctntrol access to the User aarBalld Object atibutes such
as presence, userofile or particular attributes of the user prafimntact list as well as possibly
content generated by the user.

The user privacynanagement is based on a set of politieg are either provisioned during the
community creation (known as default policies), during the user registration, during the partial identity
creation or when the End user decided to customize their own rules.

The platform is in charge of storing thgsaicy rules attached to a specific attribute of the user and
enforcing them when a User decides to perform actions on a particular resource.
Managing user privileges

Each member of the public community has specific privileges to access the diffeibatesttof the
public community objects. The privileges are context dependent and are mostly managed via the
extended notion of identity role in these contexts.

The current contexts where roles apply as attributes are:
public community (admin, member)
subcommunity (admin, member)

forum (moderators contributor)

Content (Owner)

Point Of Interest (Owner)

= =4 -4 A A -

communication (creator, participant)

The PICOSplatform is provisioned with default policy rules that describe which role can do which
action in for whichresource. The platform offers the ability to have specific privileges for a defined
role.

The current default policies restrict access of user attributes to the attribute owner. These rules can be
superseded by customized rules to selectively start gpémenaccess to personal attributes.

User privileg will then be evaluated when an act@mna particular resource is requested. There is no
global authorization entity in thelICOSplatform so platform components that are responsible for the
function to ke performed must enforce the poliEpgine response

Policy Model

Major definitions

PICOSResources Any Object or attribute of an object managed{OS.
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Policies Set of rules attaches toRICOSResource
Rule A rule is defined as a set of atitions to be validated for a set of actions
perform on the resource. (examp

we associate that rule to a resource like the presence attribute of
(vyy) A then we have a policy : Userxxx is not allowexd read the
presence attribute of the user (yyyy)

Rule conditions Multiple independentonditions can be defined in a rule. As a conditio
evaluated, its result must be true or false. All conditions of a rule
provide a result to true to validatee whole rule.

The supported conditions are:

identity of the requester(s) (who can perform the action)
reputation of the requester

datevalidity

site

Table 1: Major Policy terms and definitions

Identity conditions

The table Blow describes all the possible identities that can be specified in an identity condition.

Possible Identity conditions Description
No identity conditions All members of the community
Id[] One of multiple ids which can be either rootlds

partiallds or a mix

subCommunityld All Members of a particular subommunity
subCommunityld, role A specific role of a particular seddbmmunity
publicCommunity, role A specific role of the publicommunity
ForumA role A specific role of théorum
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Communicatiod role A specific role during a communication with a grou

Table 2: Possible identity role in community Groups and Objects

A single identity condition can contains multiple types of user identity (groups, list of users, role) .
When evaluated, the requester identity must comply waitteastone t ype of user i
condition). I f these different types of user i
between conditions applies.

d ¢
d e

Reputation conditions

Thepossible reputation conditions that are supported:
1 Requester reputation greater than a value
1 Requester reputation less than a value

1 Requester reputation inside a range

Validity conditions

The possible validity conditions that are supported by théopha when setting or evaluating a policy
are:

Current date greater than a date
Current date less than a date

Current date inside a range

= =4 —a -

Current date inside a range that is recurrent. The frequency can be defined.

The date format is the one defineah ixsd:dateTime also compliant with ISO 8601
(http://www.w3schools.com/Schema/schema_dtypes_daje.asp

An example of the dateTime structureo2 - 05- 30T09:30:10
The frequency is definaaking thetype xsd:duration (same link).

An example of the duration structure5Y2M10DT15H

The example above indicates a period of five years, two months, 10 days, and 15 hours.

Site conditions
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A site condition applies when the owner of the definestuece is located at a particular sitée site
definitionsare private to an identity of a User.

Rule action

WP5.2b PICOS Platform description

1 The actionname is defined as a strirg,bny fAver bo that characteri s
stored

1 The action result is defined as an enumeratype composed of:
o allow: the action operated by the Awhoo o
o disall ow: the action operated. by the Awh
0 ask once: please ask the end user for permission
0 ask always: please always ask tivenerof the objecbefore executing the action
The rule action has evolved to add extra parameteat characterize the response to the request

Example:the rule is:allow access to location attribute of an identity but with a weak precidibe.
Awe alci piisedefined as an extra parameter that charactéhieerecision ofthe location
information that should be returned when requested

The definition of action parameter is defined in a generic way at the policy dagéiand its usage
depends otheresource (Object/attribute), the rule is attached to.

Evaluating a requegtauthorization)

When a authorization request is receigaith the following parametersequester, resource, action))
the policy enginestarts by checking rules attached be tast level of the resource descriptidin.
multiple rules are definedhé engine takes the latest definetf.no rule applies, it cheskthe level
above and so one uptiteroot Object.

EX: User A wants to read the avasdfributeof User B.

Hierachical Checked resourcs Description
User(B).partialldList().partialld(id4).useprofile().avatar| Check if User A can read the avatar of |
identity id4
User(B).partialldList().partialld(id4).usesprofile() Check if User A can read the whalser
B profile of the identity id4
User(B).partialldList().partialld(id4) Check if User A can read all the ug&er
attributes of the identity id4
User(B).partialldList().partialld check if User A can read the whole use
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| B attributes of all identities |

Table 3: Example of hierarchical policy evaluation

The hierarchical approach allows the definition of generic rulesctmaapply to multiple children
attributes.

Note that multiple rules can be associated to the same resbheckast defined resource is alwdle
one that is evaluated first and supersede anydefieedii b ef or e 6 or at hi gher | e
description

2.2. Extending the platform

A lot of additional capabilitiehave been implemented in the platform idey tooffer a finer control
onwho, when and howser and community objexarecreatedaccessed, modified or deleted

2.2.1. Ability to share Contact Lists

The contaclList is an attribute oidentities ofthe community member and, as such, rules can be
associated to it.

By default the Contadltist attribute is private, meaning that only the owner of the Cohiattan

accesshe attribute

A community member has now the ability to retrieve the corttistiof one of his contact and

optionally store th received contact as his own contacts. This is achieved by definitgthat is

associated to théontect-List attributeof a particular identity (partialld). The rule will allow a set of

identities of userto access the attribute may require perrasion when the attribute is accessed

(read).

Note that i f a u s e Conthctlist, ha car getstsextraod sormeccomtadt  thaké s
them become his own cont & ortastiLisb asta wioke with other s har e s o
members.

Example

| have a Contastist that | want to share with some of my contacts. | craatée that | associate to

the ContacList attribute of one of my identitie3 his rule contains an identity condition where |
define the list of identities that is allowealdee my Contadtist attribute and actions/statuses to allow
(status) read (action) of the attribute;

When the attribute is accessed (action=read) , the rule is evaluated and the identity condition is
checked. In that case if the requester is part offiatity list, the condition is met and the rule can
apply (action=read => status= allow). The requester can read my Chistact
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2.2.2. Access restriction to Public-Community Objects

WP5.2b PICOS Platform description

ThePICOSobject model has two root Objects: the User Object and thecgdstimunity Object.

Default policies are defined for User Objects and pedsimmunity Objects. TheHasel platform

has implemented theility to define different policieperinstances of the User Objeeind attributes

like a specific identity of a picular User. The Phase 2 offers the ability to define custom access rule
for publiccommunity Objed and attributesas well: | push a new content in a public content
repository and | apply a rule to that content so that only my contact can seleéreadtent or to

specify that the content is accessible during a period of time

The policy engine evaluates rules whereas the semmarsarge of managintpe requestenforcethe
policy engine decision. The policy engine enforcement has been addled following objects:

Community Objects Resource description
Public community repository publicccommunity. category(id)
Public community Content public:community. category(id).content(id)
Public community Forum public:community. forum(id).
PubliccommunityForumthread public:community. forum(id¥orum-thread(id)
Publiccommunity Point Of public:community. poi(id)
Interest
Subcommunity public:community.subcommunity(id).
Subcommunity Forum public-community.subcommunity(id).forum().
Subcomnunity thread public:community.subcommunity(id).forum().thread(id)
Subcommunity content public:community.repository(id).content(id)

Table 4: New community Objects that support instantiation for Policy definition

Note that any faction that list a set of objecfgetCategoryContentList, getForumList, takes into
account theg o s s pebdbjecfidiccess ruketo only send back the list of Objethat the requester is
allowed to see.

Example:

| create a Point Of Interest (PQ@hat | want to opeto someof my contacts. | create aleuthat |

associate to the P@ttributes. This rule contains an identity condition where | define the list of
identities that is allowed to see the POI attribute and actions/statuses to atos) (ftad (action) of

the attribute. | associate the rule to that specific @@l resource (the POI) description contains dhe i

of the POI (publiecommunitypoi(id)). Therule is only valid for that POI.

When the POI atifoute is accessed (action=regatile rule is evaluated and the identity condition is
checked. In that case if the requester is part of the identity list, the condition is met and the rule can
apply (action=read => status= allow). The requester can read the created POI.
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2.2.3. Enhance policies with new date condition

When a rulds created, a optionalconditionrelated to Date can be inserted. This is mainly used to
prepare categories / contdatlim creatiorand make the géct available starting from a particular
dateor during a limied amount of time. A single rule can then contain condition on identify (who is
involved in this rul@ anddate conditioriwhen this rule applies)

As defined in the previous chapter, the date condgiigports drequency parametéevery week
end), a mgle dateparameter andf a period of timgaramete(inside or outside the period of time).

For a single rle, multiple date conditiomcanbe definedimplying that,at leastone condition must
match.

Example:

| create a category to store content thiél be used in a Game. | want to allow access to the category
only at a specific date and during 3 days. | will then create multiple rules that will be associated to
newly created Category:
1 Rule 0: Default rule ismember of the public community caaddahe category
1 Rulel: Insert a rule to supersede the previousmeeber of the public community cannot
read the category
T Rule 2: Then add the rule with date conditiorember of the public community can re¢he
category if the current datie includedin the defined period

If a user lists the available categoriest her e wi | | be a read access to
rule 2 will be evaluated. If the date is included in the defined period the rule 2 is valid and then the
created category issplayed in the list. If not, the rule 2 date condition is not valid so rule 2 cannot be
used. Rule 1 is then evaluated and access is not allowed so that the category is not listed in the
available categories

2.2.4. Enhance policies with new site condition

After defining thefiwhoo andfiwhero conditiors, a site conditiorffiwhered) can also be definedhe
site condition matches if the owner of the object is located at a specific locatesitd s privately
defined bythe owner of the resouremd referenced ithe rule definition:

Example:

As d e s c Figule2 dse c¢aa forfsite condition in Policy creatior want to allow others to see
my location attributes only when | amfitomed
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r\\ - Create a privatesite (id)
- Create a Policy rule attached to the User A location attribute.

allow UserB to see my location attribute with precision when | am in a site (id)

Situation 1: User A is not in the site (id) @

\

@ Get Location Authorize?
= | rule

Not . Default condition
Authorized ruleapplies |onlocation
not valid

Situation 2: User A is in the site (id)

@ Get Location Authorize? _ | rule

conditions
response Status: allow, on location
" location " precision valid

site (id)

Figure 2: Use cae for site condition in Policy creation

| define thefihomed s i t lecatibn3d? tBe centesf the siteand a sizpand | creata rule by

inserting the site referen@d) as the site condition.

If User B wants to access User A location, the patiegine check rules attached to User B location
attributes, detects that there is a site conditd.i
in the site. If yes (situation 2), the condition is valid and if all the other conditions (heréyrddsger

B) of the rules are valid then the rule applies.

For the Gamers community, the capabilgysed to automatically swittche blurring parameter on

and off depending on when the user is located.

Multiple sites can be defined in a single conditimplying thatif the owner is in one of the defined

sites, the condition is valid

2.2.1. Support authorization request for any Object

A rule definition canincludethe followingstaus
fibefore performing this action, you need to get approval from the nessowneo.

This is configured by defining a status: askOnce or askAlways associated to an action
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In phase ltheauthorization request was hand(@dtification sent to the client and update of the rule)
by the components and waisly supported for theresence and location abtite ofan identity.

WP5.2b PICOS Platform description

USER Location policy USER

USERB

Create aryle onuser B location object

¥

Forall members, ask permission

GetUser B Location .
» | Authorize? N Rule: askPermission

Authorize User A?
“allow” < » ok
to see yourlocation

Response(Location) } .
retrievelLocation

Figure 3/ the authorization request is generically handled by the Policy server

The phase 2 has generalised the support of authorization request @isjaotyand is used for
location, presence, contact List or profile attributes of a user object

2.2.1. Enhance status of policy rules.

A rule is defined as a set of conditiend a listof couples (action, status). The rut@anbe formalised
as follow.

If (all conditionaretrue)

 Then for actioril return statusl
 Then for actior?2 return status2
T ..

 Then for actiorx return status

Typically status values can be : allow, disallow, askOnce, askAlways.
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The phase 2 introduces paramstdtached to the statubeycharacted e how t he facti ono
handled.

WP5.2b PICOS Platform description

The new feature is used in phase 2 to specify the ppaaéithe location informatiowhen a user
allows others to access his/her location information.

Example: UserB allow user A to see my location at homeguatid precision

Resource: location attribute of User B
Condition
1 Identity : user A
M Site: at home
Couple (action status):
M Action = read, status=allow,
0 status parametemame =precision.
0 Status parameter value = good.

The status parameter haghdefinedwith a generic modeads an array of couplef (name, valuein
orderto be used imanysituations.

2.3. Content and Forum thread Access History

User can contribute to the community by pushing public content to prdatienunity or sub
community repsitories or pushing new post in forum threads.

The platform offers now the ability to keep a history of who has accessed the resource and when. This
capability is available on a per content (provide history of accesses to a particular dzasisat)on
a per threatbasis(provide history of accesses to a particular thread).

The interface is as followed:
1 getContentAccessHistory (category, content, requester)
1 PaetThreadAccessHistory (forum, thread, requester)
T ScGetContentAccessHistory(sabmmunity, cotent, requester)
1 ScGetContributionAccessHistory(sebmmunity, thread, requester)

2.4. Add Point of Interest (POI)
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The platform allows the definition of Points of Interest (POIs). A point of Interest is basically a
location and an associated POl type. Plidlsc an be fi ntidron & ghay resiatirane 0
or museum.

WP5.2b PICOS Platform description

POIS are defined usin@PS coordinate@ising decimal degree format)

These Points of interest can then be listed (per type) and shown on a map (client feature). A facility is
offeredto locate the nearest POIls around the requester.

POls are public objects and are directly attached to pabtitmunity Object (the POl is an attribute

of the publieccommunity object). However, the owner (the creator) of the POI can define access rule
by using the defined resource: pubtiommunity().poi() or publiccommunity().poi(id) where the id is
the id of the POI. All the facilities of tHeICOSrules can be used to define policiesR®Is (identity
condition, date @ndition, reputation condition).

A private POl is a POI where a policy has been attached that limit the access to the creator.

Once POls ardefined, user can recommend theéon(a list of) community members. Community
members have the ability to disable these recommendationadtificons i f t hey dondt
disturbed with.

The interface proposes the following capabilities

AddPOI

deletePOl

updatePOI

getPOIlAttributes

getPOlList

recommendPOl

set/getReceiveRecommendationStatus

saarchNearbyPOI

notifRecommendedPO(notification sehby the platform to recommend the POI)

=A =4 =4 -8 _a_8_a8_9_-2°

2.5. Advertising of Commercial Points of Interest

POls can be defined with an associated advertising profile. These POIS are then considered as
commercial POlge.g. a shop)f there is no associated advertising pefib a POI, it is not

considered as a commercial POl and cannot be advertised using the two scenarios that are described
below.

The advertising profile contains profile information about the targetfisegment for that
commercial POI.

Theadvertisingprofile is composed of:
1 The target genddpptional).
1 The age intervaloptional)
1 A set of keywords and associated commercial announcémantatory)
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1 An areaaround the location of the POI in whiaddvertisings valid. (mandatory)

WP5.2b PICOS Platform description

The advertisingprofile is used to deliver advertisinbatmatches thenemberprofiles. If no target
gender is defined, then the gender of the receiver can be male or female, if no target age interval is
defined, then the age(age interval ) of the receiver is not athecke

Two advertising scenari@an bedemonstrated:
1 Scenario 1The most valuable advertising is pushed to the user depending where he is.
I Scenario 2: Wen a user reads contribution of a forum, extra advertising contrilibion
match contribution, POI kevords and user interesén be inserted in the list

2.5.1. Scenario 1: Advertising based on location

If the user has enabled the location sensor, the clipptication periodically sendome location

updates, providing new GPS coordinate data

When the platirm receives a location update related to a particular user, it checks what are the
commercial POIs around this user and try to match the POI advertising profile with the user profile for
the following profile fields:

1 User profile age versus advertisipgofile age interval (User profile age must be inside the
advertising profile age interval

1 Userprofile Age intervalversus adertisingprofile age interva{User agantervalmust be
inside the advertising age interval.

1 User gender versus advertisingfile gender.

1 The POI must have one keywdttht is part of the User profile hobby list

1 The POI coordinatesndthe sizeparametermst f orm a circl e that
locationcoordinates

=13

co

If multiple POIs match the above criteria, the platfornesisl the one that has the highest nunalber
matchedetween the list of POldywords and the list of hobbiesh& secondriterion is the
proximity of the POI for the user.

By default the user does not receive advertisiotifications He must enable iteception in the client
application settings.

The POI advertising is enabled when a user enters acemgaed on the POI. Each tin@e

notification is sent to an identity, the platform remembers it to avoid pushing multiple times the same
notification If the user leaves the area anénger it again, he might receive the notificatielated to

that specific sitagain.

Once the POl is selected, a notification is sent to the user related to the commercial POI.

Note that only the best POI is seletend pushed but as one POI advertising notification cannot be
sent multiple times unless the user exits arenters the advertising zone, advertising for other POI
might be sent as well later on, when location is updated. Strategies on pushingiadvaitjht be
refined to be well accepted by the end user.
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2.5.2. Scenario 2: Advertising in forums

WP5.2b PICOS Platform description

When a usereada forum thread, contributiar{or pos} are displagd. Each contribution contains

text. For each contribution, tippatform detects any matchitgtween the contribution text words, the

list of keywords of defined commercial POIs and the list of hobbies of the thread reader. Any non null
matching will lead to the insertion of a virtual advertising contribution that provides information on

the adertised POI. This insertion is valid for a particular reader and is not stored in the platform.

2.6. Notification of new content

The platform offers a generic subscribe/notify service. The subscription related to a particular Object
called resource and an axtion this object (EX: | subscribe to receive an alert vadoammunity
membergeada contenthat | own: the resourds the specific content and the action is read.

Subscription andin-subscription is managed by the End User via the client aijit
The platform sends alerts fapecific sed of couple (resource, action) which are:

Objects Action Alert Attributes
Public create Alert when a new repository is created Category
repository attributes
Specific Read , Alert whena specific repository is read or modified| Category
public write attributes
repository
Content in create Alert when a new content is added to a repository| Category
repository attributes
Specific Read, Alert when a specific content is read or deleted Content
content in delete attributes
repository
Public forum | create Alert when a new forum is created Forum
attributes
Specific Read, Alert when a specific forum is rated or deleted Forum
public forum | delete attributes
Public forum | create Alert when a new thread is createad particular Forum
thread forum attributes
Specific Read, Alert when a specific forum thread is read or delet| Forumthread
public forum | delete attributes
thread
Public forum | create Alert when a new contribution is added to a specif| Forumthread
contribution thread attributes
Specific Read, Alert when a specific contribution is read or delete| Contribution
Public forum | delete attributes
contribution
Content in create Alert when a new content is created in a specific § Contert
sub community attributes
community
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Sub create Alert when a new thread is created in a-sub Thread
community community attributes
thread

Sub create Alert when a new contribution is created in a spec| Contribution
community thread attributes
contribution

Table 5: Community Object and actions on which Alert are sent if a user subscribes to them

The resource description model for subscriptionges the sangescriptionused for policyresources

When the action on the resource occurs, the platforassgnotification (alert) to the client
application with the resource description, the action and attributes related to th¢asbgsdine in the
above table)

The platform offers the following interface:

Subscribe (resource, action, subscriber)
unSubsribe (resource, action, subscriber)
getSubscriptionList (subscriber)
notifyAccessElement (resource, action)
NewContent notification (sent to the client)

= =4 —a -8 A

Note that theservice could also be @8 by the client for objesnhot handled by the platforiyut
described usinghesame conventiothan any platform objectn this case, the platformould just
pushnotificatiors to those(identities)who have subscrilokto the proper couple (resource, action)

2.7. Add shared alarms

The Phase 2 platform supports thdighto create Alarms (date, text, list of destination). When the
alarm timer pops, theext is sent as a notificatido the list of defined destinations. By default the
alarm creator is part of the destination.

The platform offers the following interfac

createAlarm
deleteAlarm
updateAlarm
Notification for alarm.

E I EE

2.8. Meet with nearby Users

The platform offers the ability to search for community users around a provided location. It can be the
requester location or any location like a POI location. Theigead location must be defined with
GPS coordinatesThe result contains information on users who are close to the location. Note that
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only users who have allowed the requester to see their location attributes will be part oflthbdist
policy spediies to ask for permission, the user is not selected because it is not viable to ask for
permission to all members of the community around the user.

For the search, only the last locasaf the users are taken into account and there is no access to the
phone to reatime retrieve the location.

WP5.2b PICOS Platform description

The new interface is as followed:

1 SearchNearbyUsers (location, size of the location, max number of response)

2.9. Enhanced presence with planned statuses

The members of the community can define enriched statusriafiam attached to period of time that
will be displayed like in an agenda. The status will be composed of a text string and an interval during
which the status applies. The status can optionally be recurrent.

Statusesireattributes of a user/partialehd as such are defined agsolicy resource:
T User(id).partialldist().partialld(id).status(id)

Default policy for the resource is that only the owner of the resource cahwetal/ delete the
resource.

Statuses can be shared with other commumigysiby setting policies attached to the statusireso
using possible conditioren identity, validity or location.

Note that the access to statuses is defined by the policies assticthgegresence attribute as the
status is perceived as an extensdf the presence information

Note that theoresence information is composedanfenumeratiorof a status (otline, off-line,

discreet) and a presence note. The presence note is automatically updated with the enriched status test
when it applies.

2.10. Enhanced chat capabilities

The platformnow supportghe ability to share content duriagchat by either selecting one image and
transfers it to the list of participants or by taking a picture and push it over the chat channel.

The second enhancement retatie the ability to look for previous archived chat and display
exchanged messages and content and check participant list of these past chats.

The interface provides the ability to/

1 Getalist ofchatsthe user was part of as chairman or as participant.

Copyright © 2008, 2010 by the PICOSonsortium 8 All rights reserved.

ThePICOS roject receives research funding from the Community®os

D5.2b Platform prototype 2b Page 36 of 119 Version 1.2



&

£
PICOS

1 Get theilst of messaggcontent for the closed chat
1 Getthelist of participants otheclosed chat.

WP5.2b PICOS Platform description

Note that an identtwill only see chat, he is allowed to see. Default rules allow participant or
chairman of a chat to access a chat. These ruldsecalmanged on the platform side to change access
rights.

2.11. Support offline notifications

The platform offers a notificattomechanism to inform users éw events. However, this mechanism
requires having the user logged in to the community to be ablediveghe notifications.

The platform now offers a way to get some of the notifications that arrived when the user-hves off
The notifications aretoredand can be retrieved at login indaprocessely the client application.
This new mechanism apes to a sukset of the natifications:

o0 AuthorizationRequest foall resourcespresence, location, contact list (requires a
user answey)

0 New content availability

0 Subcommunity invitation (requires a user answer)

0 Subcommunity change admin (requiresiser answer)

The mechanism does not apply to all notifications because the information of some notifications is
outdated / superseded by the information retrieved during the login of the user (presence or location
updates, message alerts) or because soiifecation are valid at a specific time and do not make
sense afterwards (like chat invitation)

Note that during the login process, the client application is infossedheror notthere are pending
notifications. The client retrieves the pendimgtficationsand acts upon.

Example of usage:
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USER

Login:an

Authorize ?

USER Location policy notification
USERB Create aryle on user B location object

Forall members, ask permission
USERA |

Rule: askPermission

“disallow’

Authorize User A

USER B Not online

-

¥ pending notification ?

to see yourlocation ?

store notification

Yes. an quthorization request

Autﬁorize User A
to see your location ?

ok Create arule onuser B location object

Allow UserAto see my location

Figure 4 Usage of offline

notification process

User A adds aontact (UseB) . Once it is done, the client requsstesence and location information.
For presence and locatitime default is that an authorization request is sent to Bsklowever if

User B is off-line, hecannot answer the authorization requéble immediate User A request is denied
until User B can answer.
In this case, the authorization request is kept by tagggm and when UseB logs in he will get the
request and can respondhe rule is updated amthen User A requestsr presence or location, the

server wil

2.12. Share

I del i v e rB réspoonselhempredencel/éopaton idformagiono n

d Desk

User

A Shared Desk is a content repository thareated bya membef thecommunity. The creator can
then decide to invite other members to access his shared desk. The creator of the shared Desk has full
capabilities tananage the listf inviteeswhereas inviteesave thecapability to read the content but

cannot contribute to th

e shared Desk

The shared desk interface is equivalent to the handling of privateosutnunity. The shared desk is

then perceived as a new type of @mmunity.
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3.New Platform Design for
support

Gamers Community

3.1. Architecture

ThePICOSplatformPhasel architecture has been kephile introducingnew or enhanced
components. Thelient (mobile)/ server (platformmodelremains based on a duplex RPC model
rather than definig complex protocolsThe value is that the clieapplication callsnethods as if the
server wasifi | o tibaaty and theserver calls mobile methods ashi&tmobile was aerverib
removing the neetb define compx protocols.

Two new components habeen added: the site component and the subscription component

Data ——— Centralized DBs ——— Filerepository
layer [
Function
layer Login Presence Location Subscription
server server server server
Site Public community] |[Real time content Private room
Orchestrated Server server sharing server server
functions
Partial Id Sub-community | | Privacy Advisor Contacts
server server server server
Service Notification Authentication Reputation Policy
enablers server server server server
||Firewall|I
Routing soor e
Iayer ocket proxy
server server
Figure 5: Architecture functional blocks
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Components are designedo® independent from each othess they cafedistributed on multiple
serversandcaneasilycustomizable in terms of inter component communications and component
storage.

WP5.2b PICOS Platform description

3.1.1. Mobile access to the WP5 platform

The WP5PICOSplatform implements a set of components for community management with enforced
capabilities around identity, policies, privaeynd trust. These components are called by the WP6
client application to implement tH4COSuse cases.

The WP5PICOSplatform interface is defined as a web service interface. However to ease the client
development, a client RPC library is provided in tladset J2ME environment to access the WP5
PICOSplatform using a Remote Procedure Call (RPC) rather than managing protocols.

The client/server communication model is based on an application execution
environment agnostic Remote Procedure Cal/mechanism

Client Server

2 ! - ! WP5 platform
Mobile Handset L . |
> e
: 1
CI_Iem_: LIUJJ Notification | [ _ 8 WPS
application 2 sevice |16 || components
T 5|8 T :
[ Mobile Application API | <Z: =B || acplication Public AR
- - g ie
Client SDK Library ~ ~ Proxy web <L < HIS
Web service/ RPC relay laye :II service % % g Various RPCs
for bi-directional interactions < SOAP % <5
Application Exec Environment E client Various RPCs
g = Client =2 server RPC
LL

— Server = clientRPC

Figure 6: Mobile Client / server overall model

The WP5PICOSplatform embeds a RPC gateway thatsas a front end signalling relay for all the
mobile interactions towards the WP5 services. The RPC gateway is a HP asset brought by the HP
France team. This gateway also manages the access control to the platform by enforcing the
authentication of the regster and only relaying the requests when login credentials have been
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validated (except for register and login methodd)exchanges between the client application and the
wp5 platform (up to the proxy) are carried over a secure channel using https.

WP5.2b PICOS Platform description

3.1.2. ASP Deployment architecture

ThePICOSplatform s connected to internet and therefomast be protected against attacks. The RPC
gateway server is the freenhd access of the platform for client RPC request and is set to be installed
in the DMZ zone of theegvice provider network. The rule is that there is no internet traffic that can
directly reach thPICOS components integrated in the operator private LAN and protected by the
service provider firewall. This firewall filter accesses from the mentioned gRi&vay.

T / g

Mobile Operator Router

I .'N
1y ,’ . e
irewa y ; .
i i » ~, -,
b ] ’ kY \\
] ‘ 4 . .
’ . ; : .
;
[ “
' .
: .
.
i
;
;

>GPRS

RPC aatewav

>3G GPRS ';%2 ..
% DMZ ./
b t?o _______ g
S, Firewall \
Radio % ‘
a s LS l / E :
access Y ;
c ’ % Other components
fo Of the WP5 /
plaftorm

Figure 7: deploying the PICOS platform and the PICOS application

3.1. Inter-component communication

ThePICOSPhase 2 project has kept a flexible WP5 platform iotenponent communication
platform based oa RPC acceswodel
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The platform defines for each component the location and the access method. By changing the
topology configuration file, theystem can be +ghaped to rusomponents in different systems

enabling different distribution stiegies.

As a single shareghethod is used to communicate between components, various RPC model have
been implemented to see the impact on performance. Each component has been slightly adapted to
support the 3 RPC models, considering that a few lines per component is impacteRBZ the

models

WP5.2b PICOS Platform description

Note that a configuration file exists that defines which Riel is used to access which
component. Easy customization is possible

3.1.1. The web service interface

Each component acts as a web service sefherrequestare decoded byHPsoa libraries and
methods are called by tiHPsoap server. Soap requests are sent over http and the http interface is
completely hidden by theHPlibrary.

ini_set("soap.wsdl_cache_enabled", "0");
$server = new SoapServer ("presence.wsdl");
/I User welservice

$server>addFunction(SOAP_FUNCTIONS_ALL);
$server>handle();

Thecomponentnterface is defined in WSDL documen{that may also reference xsd files for
Object type definitionjhat formalizes the interface i.e. its methods and the method g@ranas well
as theURL of the web service server

Additional information are inserted in the SOAEADER| i ke t he dAclient ver si on

3.1.2. The RPC based on PHP serialize format

PHPoffers a library to serialize any data structure and translat®itisting. This facility is used to
convey a RPC request composed of the method name and of the method parameter datanstructure
anhttp post

Each component is then launched when the request is received, decode the couple (method,
parameters) and tahe method.

if ($_SERVER[HTTP_USER_AGENT'] ==PHRrpc") {
/ must be a web service request
$rpc = unserialize(3HTTP_RAW_POST_DATA);
$paramArray = $rpeparamArray;
$methodName = $rpemethodName;
$clientVersion= $rpe-clientVersion;
$response= call_user_func ($methodName, $paramArray); // call the requested method
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ob_start();

echo "&result=".serialize($response);
$oblen = ob_get_length();
header('Conteritength: ' . $oblen);

}

The heart of the re@st processing independentrom the access method
Note that this RPC model can be used in a distributed architecture

This RPC has bedpstedas the one that offerbebest performansamong the tested RPCs

3.1.1. The RPC based on PHP script launching

Raher than using Iy protocol to convey the RP@e component is launched like daliPscript

( PHP componenPHP argumentl) with the RPC as its parameter (argumentl)

PHPoffers a library to serialize any data structure and translate it into a Sthisgacility is used to
encode theRPC requestcomposed of the method name atite method parameter data structure.
Each component is then launched, decode the couple (method, parameters) and call th&latethod.
that heargument is urlencoded to®de any space character

$rpc = unserialize(urldecode($argv[1]));

$paramArray = $rpeparamArray;

$methodName = $rpemethodName;

$response= call_user_func ($methodName, $paramArray);
echo "&result=".serialize($response);

Theheart of the request processing is independent from the access method and then the called function
is the same than the one called when other RPC methods are used.

The RPC response is returned as component outputisabject structure iBHPserialized.

3.2. Hardware configuration and performance

The objective ofie PICOSplatformis to demonstrate thealue proposition developed in tReCOS
project and demonstrate it in a trial with no more than 100 users.

It has been decided to provide a systeat tifers the optimum flexibility in terms of distribution. The
selected language is offering a fast coding approach to validaeGxESconcepts. These two
choices do not optimize the overall performance of the systesybignresponse time remain
acceptablevhen compared to the networking respatitee over mobile accesses andome possible
optimization to reduce the number of request/replies exchanged beheetiant and the server.
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Some performance dap@ints(per method response time) areydedfor information and have been
measured on the following system:

WP5.2b PICOS Platform description

1 4 CPUsXeon (5160) with 4 MB L2 cache running at 3 GHz and 8GB of RAM
i 64 bit Linux redHat el 5.4.

3.3. Component design

3.3.1. PHP language

PHPis a very popular and very rich scriptirapguage with a large community of developers. Its main
advantages are:

1 Fast coding for prototypes

1 Large community of developers (forum, code examples, open source)

1 Simpleand dynamidntegration ofweb service interfaces.

1 Capabilities not supported by ethianguage

9 Tightintegration with web servers for web page handling or http interface handling

Its drawbacks:
1 Not a formal language for Object definition (errors may be found during run time whereas
other languages find the errors during compilation)
1 Do not support threads (workaroundst)
1 Do not support timers (workaround &)
1 Not asefficientas other language like Java.

3.3.2. Component type

All components argritten usingPHPlanguage. Thegupport one of the two possitldemponent
architectures

1) The fontend / backend architecture

Thecomponents of that type asplit into two separate elements: a frentd and a bae&nd.

Thefront-end parimplemens the component interfad®PQ and interacg with thebackend tdhave

the request being processe

The backend paris acting as a socket server and receive request to be processed. They aranstarted
must remain up and running all the time. The baw#listens to a TCPort to receive RPC requests

Advantages:

i Fastestesponse timas
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o thebaclendPHPscriptsare loadeance and not during request processing
o0 All thedaa structures are in memory and readpéoisedl.

WP5.2b PICOS Platform description

2) The simplescript.

A model ila | a woethethttpipbse referentesd thBHPSRript which is launched by
theapacle module Any context dataelated to the requestust be loaded prior any processing. The
script exits when the response is sent.

Advantages:

Simplest architecture.

Each request is processarla separate thread. As fPePlanguage doesot support

threading, it is the only way to support componertmgance

1 No need to have the component started, it is automatically started when a request is received
by the apache module

1
1

3.3.3. Component interfaces.

A WSDL document has been defined on a per componeritttedescribe the interface using the
WSDL description language and xsd types.

Note thatthe clientapplicationsees a singleirtual WSDL file (PICOSwsdl) but in reality, the
platform interface is defined by MdSDL document and 13 type definitidocumentshared by
multiple interface description documents

Some of the methods are not accessible outside the platform. The proxy component filters which
methods cabeaccessed by the client

3.3.4. Proxy component

Component summary

Main functions 1 Translate RC request into web service requests, does
platform access control

1 Rout web service request to the proper component.

9 Does access control of all request

Component type Script launched when a request is received

Storage None

Object/Attributes of objectthe | N/A
component is responsible for

Interface HTTP Serialize RPC,

Phase 2 modifications 1 Support of alternate RPCs
I Centralized traces
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Change the RPC structure for better performance
Remove URL encoding of body requests

Support of u#8 characters

Use catral PICOSIibrary

=a =4 —a -9

The PICOS platform embeds a proxWeb Service (proxyWs) server that receives all tHeemote
Procedure Calls=quests fronthe mobile client applicatiorThis proxy is in charge dfanslating RPC
requests into web service requestmtrolling and enforcig the identity of the requester and routing
the request to the proper component.

To achieve this, the RP API offers a way to pass theatld and the authorization token that is

analyzed by the proxy. Each web service request ¢oPt@OS must contain at the root level a
parameter called Arequestero. The requester par.
the proxy responsibility to make sure that the requester identity is in line with the RPC rootld
parameter othavise the request is rejected.

The WS proxy formats and transmits the request to the pRIGESfunctional component

The proxy is also in charge of making 45 PICOSplatformappear as single huge web service
server by hiding the description of cponent interfaces behindvatual WSDL interface.

The proxy can also redirect a client request that needs to be routed .to an external web service server.
Note that the proxy is wekervice agnostic. tonverts client requests int@arious RPGaccess moels
depending on the accessed component

Receiving mobile client application RPC request

The client application communicates with the platform via the proxy web service server. Rather than
defining a protocol interface, all the accesses toP#@OS platform are done through a client RPC
library which offers a single entry point to send RPC requests.

Sending server RPC request to the mobile client application

The PICOSplatform offers a RPC mechanism to call methods that are developed inside the mobile
client application. The mobile client application embeds a client RPC library that supports this dual
RPC model. This client RPC lib connects the notification manager d?ltB@Splatform and waits

for RPC calls to be received. A RPC call is defined as aodetlame and a more or less complex
parameter structure. The data structure is serialized and passed over the connection handled by the
client RPC library.

A response can be built on the client application that also includes a more or less complex data
structure. This data structure must be compatible with mapping rules between the execution
environment data object and the complex types defined inMB®L interface document of the
notification manager.
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Example of call flows

WP5.2b PICOS Platform description

. : Destination
Proxy server authentication partialld
component
UserC
Any request
Checktoken (requester, token)|  getRootld(requester)
_ checkTokenResponse (ok) < >
Routthe request towards the dgstination .
Send backthe response

Send back

the response

Figure 8: call flow involving the proxy server used for authentication and access control.

3.3.5. Registration component

Component summary

Main functions Manage the registration of the new user as a member of the
community

Component type Script launched wén a request is received

Storage None

Object/Attributes of objects the | N/A
component is responsible for

Interface Web service (registration.wsdl),
HTTP Serialize RPC,
Script RPC

Phase 2 modifications 1 Support of alternate RPCs
Centralized traces
Trapof unrecoverable errors

Performancégresponse time) Register 250 ms

unregister: 100 ms

f
|
f
|
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A User can become a member of the public community after registration. The registration is a self user
provisioning proceduréas opposed to manual operator prangng)that leads to immediate possible

login and access to tHfCOSplatform capabilities once it is complete. During the registration, the
application can define a full or a partial definition of the End User profile as well as its privacy rules.

At least a login name/password and a pseudo (part of thepus#le) must be defined. The platform
checks that the login name is uniqgue among the member of the public community. It also checks that
the pseudo isnique among those used for rooplidbfile as wé as partialld profiles.

A new user context is created in each component that @éhlsiser attributes. A set giolicy rules
(based on default policies) is attached to the attributes of that particular user (identified by the rootid).
These rules cathen be customized by the User using the client application.

Theregistration compeent implements a transaction for registration and a roll back in case of failure
in one of the component

The platform also provides a procedure teregister which deletesiost of the user context.(user
profile, identities, private room) Note that user contributions to Forums are not deleted and by default
content published in setommunities and in the public repositories are not deleted as well

When a user uregistersall partial Identities associated to that User are deleted. Contact lists-or sub
community member lists that contain one of the partialld identities are updated and their new
definitions are immediately available. However no notification is sent to teet @pplication to
update real time the client application screens.

No additional step is necessary to provision the End User in the platform
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Example of call flows

WP5.2b PICOS Platform description

Registration contact presence location authent partailld policy reputation

Register nefvUser (loginName1/password

>

(Error) newUserResponse|(duplicate loginname) Search duplicate loginName

Y

Register newUser (loginName2/password)

newUserResponse (rootld)

<

newUserPartialld (profile)

<

newUserConfact (rootid)

Searfh duplicate pseudonym

newPrgsenceUser (rogtid)

ju= ]

ewLocationUser (rootid)

setPolicy (user = attribputes)

setRepptation (default

Registration Public community Private room Partialld

_addCommunityMember(root|d)

PrCreate (rootld

RegisterResponse

—

(rootid)

Figure 9: Intra -platform register call flow

3.3.6. Login component

Component summary
Main functions Manage login and logout of a user
Component type Script launched when a request is received
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WP5.2b PICOS Platform description

Storage None
Object/Attributes of objects the | N/A
component is responsible for
Interface Web service (login.wsdl),
HTTP Seialize RPC,
Script RPC
Phase 2 modifications 1 Support of alternate RPCs
I Centralized traces
9 Trap of unrecoverable errors
Performancégresponse time) 1 Login:200ms
 Logout: 5ms

This component manages the logon / logout of a user to the public comrfagiiitfes and the
provisioning of platform access control. The login interacts with the authentication component to
validate the login and generate credentials.

Any login (as well as any client/server exchange) via the mobile client application isausewre
channel (https/ssiv3).

The login interacts with the partialld, contact and public community components to deliver back all
the necessary information in a single request
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WP5.2b PICOS Platform description

Login contact partialld presence authen notif P community

User C

login(loginname/{password)
authenticateUser (loginngme, passworg

_ authenticateUserResponse (rootid, token)

—

:getContactListL rootid)

getMember role and stgtus (rootid)

Y

-4

_ SubscribePresence (contactList)

. updatePresence (off-line,|user C) NotifPresence (offline, user C) subscriber A

-
L

NptifPresence (off-line, user|C) subscriber B

™ - -+ -
> . >

getldentityList (rootid)

-
-

getdefaultPartialld (rootid)

w
—
—_—

getCommunityAttribute

A A

_IoginResponse()

Figure 10: Login intra -platform call flow
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Logout

The following diagram represents the interactions between the login component and the other WP5
components upon the receipt of the login request.

Login contact presence notification
User C

logout(rootld)

getContactList (rootid)

unSubscribePresence (contactList)

updatePresence (off-line, user C)

NotifRresence (offline, user C) subscriber A

NotifRresence (off-line, user C) subscriber B
‘+——>
logoutResponse
Figure 11 Logout intra-platform call flow
— : Destination
RPC gateway authentication partialld

component

User C

Any request

Check token (requester, token) getRootld(requester)

_ checkTokenResponse (ok) * >

Rout the request towards the dastination

Send back the response

Send back

-
<

the response

Figure 12 access control done by the RPC gateway on almost any request
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3.3.7. Authentication component

WP5.2b PICOS Platform description

Component summary

Main functions Authenticate the user, manage the session token
Component type Script launched when a request is received
Storage Use a specificonfigurable filerepository to store user related

authentication information

Object/Attributes of objects the | User credentials
component is responsible for

Interface Web service (authenticatiamsdl),
HTTP Serialize RPC,
Script RPC

Phase 2 modificatits 1 Support of alternate RPCs
Centralized traces

Trap of unrecoverable errors
Configurable repository

1
1
1
1

Performancegresponse time) checkToken (authenticate) 4 ms

The authentication of the End User is achieved by the verification of the pair usernamargpabkat

is transmitted over a secure access at login. A token is returned in the login response that must be
provided for each subequent request. The secure channel can be dropped-asidbikshed upon
activity, this without impact on the login tokefhe token remains valid until the End user logs out or

if a valid login procedure is restarted.

There is a single authentication method supported bgl#trm (user/password over secure channel)

The platform has a limited notion of login session belytire validity of the token and the presence
status (associated to the rootld) that 1is aut om:
i ndo as note afltienre d osgtiant uasn da ntdo fflbsfefr has | ogged

The authentication model ift simple because the client/server exchange for password validation is
performed on top of an encrypted https channel.

Example of call flows

Please refer to the proxy call flows to see how the authentication server is involved for checking token
or tehlogin call flows for allocating token or registration call flow for creating a new login.

3.3.8. Partialld Component

Component summary
Main functions Manage identities of the uséhe associategrofile static
information as well as the user alarms
Componentype Script launched when a request is received
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WP5.2b PICOS Platform description

Storage Use a specific configurable file repository to store user related
identities and profileinformation

Object/Attributes of objects the
component is responsible for

Partialld Object
Partialld profie
User profile
Alarm Objects

Interface Web service (partiallevsdl),
HTTP Serialize RPC,

Script RPC

Phase 2 modifications Support the new status f
Move authorization request processing to teh policy se
Centralized repawry for user data storage
Centralized traces

Trap unrecoverable errors

createPartialld 70 ms
getPseudo 3 ms
getRootld 2 ms
getProfile: 8 ms
updateProfile: 6 ms

Performancgresponse time)

=4 A -—a-_0_8_-0_0_8_98_9_-.-29a_-9_29:4.-99_-2_-2:-2°

Users register to the public community and create th@imaary identity. In order to keep anonymity,

End users can create additional identities called partial Identities The platform is defined in such a
way that end user can select either the primary identity or added partial Identities to use the platform
services. Note that the client application may restrict the use of the primary identity but it is an
application choice.

User and partiallds are different objects with partialld Object owning only @efubf the User
attributes. Partialld automaticallyharit from user Object for attributébat are generic to the user
(l ocation, some user profile attributesé).

However, attributes like location that are not redefined at the partial Id level damestitcessible
using a partiad.

A user profile is asxiated to a identity and contain sensitive static user information thus excluding
privacyrules, reputation, presence tmcation. The primary identity profile contains the full definition

of the user information. The partial Id profile can only redefinsubset of the profile attributes. As

an example, the gender of the user is defined at the primary identity profile level and all partial
Identities attached to that user will see the same gender without being able to modify it on a per
partialld profie level.

The primary identity is created at registration time whereas partialld can be created at any time after
login. Creating a partial identity also creates a specific context for theonefde, the presence, the
privacy rules and the reputation.

These identities are used to reference the user in any operation in the public community. Identities are
externally known through the notion of pseudonyms which is the only mandatory field of the profile to
complete. From a platform standpoint, they carchenged. These identities are internally referenced
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using either the rootld (for primary identity) or a partialld which are not supposed to be revealed to the
End User. Rootld and partial Id are then internal IDs which have a specific syntax to preserve
unigueness.

WP5.2b PICOS Platform description

The partialld component has implementied ability for users to creasdarns (or post it with date)
that can beharel with his contacts. The alarm is created witissiblya list of destinatiom When the
alarm pops, a notification is sentihe notification server to each destination.

The partialld component is launched when a new request is receivexitanwghen the response is
transmitted.

Partial id Private room  profile Location policy presence reputation

createPartialld
) evaluatePolicy (on create| a partial idgntity)
) createUserProfile
. setPolicyRules (privacy) |
createPresenceUser
) createllocationUser .
addPartialld
_ setReputation
response * >

Figure 13: create a partial identity call flow

getldentityProfile

For partialld, combine the rootld profile (attributes that are generic to thg asd the partialld
profile. (Attributes that are specific to a partial identity) and check if there is a global policy for the
profile or a per attribute policy
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WP5.2b PICOS Platform description

Partial id Private room  profile policy  presence reputation
getldentityProfile
S
evaluatePolicy (global profile access)
getUserRrofile(partialld)
getUserRrofile(rootld)
evaluatePolicy (each profile attribute access)
evaluatePolicy (each profile attribute access)
evaluatePolicy (each profile attribute access)
response >
Figure 14: get Identity Profile call flows
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deletePartialld

WP5.2b PICOS Platform description

Removean identity of auser remove identity context in most of the platform compoenent

Partial i

d Privacy Advisor reputation

policy pres. loc.

RT-content User

deletePartialld

evaluateR

Policy (delete a partial Id)

PArevoke

continue

GetUserSub

Communities

&

PAAdviseNotificatig

n(contentremain

s in sub-community)

&

deletetP

resencelUser

ok

deletetLoc

Fation User

& &

de

eteRTCont

entUser

deleterej

putationUser(partialld)

deleteRul

les (partialld attributes)

response

«—

>

Figure 15: delete a patrtial Id call flow
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WP5.2b PICOS Platform description

getidentityList
Get tte list of identities attached to the partialld. The response includes the profile for each identity

Partial id Private room  profile policy  presence reputation

getldentityList
—_—

evaluatePolicy (read partialld-List)

getUserRrofile(partialld)

response

Figure 16: getldentityList call flow

getRootldWithPartialld
Retrieve the rootlduser)attached to the provided partialidertity)

Partial id policy

getRootld

evaluatePolicy (read partial Id attribute)

response

Figure 17 getRootldWithPartialld call flow
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3.3.9. Location

WP5.2b PICOS Platform description

Component summary

Main functions Manage the location attribute of a Useiagrartial identity
Component type Script launched when a request is received
Storage Use a specific configurable file repository to store user relateg

location as well as POlmformation

Object/Attributes of objects the 1 Location attribute of the User Object

component is responsible for 1 Location attribute of the partialld Object

1 Points @ Interest attributes of the publammmunity
Object

Interface Web service (loationwsdl),
HTTP Serialize RPC,

Script RPC

Phase 2 modifications Support the management of Points of Interest and
advertising profile

Support the searchNearByUsers

Move auhorization request processing to the policy se
Centralized repository for user data storage

Trap unrecoverable errors

Centralized traces

=a =4 -8 -8 -9 = |=a = =

subscribelLocatiod7 ms

updateLocatiorfwith notification) 40 ms
getLocation (depends on clienesponse time)
addPOIl: 9 ms

getPOlList: 10 ms

performance

E R I ]

Location attribute is attached to the primary identity (rootld). A user A has the ability to update his
own location and see user B location information if user B privacy rule allow this access. A user A has
the ability to subscribe to user B location so that it will receive location notification when the user B
location is updated.

Privacy rules allow the definition of rules that may request user B authorization when a user requests
location or subscribe t@tation information. These default rules are provisioning by the application as
global community policies.

Location can be queried using a partial id. So if user A partialld X subscribes to user B partialld W
location, only when the user B location isodified, the user A will receive a natification with
partialld X and partialld W as context.

When the location is updated, the location of all the identities is updated.
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Privacy rules may restrict location information access to a list of users orcarauatunity or a role in

a

communi ty

cont ext

policy interface to provision these rules.

WP5.2b PICOS Platform description

The client

application i

S <

Longitude, latitude must be expressed using decimal dedbeesmal Degrees is displayets the
degrees in normal value, with both minutes and seconds in decimal format, as a degree value.

The definition of the location includes a precision field that is set by the client application. The

| ocati on

server

d 0 e s n 0 épt tlihbit passey thad pammetes asipartpf tleen  t

h

location data. Precision can be set on a per requester level. It is generically attached to the location and
it is up to the client application to update that parameter when necessary to preserve privacy.

The location information of a User is stored in a file repository. How any query of location for a user
B will generate a RPC call to the client application to retrieve the last location GPS coordinates. The
last known location is provided back when theru&eés not online

Example of location call Flows

Client End
Location policy Notification apps User
Option 1 :
| getlLocation | _ evaluatePolicy (Location) :
N . o 1
Response(Location |« retrievelocatign . =retrieveLocation= !
— -
_________________________________________________________________________________________________________________________ !
Option 2 1
. |
getlocation evaluatePolicy (Location) askPermissionAlways !
NotifAuthorization (privacy) : ok
_ “allow’ > >
Response(Location) | retrievelocation retrievelocation !
S N U, (S .
Option 3 1
tLocati |
getLocation > | evaluatePolicy(Location) | askPermissionOnce :
NotifAuthorization (priyacy) :
“disallow’ > |« ! Nok
Response "
-+ 1
(notauthorized) :
1
Figure 18 getLocation call flow
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WP5.2b PICOS Platform description

End
Location policy Notification | User
Option 1
subscribelLocation I
_ evaluatePolicy (Location) I
Response(Location | g
"— __________________________________________________________________________________________________ | -
Option 2
subscribeLocation evaluatePolicy (Location) |  askPermissionAlways |
! NotifAuthorization (privacy) I
“allow’ < » < » oK
Response(Location) [* |
"Opnonsl """
subscribelocation
- evaluatePolicy (Location) | askPermissionOnce I
" | NotifAuthorization (privacy) I
“disallow” > |« » Nok
Response :
(notauthorized) I
Figure 19 subscribelLocation call flow
3.3.10. Presence
Component summary
Main functions Manage the presence and statusesd$er o partial identity
Component type Script launched when a request is received
Storage Use a specificonfigurablefile repository to store user related
presence and status information
Object/Attributes of objects the 1 Presence attribute of the User Object
component is responsiblerf 1 Presence attribute of the partialld Object
9 Status attribute of the User/partialld
Interface 1 Web service (presenwesdl),
I HTTP Serialize RPC,
1 Script RPC
Phase 2 modifications  Centralized traces
1 Supportthenewatt us f eatur e 6ad
1 Move authorization request processing to teh policy sg
1 Centralized repository for user data storage
i Trap unrecoverable errors
performance I subscribePresenc27 ms
1 UpdatePresee 40 ms
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WP5.2b PICOS Platform description

1 getPresencd40 ms
1 setStatus:9 ms
9 getStatusList: 10 ms

Users register to the public community and are known under the primary identity but can also create
multiple partial identities attached to the same user.

Presence attribute can be attached to the primary identity or tdia pdentity. A user A has the

ability to update his own presence and see user B presence information if user B privacy rule for
presence allows this access. A user A has the ability to subscribe to user B presence so that it will
receive presence notiéiion when the user B presence is updated.

Privacy rules allow the definition of rules that may request user B authorization when a user request
presence or subscribe to presence. These default rules are provisioning by the application as global
community policies. Then the client application can customize these rules on a per primary/partial
identity level.

Privacy rules may restrict presence access to a list of users oicaraniunity. The client application
is using the policy interface to provision $igerules.

Presence can be attached to a partial Id. So if user A partialld X subscribes to user B partialld W
presence, only when the user B partialld presence is modified, the user A will receive a notification
with user A partialld X as context.

Presace of the default identity is automatically updated at login (online) and logout (offline).
Subscription to presence update of the contacts in the contact list is also automatically achieved,
providing the primary identity as the user context.

Example ofcall flows
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WP5.2b PICOS Platform description

Presence

po

licy

Notification

case
getPresence
| JeirTeselite |

Response(presence
— P O

getPresence
e

Response (presence)
o oo\ EeE

evaluatePolicy (presence rea

allow

evaluatePalicy (presence ) R

<+

askOnce
NotifAuth

orization (presence rea

End
| User

_modifyPolicyRules (presence

ead allow)

case 3 I
_getPresence evaluatePolicy (presence)
askOnce NotifAuthofization (privacy) Authorize ? I
Response ) L no I No
< . NotifAuthorizationResponse (no) “ I
(denied) )
_setPolicyRules (presence: no) I
Figure 20. getPresence call flow
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] End
Presence policy Notification User
Option 1 I
subscribePresence I
evaluatePolicy (presence read)
Response(presence) | allow . I
—
opton2 | I
Wnce _evaluatePolicy (presence read) I
askOnce NotifAuthorization (presence read) .
Response (presence) |* ] ] " yes Ling
— - modifyPolicyRules (presence read allow) l
Option 3 I
Mgnce _evaluatePolicy (presence read)
askOnce " I
NotifAuthorization (presence read) Authorize ? L
b
no
NotifAuthorizationResponse (no) “ i
Response (denied)
|
Figure 21: subscribe presence call flow
Presence Policy Public Community Notification
Option 1
updatePresence
» getMemberRole (myldentity)
evaluatePolic
“{presence write)
Response(presence ) NotifPresence (preserj:ff)* subsEriberA
NotifPresence (presen :e)* subscriber B
*  Only if users have subscribed to presence

Figure22 Update presence call flow
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3.3.11. Notification / Socket server

WP5.2b PICOS Platform description

Component summary

Main functions Allow platform notifications to be forwarded up to the handse
via the Nat servers/firewalls

Component type Frontend/backend architecture where the notificatidhds
frontend andhe socket server ithebackend

Storage Useaspecificenf i gurabl e file repo

pending notifications

Object/Attributes of objects the | None
component is responsible for

Interface Socket for pass through for the socket server and all types ¢
RPCs for the notification component
Phase 2 modifications 1 Support pending notifications when users are offline.
1 Define the 6 new notifications in the notification WSDL
1
performance

The notification component is in charge of delivering notifications to the client application running on
the handset.

It implements a front end web service server and uses adnackocket server to interact with the
handset.

The posible set of notifications hdseen defined in ®&/SDL file and the notification server acts as a
web service server and relthe request up to the client.

The clientRPClib is in charge of receiving the notificatisand deliveing it to the client as a RPC
request.

The notification component implements a generic RPC model. The delivery of the RPC request to the
client applicéion is generic. The RPC request can contains complex data structure as parameter of the
notification request and the response from the client application can also contain a complex data
structure that is delivered back to component requester.

Note that sme notifications are informative. Others might request some End User response.

Thesocket server is part of the routing layer of the architecture. As such it is deployed in a DMZ zone
andsendsfeceives direct internet traffic.

The socket server parti@fes to the notification service. It receives connection request from client
application (via the client SDK library) and allow RPC requests sent from WP5 components to be
forwardedup to the client. The client response is sent back through teh sameelcbpnto the
component that sent the request.

Example of call flows
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Source Notification Socket Client
component front-end Server application
Register(id) UserA
" Cnxremains open
Send a RPC web service request .
» Open socket (id)
) Sendthe RPC i
» | Sendthe RPC | UserA
"| Possible
interactions
RPCresponse
) RPCresponse <
Send aweb service RPCresponse ) .
- _ Closesocket(id)
Figure 23: send a RPC request to the client.
3.3.12. Contact
Component summary
Main functions Manage the policies attached to A€ OSresources
Component type Sciipt launched when a request is received
Storage Use a specific configurable file repository to stooatact
information
Object/Attributes of objects the 1 ContactList Object
component is responsible for f Contac Object
Interface 1 Web service (presence.wgdl
! HTTP Serialize RPC,
1 Script RPC
Phase 2 modifications 1 Support sharing of contatist
I Centralized traces
1 Centralized repository
performance

The contact component is in charge of storing contacts in a contact list attached to either rootld or
partiallds
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The component also stores contact profiles equivalent tepustie which is filled by the owneof
the contact.

WP5.2b PICOS Platform description

Contactprofiles are separated from the real profile of an identity of a user. It is a client application
function to initiate the file creation with public information of the member.

Example of Contact call flows:

User Contact Public community Partialld  policy
createContact
Getrequester
role in community |
B evaluatePoligy (requester, create, ¢contact)

CreateldentityProfile .

response "

3.3.13. Policy

Component summary

Main functions

Manage the policies attached to PIE€EOSresources

Component type

Script launched when a request is received

Storage

Usea specific configurable file repository to st@lépolicies

Object/Attributes of objects the

component is responsible for

Privacy rules of the User/partialld Object
Privilege rules of the User/partialld Object

Interface

Web service (login.wsdl),
HTTP Serialize RPC,
Script RPC

Phase 2 modifications

Add site conditions.

Change thestorage of resources
Centralized repository fguolicy data storage
Trap unrecoverable errors

Centralized traces

performance

evaluat®olicy 3ms
setPolicy 40 ms
queryPolicy 140 ms
setStatus: 9 ms
getStatusList: 10 ms

E I R I
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The policy manager is in charge of storamg evaluating rules associated to resources

Policy information is stored in a mulevel table hat uses the description level (array of couple
(name, id)) as indexes in the policy table.
The model allows the creation of infinite number of levels in the table offering optimum flexibility.

If a resource is defined as array ( (namel, id1), (name#d?), (hame3), (hame4, id4), any attached
rule is stored in the table:

$resource 6nameld6] [6i d16] [O6name2d] [O6id26] [ O6name 3¢

The value of th®HPI anguage i s that this table accessed is
then uses a facility to execute the string. This provides a very efficient access to rule information and
limited degradation when the data base of rules increases.

Identity Condition evaluation:
The Policy engine assumes thia user roles of the requesaee provided by the calling component.

Reputation Condition evaluation:

If the Policy engine evaluates a rule with a reputation condition, it is in charge of querying the
reputation component on the reputation of the requester

Site Condition evaluation

If the Policy engine evaluates a rule with a site condition, it is in charge of querying the site
component to retrieve the site attributes and queryingptiagion component to retrievke location
of the resource owner

Policy Storage

The Policy servestores root object and associated Objects/attributes into a single file separating
contexts and optimizing the context loading when the policy engine is loaded. Each file stores a
subsebf the complete resource table all subsequent resources antes attached to the table
$resourcef 6namel16] [O0i d1l6] [6name2d6] [06i d20d]

The PICOSplatform is provisioned with policy rules that describeahirole can do which actidior
which resourceThese default rules can be easily customized as they are gatiteradsinglePHP
script that is launched dugninitial configuration time (&e installation and configuration chapter

pagel05).
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Example of call flows

WP5.2b PICOS Platform description

Call flows executed by all components beforefigrening a requestedction.

component policy Public Community partialld

Request(requester, action, resource)

getRootldWithPartialld (requester)

+ >

getMemberRole (requester)

evaluatePolicy (requester, role, resource, action)

. « allow, disallow »
Response (info) '
-———————

OR

Response (denied)
— e VR

Figure 24: Policy enforcement involvingall components and the policy server

3.3.14. Site
Component summary
Main functions Manage the site attribute of a user/identity
Component type Script launched when a request is received
Starage Use a specific configurable file repository to store user rekited

information

Object/Attributes of objects the 1 Site Object
component is responsible for

Interface Web service (sitevsdl),
HTTP Serialize RPC,

Script RPC

Phase 2 modificatian New component

Support site object managemefdreate, delete, get list,
get attributes)

Support centralized repository of user data

Support Centralized traces

Trap unrecoverable errors

=a =4 =2 =8

=a =4 =4

The site component is in charge of managing creation and dedétp@nsonal site. A site is defined as
an area around a location.
Site are private Objects that cannot be shared. It role is to create rules with site conditions. Site could

also be referenced when GPS doesndét work well (]I
The sitecomponent offers a classical interface for managing sites:
1 CreateSite
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i DeleteSite
 Get Site attributes
 Get Site List

WP5.2b PICOS Platform description

3.3.15. Subscription

Component summary
Main functions Manage the subscription to action on community resource
Component type Script launbed when a request is received
Storage Use a specific configurable file repository to store user related
subscriptiorinformation
Object/Attributes of objects the 1 Relates to all community objects
component is responsible for
Interface 1 Web servicequbsriptionWebServicavsdl),
I HTTP Serialize RPC,
9 Script RPC
Phase 2 modifications 1 Support objecsubscriptiormanagement
I Support centralized repository of user data
1 Support Centralized traces
i Trap unrecoverable errors
performance 1 Subscribe 4 ms
1 notifyAccessedElement (without noti# ms
1 notifyAccessedElement (withnenotif): 10 ms

The subscription component is designed to offer a generic subscription model for beingndderted
an action has been performed on a community Object.
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User Subscription Component Notification User
In charge of
User A ObjectA
Subscribe
(ObjectA, action B
User B

Req for actionB On objectA
{object, action) >

Response

__notifyAccessedElement
" (ObjectA, actionb)) "

Notification NewContent A
{Object A, action b)) NewContent UserA =
(ObjectA, actionB)) g

Figure 25: overall call flow for subscription service

The component is charge of the Object A receives a request to perform an action on this object (ex
read the Forum Object). The component informs the subscription component of this action.

The subscription component checks if there are subscribers to this couple (object, action) and generate
notification to all subscribers

The subscription component uses the notification service to deliver the alert up to the end user
including some objecttibutes.

The subscription component doesndt checks whet he
The component rases the data structure implemented for policy where the same resource (Object)
description is used.

Subscription informatiois stored in a mulievel table that uses the description level as index in the
table.
The model allows the creation of infinite number of level in the table offering optimum flexibility.

If a resource is defined as array ( (hamel, id1), (name2(i@d2he3), (name4, id4), any subscription
is stored in

s

$elemerdf 6 namedli &d]16] [ o6name2d6] [6i d26] [O6name306] [ 6n:

ThevalueoPHPi s t hat this table accessed is done by ci
facility to executéevduatethe stringas if it was @&@HPstatementThis provides a very efficient
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access to subscribe information and limited degradation when the datd# babsecribed objects
increases as well as support an Ainfinited depth

WP5.2b PICOS Platform description

The subscriptiomomponent is designed for sending notifications to End users via the client
application but could be extended to offer a subscription service between the platform components

Actually, the public comunity (for forum Object, foruathread, contribution, cagory, content
Objects) and the setommunity (for subcommunity content, thread Object) are generating the
finotifyAccessed r eque st

3.3.16. Public community

Component summary

Main functions Manage public repositories and forum as well as public
community membes

Component type Front end / back end architecture

Object/Attributes of objects the Public community Category Object
component is responsible for Public community Forum Object
Public community member Object

Interface Web service (login.wsdl),
HTTP Seralize RPC,

Script RPC

Phase 2 modifications Centralized traces

Support content publisher revocation

Support category creator revocation

Support Forum creator revocation

Enforce rules per instance of category, forum, ferum
thread, contribution Objects

Support content access history

Support forurrthread access history

Support notification of new action on public community
objects.

=4 -—a_-a_9_-9_-9_4a_-4a/_-o-m=a_-°a_--

= —a =9

performance CreateCategory 25 ms

CreateForum 30 ms

CreateForumThread 30 ms

Create Contribution (with 4KB content) 130 ms

addContentToCategory (with 30 KB content) 180 ms

= =4 -8 -8 -8 |2

Once the User is registered and has logged in, he can access the different functions of the public
community. The public community offers two major services; one service for asynchronous
communication beteen members of the public community i.e. Forums and one service to store and
retrieve content to/from the public repository.
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Accessing Forums

WP5.2b PICOS Platform description

Members of the public community can create Forum of discussions or use existing forum which might
have been provisned before the start of the community.

Once the forum is created with at least one moderator, members of the public community can start
creating forum threads by pushing an initial message. Content can be attached to forum thread
contributions as well. @ntribution can then be pushed, deleted and edited by the owner of the
contribution.

User can start seeing the list of forum with title and description, select one forum and see the list of
threads of discussion in the forum. They can enter a threadoofsdisn and decide to contribute to

the ongoing discussion. Each contribution has attributes including the publisher pseudo and its
reputation/number of owner contributions as well as the rating/number of vote of the contribution by
itself.

Each memberfahe public community can read a contribution and ratééreas ontribution ownes

can decide to edit or delete their contribution.

User can participate to Forum using one of their identities.

The moderator has the right to delete/ edit any contributicupdate the text or remove attachment.
The contribution is now locked and cannot be edited addmdlerators camlsocopy a thread from
one forum to another one.

The client application can decide to allow association of privacy rules to each caoorithet is
published. Privacy rule can apply to the contribution by itself or to sensitive attributes of the
contribution like the publisher information..

Pdicy enforcement has been modifiedallow rule definition per public community Object instance
(define a specific rule for a particular forum)

Accessing the public store

A public repository is made available to push content to a general store. Content might be subject to
editing before being made available to the member of the public community.

Members of the public community can create and open categories where public content is stored or
create new ones. Categories can be cascaded (category attached to a category). Publisher of the
content have the access right to edit or delete content theypbbhghed.

Content is defined as a set of attributes (the meta data of the content) and the content data by itself. A
MetaContent is defined as an array of content.

Meta Content can be stored into categories.

A category has attributes that can be modifieor a multimedia description of the category, a Meta
Content can be attached to the category.

The client application can decide to allow association of privacy rules to each content they publish via
the policy manager. Privacy rule can apply to the emnby itself or to sensitive attributes of the
content like the location information.
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Pdicy enforcement has been modifiedallow rule definition per public community Object instance
(define a specific rule for a particular content)

Example of call flows

Sub-community

poli

cy

Pub Com

partialld

notification

User

User A

Sccreate (reque
—_—

getRootldW

ithPartialld (requs

>ster)

getMemberRo

e (requester)

-
<

evaluatePolicy (re

nuester, role, sub

Response (ok) |

-—

SclnvitePartialld
_—

(requester)

getRootldW

ithPartialld (requs

community, ¢

aster)

eate)

getMemberRo

e (requester)

evaluatePolicy (re

huester, role, sub

Z

otiflnviteRespons

community, a

&

dd)

accept

User C

Response (ok)

NptifStatus(userB accepted)

RPC: NotifStatus  User A

—

Figure 26: create subcommunity call flow

3.3.17. Real time (RT) content sharing

Component summary

Main functions Manage the real time communications between users

manage ana synchronous Message Inbox

Component type Front end / Bck end architecture

Storage Use a specific configurable file repository to store user related
communicationand user inboinformation

Object/Attributes of objects the  communication Object

component is responsible for 1 User inbox Object

Interface 1 Webservice (login.wsdl),
1 HTTP Serialize RPC,
1

Script RPC
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Phase 2 modifications Support access to archived chats.

Support content sharing over chat

Parallelisation of invitation and message transmission
Support centralized repository of user data

Support Catralized traces

Trap unrecoverable errors

Create communication 13 ms
sendMessage 80 ms (3 participants)

performance

S I I B B |

Thereal time content sharing component is in chargeetihg up instant group chats groupcontent
sharing communicatian

The communication establishment is achieved via an invitation process of a set of members of the
public community that magome fromthe contact list of the communication creator.

Users that accept to be part of the group chat accepts to dedicate thedr tine that. When a user
accepts to be part of the communication, all participants receive a notification that he has accepted to
be part of the communication.

Messages and content pushed by one member are immediately delivered to those who have accepted
to be part of the communication.

The communication can then be closed by the creator of the communication. Participant can leave the
communication at any time. The remaining participants are informed on any participant leave.

No content or messages atersd once the communicati@closed.

To avoid serial process of multiple invitatiomsttcould lead to timeouthe Real Timecontent
sharing component has implement a thread emulation process (thread are not suppdt@dtby
support concurrentvitation processes ( invitation notification waiting for user approval).

The same model has been put in place for the transmission of messages.

Example of call flows
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Real Time Content Sharing policy notification Users
User A
createCommunigation
—_—
evaluatePolicy (communication / create)
allow
response ) Notifinvite | RPC: Notiflnvite User B
. NotiflnviteResponge . accept
) NotifStatus(userB pccepted) .| RPC: NotifStatus User A
) Notifinvite RPC: Notiflnvite User C
NotiflnviteResponsg accept
NotifStatus(userC accepted) _ | RPC: NotifStatus User A
NotifStatus(userC gccepted) | RPC: NotifStatus User B

Figure 27; create a communication (chat) call flow

. . . Privac . e
Real Time Content Sharing policy acy partialld notification End
advisor User
User A 1
sendCommunicationContent I
evaluatePolicy
(picture, video) i
(communication write) 1
PAexamineCohtent getldentityProfile 1
(proceed) :
response NotifCommunicationMessage(userA, txt) RPC: Notif 1 gerc
< . I .
NotifCommunicationMessage(userA, txt) RPC: Notif , User B
1
|
|
|
|
Figure 28 Send Communication Content call flow
3.3.18. Private room (My Files)
Component summary
Main functions Manage userds private room
anglers)
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Component type Front end / back end architecture

ObjectAttributes of objects the 1 Private Room Object
component is responsible for 9 Private Room Content Object
Interface 1 Management Web service
(PrivateRoomWebService.wsdl),

1 Content WebService (PrContentWebService.wsdl)

1 XML-RPC
Phase 2 modifications 1 Centralizel traces

i Centralized WebService Factory
performance 1 No performance tests available
The private room component i s responsible for ma

corresponding content objects.

Once a user registers to the community a singl@piroom is created for this particular user.

Users can use the private room to store private data like files (or catch reports in the angler version) in
a secure place which is not accessible for other users. The user can modify and prepare hésdontent
then transfer it either tearious subcommunitiesor to a category inside the public community.

When the user unregistedt®e private room will be closed and content deleted

The private room component is a front end / back end component wigei@rihend part

implements the web service interface and the communication with thePd@@Ecomponents

whereas the baend part is dealing with the interface with #leGG subsystem.

Publishing Content

The user of the private room can upload pictures to his private room. He can then e.g. edit the title
and publish this picture to a sebmmunity or a category of the public community. During this

process he has the possibility to add access restrictions either time based, user basedherfideth. T
will then be only accessible during the given timeframe or by the specified users.

Example of Call Flows
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WPS Platform Private Room WebSerdce Elgg Subsystam
I 1. PrCreated "I‘ :
1.1: Prcreate() ’l
:IT_I 1.1.1: write to database()
(T‘, : j return
Stum status, status Message
peturm status, statushessagel |
I I
I I I
I I I
I I I
I I I
I I I
3.3.19. Sub-community
Component summary
Main functions Manage the subommunities with files, forum (and catch diarie
for anglers)
Componentyipe Front end / back end architecture
Object/Attributes of objects the 1 SubCommunity Object
component is responsible for 1 SubCommunity Forum Thread Object
1 SubCommunity Repository Object
1 SubCommunity Content Object
Interface 1 Management WebService
(SubCanmunityWebService.wsdl),
1 Content WebService (ScContentWebService.wsdl)
1 XML-RPC
Phase 2 modifications 1 Support content publisher revocation
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Support ForunThread creator revocation

Enforce rules per instance of forethread, contribution
Objects

Support catent access history

Support forurthread access history

Support notification of new action on public community
objects.

Shared Desk functionality
Centralized traces

Centralized WebService Factory

E |

E ]

= |=a = =1

performance No performance tests available

The subcommnunity component architected as a front end / back end component using 4&RRE®IL
communication between them.

It is responsible for managing the sciimmunities and the corresponding content objects as well as
the forumthread object.

A user can freely creatprivate or public subommunities. Other users can freely join public-sub
communities where as for membership in a privatecgubmunity an invitation by the creator is
needed.

Shared Desk

The shared desk is not implemented as an own component. Bebhausieated desk is a kind of
special type of subommunity this component is responsible for managing the shared desk as well.

A user can freely create a shared desk. Other users can only be invited to participate in this special
kind of group.

In contrastto the normal sweommunities only the creator of the shared desk is able to publish
content files. The other members can only read the content but cannot discuss it or post own content to
the shared desk.

Accessing Forum Threads

Members of a subommuniy can create a discussion and take part in a discussion (thread) which has
been started by another member before.

A thread is created by giving a title and an initial message with an optional content attachment. The
corresponding contributions can thendedeted and edited by the owner of the contribution.

Users start seeing the list of threads in the forum. They can enter a discussion and decide to contribute
to the ongoing discussion. Each contribution has attributes including the publisher pseuds and i
reputation/number of owner contributions as well as the rating/number of vote of the contribution by
itself. Each member of the swommunity can read a contribution and rate it as long as access is not
restricted for him.

The subcommunity creator hathe right to delete/ edit any contribution to update the text or remove
attachment.
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Most of the default forum policy rules are defined using the policy manager ammtopisioned
before the start of the service.

For the gamer so

WP5.2b PICOS Platform description

can restrict access either time based, user based or both.

Accessing the Repository

p | tehasfbeen addep t thieady so ¢hat the creater mfearthread

A content repository is made available to push content to a store inside tbensuioinity. Content
might be eded inside the private room before being made available to the members of the sub

community.

Publisher of the content have the access right to edit or delete content they have published.

Content is defined as a set of attributes (the meta data of they@md the content data by itself.

For the gamersé

pl atform policy

enf orcement has

publisher of a content item can restrict access either time based, user based or both.

Example of Call Flows

s SEGETCDntentLiSt)

serf Client

Sub-Comunity WebService

Sub-Community Backend

FPalicyManager

| 4 sceetContentList) P'l

returt] EETUS, statusMessage, Conk

1.1: get authofization

retiir

____lm

-

—

tatus, statushessage, Contgnilist

hitList

response

Copyright © 2008, 2010 by the PICOSonsortium 8 All rights reserved.

The PICOS r oj ect

D5.2b Platform prototype 2b

receives

research funding

Page80 of 119

from the Communityods

Version 1.2



L

£
PICOS

WP5.2b PICOS Platform description

3.3.20. Logging server

Component summary

Main functions Log the component events , retrieve event using filtering critel
Component type Front end / back end architecture
Storage Use a specific configurable file repository to store user related

logginginformation
Object/Attributes of objects the 1 none
component is responsible for
Interface

Web service (login.wsdl),

HTTP Serialize RPC,

Script RPC

No major enhancement.

Support centralized repository of user data
Support Centralized trase

Trap unrecoverable errors

logEvent 3 ms

Phase 2 modifications

A=A =A=a-a=a=a=

performance

The logging server is used by the components to store information about platform events. The event
details contain a clear text describing the event as well as a data structure that contains the
chaacteristics of the event. Any logging requester can select one or multiple criteria in the data
structure for event filtering.

PICOS: Logged events: Select your filter

Component: Who Did What Where / Of
All ¥| pseudanym: Al || al ~ All ~
Id {if any): Id (if ary): Id (if ary):
Duration Event status
One day |+ Al v

Figure 29: admin console screen for selecting a filter to get events

Filter criteria can be:

Which component logged the event

Who performed the action (name and id)

Which action was performed

What resource was involved (name and possibly an id

E I
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1 Where the resource is located or who is the owner of the resource (name and possible an
id)
The event loggig component returns then all events that matctedihedcriteria.

WP5.2b PICOS Platform description

Event are incrementally stored into a file (one file per day),mgatke event logging performing well
Decoding consume more CPU but might be dondirodt

The component offers trability to retrieve eventsver multiple days

3.3.21. Centralized PICOS library

In phase 1,@me methodwere duplicated among the components, espedfalgncapsulation of the
RPC access to component methods. A set-ofable methods have been centralired

APICOS utilo directory andPHPscriptsare included by components, thaireducing the PICSO foot
print, code duplicatiomnd centralizing some functishike inter component communication for easy
customization

3.3.1. Configuration scripts

The generatonfiguration of the platform iachieved via centralizedcript thatncludes all
information related to :
1 The host server for the platform and each separate component
1 The URL accespathsto support the RPC calls and web console
1 The TCP socket portef the frontend/backertbmponents
1 For each compamnt, the configrationfile contains:
0 The path to store the traces
0 The path to store the séstentdata
0 The path to launch the compon&Pscripts
0 The described methods of each component and its ammatsel over the proxy.

Another script (createCommuniBHP) is used to initially create the community by:

1 Setting the default rules for each object
1 Creating an admin user to login the admin console

3.3.2. Operation scripts

Operation can be achied using the@dmin console o8 basic scrigtare provided to perform action
like

1 checkServeRPHP (check that all frontend/backend components that need to be started are up
and running)
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1 stopServePHP stop all frontend/backend components
1 restartServePHP. start allfrontend/backend components

WP5.2b PICOS Platform description

3.3.3. The PICOS platform admin console

In order to manage the platform, a web admin console is defined allowing the management of various
administrative functiosas well as operation functions.

Note that the purpose of the admiarSole is not to offer a web access to community members

The admin console is accessible using the following URL:

<root pktform URL>/adminConsole/index.php
In the installation described in the document the root platform URL is :
https://hostname/webservicBCOS

Note: the root platform URL (can be changed during installation, thus changiRg®&admin

console access URL.

The admin conde is a web application that is accessed with a browser and that uses the web service
interface of the platform components to perform actions or retrieve data.

RPC
I GATEWAY Data Centralized DBs s File repository
— | layer
Proxy
RPC S
Notification
Exchange | Function
layer Login Presence Location Subscription
Web e Server Senver senver Server
. P Site Public community |Real ime content| | Private room
sServices f‘"m .te=1rated Server server sharing server server
unctions
. Partial ld Sub-community | | Privacy Advisor Contacts
Admin I ‘ server sefver ‘ server server ‘
Console )
l— Service Notification Authenticatio Reputation Policy
J > enablers server server " server server
—
Web page Firewall}
Routin
Exchange laver 9 Socket WS proxy
Y server server

Figure 30: Comparing mobile access and admin console accesses tophaform
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The accesstthe admin console requiresogin with admin capabilities. Note that the admin console
login is designed to work even if the complete platform is not startedladmin role allows the user
to perform all functions and accessyanser contextSSLchanne$ areusedto secure the transport of
sensate information over Internet.

During the initial installation and configuration, an admin login is automatically created (login:
padmin, passworgiadmin). During the first logirotthe admin console, it is recommended to create a
new admin user and delete the default one (or change his password)

The admin console offers a main navigation using a left menu

Admin Console ..

Public community repositories

Logged in as: admin10
. sub-
— Reposity Last post repository Content
- @@
Manage the Public EX . (No content
Communit : newname1§ | ",
by rootld 18171841 (description) o 1
Manage the members F WL open, delete, advanced infos
Manage the public B
repesitories
Create a new repository ; newnamel17
- - ‘L by rootld 18171841 (description) List 7
get the repository list open, delste, advanced infos
Add a content to a
repository
f newname11
‘L by rootld 18171841 (description) Mo 3
apen, delete, advanced infos ¥ l3T22:35:27+02:00
f newname12 - gperator
WL by rootld 18171841 (descrigtion) zgug-ug- Mo 4
Moderate Forums 2 Open, celete, advanced infos " 13T32:33:23+02:00
Platform usage |+
. o f w
ol":'f"t‘"g e ' ‘L by admin (Watercourses) 2000 Mo 3
BESE I — open, delete, advanced infos ¥ 37121 0215+02:00
Send a message :

Figure 31: admin console web screen showing thaublic repositories (categories)

The admin console has been designed to administer the community, fill the repositories with valuable
content or moderate the forum and cleaning up the discussion when necessary. Itasigissdo
operate the platfon with restart platform function or statistics retrieval.

The admin console contains the following features (in bold new features added in phase 2)
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features Description

Public community attributes | Get, update the general announcement, the terms andaund

Public community members| List of members

Search member

Revoke member or identity of a member

Display member details

Register new usersupdate profile

Create / update user identities and associated attributes
List policies attached to user/idernities andattributes

Public community repository| Create / delete category
Add / delete (meta) content in category
List categories/subategories

Create andList policy rules attachedto categories and content

Public community forum Create / delete forn
Add / delete discussion in forum
List forum /discussions

Create andList policy rules attachedto forum and forum-thread

Platform usage Display logging
Statistics
Most active users

Platform operator Check servers

Restart servers

Point of interests Create/delete/ update POls
Manage advertising profile.

Create andList policy rules attachedto POls

Send/receive messages Send message to any member of the community

Get message from any member to manage complasinig the reply
feature of the client
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4. Implementation strategy

4.1. Definition

Brainstorming has been conducted between partners to refine the value proposition select which uses
cases had to be implemented in the first prototypkselect the necessary components accordingly.

An internalGamers requiremediocument has been written

4.2. Specification

Once the scope of the platform was started to be shaped, it was critical to define the platform
functionality and its interface from an external standpoint so that the application team cauld star
define the end User application.

A functional specification document (main feature and interface description) of 400 pages has been
written and reviewed. All review comments have been gathered Mtorasoft excelform with a

status and action per corant.

4.3. Design

The design phases consisted in defining the overall architecture and the internal API between the
orchestrated layer and the service enabler components. Some of the component APl methods are
directly accessed by the client, other are reseimed/P5 platform internal usage. These methods
cannot be called by the client. This method access control is done by the RPC gateway.

Call flows between components have been produced. Their goal was validate component needs against
the proposed intern@PI1 and evaluate further integration tests to be performed during the integration
phase as they were showing component dependencies

The internal and external interfaces have been defirind thee WDSL language. From di€ht
application standpoint, th@atform was perceived as having a singl€DL document that was
describing the platform interface

4.4. Coding

The WP5PICOSplatform has been written using web technolog@ietuding web services and the
PHPlanguage. Th®HPlanguage is a high level sciiipg language that offersutstanding new

flexibilities in the development of new applications. The web service support is well integrated and
allows in a few lines of code to generate web service requests that is managed by the platform or by an
externalweb resource. ThBHPlanguage is well recognized for rapid prototyping of complex
applications. Th&®HPlanguage is supported on various platforms including windows and Linux
platforms.
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The WP5PICOSplatform is basedn Linux RedHat operating system aratious open source
software have been installed including apaéh¢®, libpng, libjpeg anELGG.

The RPC gateway, which is a HP asset, is also required to translate the client RPC calls into web
services requests.

Eachcomponent owner was responsilie dloing their component module testing.

The component testing hasdn achieved by creatind?&lPscript for each web service entry point of

the component. EadPHPtest script was offering a rudimental web interface to fill the parameters of

the requesand test various scenarios.

For components that were using other component services, emulation of these components were made
available.

These test scripts were also made available to WP5 partners as well as WP6 so that they could create
platform contextguch as create new users) before the client application was able to perform it.

The delivery model for the complete platform feature set hasdrdanremental deliveringf
features over 10 releasks the phase 1 and 5 for the phase 2.

4.5. Integration

Due to the light weight used application execution environment, it was possible to provide early in the
process a WPBICOSplatform with all the components either with limited (emulated) capabilities or
with the finalzedcomponent. Step after step, the éated components have been replaced with final
components.

Five platformshave beeiinstalled from the very beginningach platform being accessible from

outside and allocated to one partner so ohat ris
are running on a single server.

Each partner could then develop their own component on their system and could do a remote

integration of their component by accessing the platform and by reconfiguring the platform so that

their component was used insteddhe emulated one.

Each component owner was responsible for the integration with service enablers components (policy,
profile, logging..) and HPF was responsible for validating the component in the platform using the test

suite.

The private room and stdbmmunity components have been integrated to the platform by running
most of the platform componerda HPFGrenoblesiteandby running the private room and sub
community componesbn servers in Germany abg re-configuring the platform to properly late

the remote components.

4.6. Test strategy

In order to validate the 208eb service requestiefined inthe WP5PICOSplatform interface, a test
suite has beedeveloped that covers around 28@&ge scenarios with a 100 % tested method
coverage. The brahaoverage has not been evaluated.
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The test suite offers a way to directly test H€OSplatform components (emulatiaf WP5
component interactiolslt also offers an emulation of the client to query the platform services over
the RPC gateway. The sartests can be run in these two environments.

WP5.2b PICOS Platform description

In order to tessophisticated scenarios where the WP6 client application is supposed to receive
notifications or request, the test suite embeds an emulation of the client application for the notification
process. The test suite has then the ability to test various client application answers.

Platform
C | e nt " Data f Centralized DBs ,  File repository
Check Emulation h> layer
received Module
notifications | [
Function
/ layer Login Presence Location Subscription
e server Server server SEMVET
N “ PR Sie Public community |[Real ime comtent| | Private room
{j‘ ) f‘"m t&‘m"‘d Server server sharing server server
— unctions
. Partial Id Sub-community | | Privacy Advisor Contacts
Test script senver server server semer
Send Service MNotification Authenticatio Reputation Palicy
enablers server server server server
I— Routing
. Socket WS proxy
Web laye server server
D .
\Z J services

Figure 32 Complete chain emulation for non reg test suite.

The WP5 teanuses the same tracking system than the WP6 team, easing therregtion process.
See below the actualimber of directests pecomponent:

component Number oftest scripts number of methods
registration 8 2

login 7 2

contact 6 7

location 26 18

partialld 20 18

policy 0 8

presence 17 10

Private room 10 10
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Privacy Advisor 6 5

Public community 66 39

reputation 6 12

RT content sharing 6 19

Sub Community 37 27
Notifications 3 11

Site 9 5
Subscription 4 3
Authentication 0 6

Total 231 tests 202 methods

4.6.1. Registration

Test name

Purpose

PICOS- WP5 PROTO1REGISTRATION- 001

Basic Registration

PICOS- WP5 PROTO1REGISTRATION 002

Registration with all parameters

PICOS- WP5 PROTO1REGISTRATION 003

Registration with login already used

PICOS- WP5 PROTO1REGISTRATION 004

Registration with pseudo already used

PICOS WP5- PROTO1REGISTRATION 005

Registration while server is down

PICOS- WP5 PROTO1UNREGISTRATIONOO1

Un- registration

PICOS- WP5 PROTO1UNREGISTRATIONOO2

Un- registration with a non registered
rootID

PICOS- WP5 PROTO1UNREGISTRATIONOO3

Un- registration while s erver down

4.6.2. Login
Test name Purpose
PICOS- WP5 PROTO1LOGIN- 001 Login

PICOS- WP5 PROTO1LOGIN- 002

Login with wrong loginName

PICOS- WP5 PROTO1LOGIN- 003

Login with wrong password

PICOS- WP5 PROTO1LOGIN- PARTIALID - 001

Login, create partialld logout and
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| ogin again

PICOS- WP5 PROTO1LOGIN- PARTIALID - 002

Login, create partialld, set default
partialld logout and login again

PICOS- WP5 PROTO1LOGOUT001

Logout

PICOS- WP5 PROTO1LOGOUT002

Logout with wrong rootld

4.6.3. partialld

Test name

Purpose

PICOS- WP5 PROTQ- PARTIALID - CREATE
001

Partialld creation

PICOS- WP5 PROTO1PARTIALID - DELETE
001

Delete partialld

PICOS- WP5 PROTO1PARTIALID - GET ROOT
001

Get rootld of partialld

PICOS- WP5 PROTO1PARTIALID - GET- LIST -
001

Retrieve list of identities

PICOS WP5 PROTO1PARTIALID - GET-
PROFILE- 001

Get identity profile

PICOS- WP5 PROTO1PARTIALID - GET
PROFILE- 002

get profile from another user, rule
allow

PICOS- WP5 PROTO1PARTIALID - GET-
PROFILE- 003

get profile from another user, no
rule to allow -- > should see the
displayname only

ICOS- WP5 PROTO1PARTIALID - SEARCHPSEUDO
001

create partialid and search pseudo

PICOS- WP5 PROTO1PARTIALID - GET-
PROFILE- 004

get profile from another user, rule
for askOnce authorize ok

PICOS- WP5 PROTO1PARTIALID - GET
PROFILE- 005

get profile from another us er,
update to add age attributes, rule
to allow only the age get profile

PICOS- WP5 PROTO1PARTIALID - GET-
PROFILE- 006

use partialld, get profile from
another user, update to add age
attributes, rule to allow only the
age get profile

PICOS- WP5 PROTO1PARTIALID - GET-
PROFILE- 007

use partialld, get profile from
another user, update to add age
attributes, rule to allow only the
age get profile then modify the
rules

Copyright © 2008, 2010 by the PICOSonsortium 8 All rights reserved.

ThePICOS roj ect receives

D5.2b Platform prototype 2b

research

Page90 of 119

funding from the

Communityods

Version 1.2



L

£
PICOS

WP5.2b PICOS Platform description

PICOS- WP5 PROTO1PARTIALID - GET
PROFILE- 008

Get profile from another user,
update to add age attrib utes, rule
to allow user - profile get profile

PICOS- WP5 PROTO1PARTIALID - GET-
PROFILE- 009

Get profile from another user,

update to add age attributes, rule

to allow user - profile to all members
& get profile

PICOS- WP5 PROTO1PARTIALID - GET-
PROFILE- 012

update aroot profile, get profile

PICOS- WP5 PROTO1PARTIALID - GET
PROFILE- 013

update a root profile, update a
prtialld profile, get a partialld
profile

PICOS- WP5 PROTO1PARTIALID - ALARM 001

set one alarm

PICOS- WP5 PROTO1PARTIALID - ALARM 002

set one alarm, de lete alarm

PICOS- WP5 PROTO1PARTIALID - ALARM 003

Set one alarm, edit alarm, delete

alarm
PICOS- WP5 PROTO1PARTIALID - ALARMO004 | set three alarms, getAlarmList,
delete alarm
4.6.4. Presence
Test name Purpose

PICOS- WP5 PROTO1PRESENCEGET 001

get presence for unauthorized user

PICOS- WP5 PROTO1PRESENCEGET 002

get presence for unauthorized
user with rootld/partialld

PICOS- WP5 PROTO1PRESENCEGET 003

get presence with
authorized and unauthorized users

PICOS- WP5 PROTO1PRESENCESUB 002 subscribe, update and get
notification
PICOS- WP5 PROTO1PRESENCESUB 003 rule allow, subscribe, update

presence

PICOS- WP5 PROTO1PRESENCESUB 004

subscribe, update and get
notification for authorization and
presence

PICOS- WP5 PROTO1PRESENCESUB 005:

subscribe, update and ge t
notification for authorization and
presence with partialld
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PICOS- WP5 PROTO1PRESENCESUB 006

subscribe and get notification for
authorization , refuse

PICOS- WP5 PROTO1PRESENCESUB 007

PICOS WP5 PROTO1PRESENCEUPD 001

update then get presence to ch eck
result

PICOS- WP5 PROTO1PRESENCEUSBE 001

subscribe, update and get
notification then unsubscribe

PICOS- WP5 PROTO1PRESENCESTATUS 001

create status

PICOS- WP5 PROTO1PRESENCESTATUS 002

create status, delete status

PICOS- WP5 PROTO1PRESENCESTATUS 003

create status, getStatusList, delete
status

PICOS- WP5 PROTO1PRESENCESTATUS 004

create status, getPresence, delete
status

PICOS- WP5 PROTO1PRESENCESTATUS 005

create status, getStatusList, update
status, delete status

PICOS- WP5 PROTO1PRESENCESTATUS 006

create status, getStatusList from
#identity, set rule, same
getStatusList, delete status

4.6.5. Location

Test name

Purpose

PICOS- WP5 PROTO1LOCATION GET 001

get location for unauthorized user

PICOS- WP5 PROTO1LOCATION GET- 002

get location for unauth orized user

with rootld/partialld

PICOS WP5 PROTO1LOCATION GET 003

mix of authorized and unauthorized
access to multiple location
information

PICOS- WP5 PROTO1LOCATION GET 004

Mix of authorized and unauthorized
access to multiple location
infor mation

PICOS- WP5 PROTO1LOCATION GET 005

add a rule with askOnce, get
location, check rule modification

PICOS- WP5 PROTO1LOCATION SUB 003 subscribe, update and get
notification

PICOS- WP5 PROTO1LOCATION SUB 003 subscribe, update and get
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notification

PICOS- WP5 PROTO1 LOCATION SUB 005

subscribe, update and get
notification for authorization and
presence with partialld

PICOS- WP5 PROTO1LOCATION UPD 001

update and get location for data
validation

PICOS- WP5 PROTO1LOCATION UPD 002

update and get location for the
cl ient

PICOS- WP5 PROTO1LOCATION USB 001 subscribe, update and get
notification then unsubscribe

PICOS- WP5 PROTO1LOCATION POI- 001 Add POI

PICOS- WP5 PROTO1LOCATION POI- 002 Add POI and delete POI

PICOS- WP5 PROTO1LOCATION POI- 003 Add POI get list delete POI get list

PICOS- WP5 PROTO1LOCATION POI- 004

Add POI get POIAttributes delete POI

PICOS- WP5 PROTO1LOCATION POI- 005

Add POI get POIAttributes update POI
getPOIlAttributes delete POI

PICOS- WP5 PROTO1LOCATION POI- 006

Add POI setRecommendation true ,
rec ommend POI resetRecommendation

PICOS- WP5 PROTO1LOCATION POI- 007

Add POI updatelocation and send a
searchNearbyPOls

PICOS- WP5 PROTO1LOCATION POI- 008

Add a commercial POI updatelocation

PICOS- WP5 PROTO1LOCATION POI- 009

Add a commercial POI Enable
adver tising, updatelocation

PICOS WP5 PROTO1LOCATION POI- 011

Add a commercial POI with hobbies,
Enable advertising, updatelocation

PICOS- WP5 PROTO1LOCATION POI- 012

Add a commercial POl with hobbies,
Enable advertising, updatelocation

PICOS- WP5 PROTO1LOCATON- SEARCHO001

Search nearby Users one user

PICOS- WP5 PROTO1LOCATION SEARCHO002

Search nearby Users: one user in the
area

PICOS- WP5 PROTO1LOCATION SEARCHO003

Search nearby Users: two users in
the area

PICOS- WP5 PROTO1LOCATION SEARCHO004

Search nearby Users: center with
address two users in the area
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WP5.2b PICOS Platform description

Test name

Purpose

PICOS- WP5 PROTO1PA- EXAMINE CONTENT
001

update the profile with a familyName
and Add content to a category with
this family name in the txt content
and accept the PA advise

PICOS- WP5 PROTO1PA- EXAMINE CONTENT
002

update the profile witrh a
familyName and Add content to a
category with family name and refuse
the advise

PICOS- WP5 PROTO1PA- EXAMINE CONTENT
003

update the profile with a familyName

and Add content to a ca tegory with
family name in description and
refuse the advise

PICOS- WP5 PROTO1PA- EXAMINE CONTENT
002

update the profile with a familyName
and Add content to a category with
family name in title and refuse the
PA advise

PICOS- WP5 PROTO1PA- EXAMINE CONTENT
005

open a chat, update the profile,
send a message with personal data ,
accept the pa advise

PICOS- WP5 PROTO1PA- EXAMINE CONTENT
005

open a comm, update the profile,
send a message with personal data ,
refuse the pa advise

PICOS- WP5 PROTO1PA- REPUTATION- 001

create sub Community and invite

partialld, then lower the reputation

4.6.7. RT content sharing

Test name

Purpose

PICOS- WP5 PROTO1RT- CONTENTSHARING
001

Communication creation and closing

PICOS- WP5 PROTO1RT- CONTENTSHARING
002

Communication closing

PICOS- WP5 PROTO1RT- CONTENTSHARING
003

Open connection and add participant
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PICOS- WP5 PROTO1RT- CONTENTSHARING
004

remove a participant

PICOS- WP5 PROTO1RT- CONTENTSHARING
MSG 001

open connection with invitees and
send a message to invitees

PICOS- WP5 PROTO1RT- CONTENTSHARING
MSG 002

invitees and
invitees, get

open connection with
send a message to
message list

4.6.8. Private room

Test name

Purpose

PICOS WP5 PROTO1PRIVATEROOM
ADDCONTENTDO1

Add a content to the private room

PICOS- WP5 PROTO1PRIVATEROM
ADDCONTENTDO2

Add/delete a content to the private
room and use GetContentList

PICOS- WP5 PROTO1PRIVATEROOM
ADDCONTENTDO3

Add content , create a sub community
copy content from pr to sc

PICOS WP5 PROTO1PRIVATEROOM
CHANGECONTENG01

Add/delete to the private room, get
a content change and check content

PICOS- WP5 PROTO1PRIVATEROOM
GETCONTENTO01

Add/delete and get a content to the
private room and check content

4.6.9. Public community

Test name

Purpose

PICOS WP5 PROTO1PGC 001

Set and get member status

PICOS- WP5 PROTO1 PG 002

Change community member role

PICOS- WP5 PROTO1PG 003

Get Terms and Conditions

PICOS- WP5 PROTO1PG 004

Create community

PICOS- WP5 PROTO1PGC 005

Get community attributes

PICOS- WP5 PROTO1PG 006

Update community attributes (policy
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not updated

PICOS- WP5 PROTO1PG 007 Update community attributes (policy
text updated)

PICOS- WP5 PROTO1PGC 008 Add community member

PICOS WP5 PROTO1PG 009 Revoke community member

PICOS WP5 PROTO1PG 010 Get user role

PICOS- WP5 PROTO1PG 011 Check if  user is a community member

PICOS WP5 PROTO1PG CATEGORYOO01 Category creation

PICOS- WP5 PROTO1PG CATEGORM02 Retrieve category list

PICOS WP5 PROTO1PG CATEGORY003 Delete category with wrong category
ID

PICOS- WP5 PROTO1PG CATEGORY04 Category crea  tion with 2 meta
contents

PICOS WP5 PROTO1PG CATEGORYO05 Sub category creation

PICOS WP5 PROTO1PG CATEGORY006 Retrieve category list from a sub
category

PICOS- WP5 PROTO1PG CATEGORN07 Delete sub category

PICOS WP5 PROTO1PG CATEGORY008 Update ca tegory att r ibutes

PICOS WP5 PROTO1PG CATEGORYO09 Get category presentation

PICOS- WP5 PROTO1PG CATEGORM10 create category, unregister, check
AisFounderRevoked 0 bit

PICOS WP5 PROTO1PG CATEGORY Add content to a category

CONTENT001

PICOS- WP5 PROTO1PG CATEGORY Add content (previously added to the

CONTENT002 private room) to a category

PICOS- WP5 PROTO1PG CATEGORY Get list of contents in a category

CONTENTO003

PICOS- WP5 PROTO1PCG CATEGORY Search content per publisher name

CONTENT004

PICOS- WP5 PROO1- PG CATEGORY Search content per location

CONTENTO005

PICOS- WP5 PROTO1PCG CATEGORY Delete content

CONTENTO006

PICOS WP5 PROTO1PC CATEGORY Get content

CONTENTO007

PICOS- WP5 PROTO1PCG CATEGORY Add content that is located in a

CONTENT008 sub - community

PICOS- WP5 PROTO1PG CATEGORY Get access history of a content
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CONTENT011

PICOS WP5 PROTO1 PG CATEGORY
CONTENT012

add content, set rule, Get content,
set rule Get content

PICOS- WP5 PROTO1PCG CATEGORY
CONTENT013

create category, unregister, check
fiisFou nderRevoked 0 bit

PICOS- WP5 PROTO1 PG FORUMO01

Forum creation

PICOS- WP5 PROTO1 PG FORUMO002

Forum deletion

PICOS- WP5 PROTO1 PG FORUMO03

Forum deletion with wrong forum ID

PICOS- WP5 PROTO1PC FORUMO04

Change forum attributes

PICOS WP5 PROTO1 PG FORUMO05

Change forum attributes with a wrong
forum ID

PICOS- WP5 PROTO1 PG FORUMO06

Retrieve forum list

PICOS WP5 PROTO1 PG FORUMOO7

Change forum admin

PICOS- WP5 PROTO1PG FORUMO08

Change forum admin with wrong forum
ID

PICOS- WP5 PROTO1PG FORUMO09

cre ate forum, unregister, check

isFounderRevoked bit

PICOS WP5 PROTO1PC FORUMTHREADOO1 | Forum thread creation

PICOS WP5 PROTO1PG FORUMTHREADOO2 | Forum thread creation with wrong
forum ID

PICOS WP5 PROTO1PG FORUMTHREAB 003 Move a forum thread to anoth er forum

PICOS- WP5 PROTO1PG FORUM
THREAD 004

Move a forum thread to another forum
with a wrong forum ID

PICOS WP5 PROTO1PG FORUMTHREADB 005 Delete a forum thread

PICOS WP5 PROTO1PCG FORUMTHREABOO6 | Delete a forum thread with a wrong

forumThreadId

Pl COS WP5 PROTO1PG FORUMTHREAB 007 Retrieve list of forum thread in a

forum

PICOS WP5 PROTO1PG FORUMTHREAB 008 Retrieve list of forum thread in a

forum with a wrong forum 1D

PICOS WP5 PROTO1PG FORUMTHREAB 009 Forum thread creation addrule to

created forum - thread

PICOS WP5 PROTO1PG FORUMTHREAB 010 create forum, create forum thread,

unregister, check isFounderRevoked

bit
PICOS WP5 PROTO1PG FORUMTHREAD Contribution to forum thread
CONTRIB 001
PICOS WP5 PROTO1PG FORUMTHREADR Contributi on to forum thread with
CONTRIB 002 wrong IDs
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PICOS- WP5 PROTO1PCG FORUMTHREAD
CONTRIB 003

Change contribution to forum thread

PICOS- WP5 PROTO1PG FORUMTHREAD
CONTRIB 004

Change contribution to forum thread
with wrong IDs

PICOS- WP5 PROTO1PCG FORUMTHREAD
CONTRIB 005

Delete contribution to forum thread

PICOS- WP5 PROTO1PG FORUMTHREAD
CONTRIB 006

Delete contribution to forum thread
with a wrong contribution 1D

PICOS- WP5 PROTO1PG FORUMTHREAD
CONTRIB 007

Get contribution list and
attachments

PICOS- WP5 PROTO1PG FORUMTHREAD
CONTRIB 008

Get contribution list with wrong
forumThreadld

PICOS- WP5 PROTO1PG FORUMTHREAD
CONTRIB 009

Get list of attachments with wrong
contentContributionID

PICOS- WP5 PROTO1PCG FORUMTHREAD
CONTRIB 010

Search contributions by publisher
name

PICOS- WP5 PROTO1PG FORUMTHREAD
CONTRIB 011

Search contributions by keyword in
txt

PICOS WP5 PROTO1PCG FORUMTHREAD
CONTRIB 012

Delete contribution to forum thread
done not by the owner

PICOS- WP5 PROTO1PG FORUMTHREAD
CONTRIB 013

Delete contributio n to forum thread
done by the owner not the moderator

PICOS WP5 PROTO1PCG FORUMTHREAD
CONTRIB 014

Create forum, create forum thread,
create contrib unregister, check
isFounderRevoked bit

PICOS- WP5 PROTO1PG FORUMTHREADR
CONTRIB 015

Create forum, create forum thread,
create contrib , get
threadcontribution list get access

history bit

4.6.10. Reputation

Test name

Purpose

PICOS- WP5 PROTO1REPUTATION RATE 001

Rate a content with rootld as entity
owner

PICOS- WP5 PROTO1REPUTATION RATE 002

Rate a content with p artialld as

entity owner
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PICOS- WP5 PROTO1REPUTATIONRATE 003

Rate a content with the owner
partialld

PICOS- WP5 PROTO1REPUTATION
multiplerateforsameuser - 001

Rate multiple time a content with
the same rootld as requester

PICOS WP5 PROTO1REPUTATION
mult iplerateforsameuser -002

Rate a content twice with partialld
as entity

4.6.11. Sub-Community
Test name Purpose
PICOS- WP5 PROTO1SUBCOMMUNITFYCR 001 | create sub Community and invite
partialld
PICOS WP5 PROTO1SUBCOMMUNITFYR 002 | create public sub Community and get
public sub - comm list

PICOS WP5 PROTO1SUBCOMMUNITYCR 003

Create private sub Community and get
public sub - comm

PICOS WP5 PROTO1SUBCOMMUNITYCR 004

Create private sub Community
unregister and get user list sub -
comm

PICOS- WP5 PROTO1SUBCOMMUNITY01

Change Sub Community Administrator

PICOS- WP5 PROTO1SUBCOMMUNITY02

Change Sub Community Administrator
not with the owner and close not
with the owner

PICOS- WP5 PROTO1SUBCOMMUNITY03

Change Sub Community Administrator
not with the owner

PICOS WB- PROTO1 SUBCOMMUNITYCR 003

create private sub Community and get
public sub - comm

PICOS WP5 PROTO1SUBCOMMUNITYNYV -
001

create invite

partialld

sub  Community and

PICOS- WP5 PROTO1 SUBCOMMUNITYOIN -
001

create sub Community and join the
community

PICOS WB- PROTO1 SUBCOMMUNITREM
001

create invite

partialld

sub  Community and

PICOS- WP5 PROTO1 SUBCOMMUNITY

Add content to Sub Community, then
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CONTENT001

get it and check it is the same

PICOS WP5 PROTO1 SUBCOMMUNITY
CONTENT002

Add 2 contents to Sub Community ,
check list of contents, delete 1
content, check list

PICOS- WP5 PROTO1 SUBCOMMUNITY
CONTENT003

Add content to Sub Community, then
change its attributes

PICOS- WP5 PROTO1SUBCOMMUNITY
CONTENT004

Create forum thread in Sub Community
and delete it not by the owner of
the thread but by an admin guy

PICOS WP5 PROTO1 SUBCOMMUNITY
CONTENT005

Create forum thread in Sub Community
, get list of threads and delete it

PICOS- WP5 PROTO1SUBCOMMUNITY
CONTENT006

Copy content from a Sub Community to
another

PICOS WP5- PROTO1 SUBCOMMUNITY
CONTENTO007

Add 2 contents to Sub Community,
check list of contents, delete 1
content, check list

PICOS- WP5 PROTO1SUBCOMMUNITY
CONTENTO008. PHP

Add 2 contents to Sub Community, add
a rule to the first content check
list of contents ,

PICOS- WP5 PROTO1SUBCOMMUNITY
CONTENT009. PHP

Add 2 contents to Sub Community, get
content, get content access history

PICOS WP5 PROTO1 SUBCOMMUNITFORUM
THREABOO1

Create forum thread in Sub Community

PICOS WP5 PROTO1SUBCOMMUNIFYFORUM
THREABO002

Create forum thread in Sub Community
and delete it

PICOS- WP5 PROTO1 SUBCOMMUNITFORUM
THREABO003

Create forum thread in Sub Community
and delete it not by the owner of
the thread

PICOS WP5 PROTO1SUBCOMMUNIFYFORUM
THREABO004

Create forum thread in Sub C
and delete it not by the owner of
the thread but by an admin guy

ommunity

PICOS- WP5 PROTO1 SUBCOMMUNITFORUM
THREABOOS5

Create forum thread in Sub Community
, get list of threads and delete it

PICOS- WP5 PROTO1SUBCOMMUNIFYFORUM
THREADBOOG

Create forum thread in Sub Community
, get list of threads unregister and
check revoked bit

PICOS- WP5 PROTO1SUBCOMMUNIFYFORUM
THREAD 007

Create forum thread in Sub Community
, add a rule on forum thread, check
enforcement

PICOS WP5 PROTO1 SUBCOMMUNITFORUM
THREADCONTRIBUTION 001

Create forum thread in Sub Community
and contribute to the discussion

PICOS- WP5 PROTO1 SUBCOMMUNIFYFORUM

Create forum thread in Sub Community
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THREAB CONTRIBUTION 002

and contribute to the discussion
with an invalid partialld

PICOS- WP5 PROTO1 SUBCOMMUNIFFORUM
THREADCONTRIBUTION 003

Create forum thread in Sub Community
and contribute to the discussion
with an invalid partialld

PICOS- WP5 PROTO1 SUBCOMMUNITFORUM
THREAB CONTRIBUTION 004

Create forum thread in Sub Community
and contribut e to the discussion
then change the contribution with an
invalid partialld

PICOS WP5 PROTO1 SUBCOMMUNITFORUM
THREADCONTRIBUTION 005

Create forum thread in Sub Community
and contribute to the discussion gt
the list of contribution

PICOS- WP5 PROTO1 SUBOMMUNITYFORUM
THREAB CONTRIBUTION 006

Create forum thread in Sub Community
and contribute to the discussion get
the list of contribution then delete

PICOS- WP5 PROTO1SUBCOMMUNIFYFORUM
THREADCONTRIBUTION 007

Create forum thread in Sub Community
and cont ribute to the discussion ,
change the contribution and get the
contribution list

PICOS WP5 PROTO1 SUBCOMMUNITFORUM
THREADCONTRIBUTION 008

Create forum thread in Sub Community
and contribute to the discussion ,
change the contribution and get the
contri bution list at last get
content

PICOS- WP5 PROTO1 SUBCOMMUNITFORUM
THREADCONTRIBUTION 009

Create forum thread in Sub Community
,contribute to the discussion gt the

list of contribution, get access
history
4.6.12. Contact
Test name Purpose

PICOS- WP5 PROTO1 CONTACT001

Contact creation

PICOS- WP5 PROTO1CONTACT002

Contact creation, contact not found

PICOS- WP5 PROTO1CONTACT003

Contact deletion

PICOS- WP5 PROTO1CONTACT004

Get contact list

PICOS- WP5 PROTO1 CONTACT005

Contact creation twice

PICOS- WP5 PROTO1X CONTACT006

Update Contact profile
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4.6.13. Site

Test name Purpose

PICOS WP5 PROTO1SITE - 001 Add site

PICOS- WP5 PROTO1SITE - 002 Add site, delete site

PICOS- WP5 PROTO1SITE - 003 Add site, delete with invalid id and
delete site

PICOS WP5 PROTOA1SITE - 004 Add site, get site, delete site

PICOS- WP5 PROTO1SITE - 005 Add site, get site, edit, get site,
delete site

PICOS WP5 PROTOA1SITE - 006 Add site, get site, edit, get site,
delete site

PICOS- WP5 PROTO1SITE - 007 Add site, set location , set rule
with site, get location  (within
site) , delete site

PICOS- WP5 PROTO1SITE - 008 Add site, set location , set rule
with site, get location (outside
site) , delete site

PICOS- WP5 PROTO1SITE - 009 Add multiple sites, get sites delete
site

4.6.14. Subscription

Test name Purpose

PICOS- WP5 PROTO1SUBSCRIPTION 001 subscribe to an element

PICOS- WP5 PROTO1SUBSCRIPTION 002 subscribe to an element, get element
list

PICOS- WP5 PROTO1SUBSCRIPTION 003 3 subscribe to an element, get
element list, unsubscribe, get
subscribeList

PICOS- WP5 PROTO1SUBSCRIPTION 004 subscribe to an element, send
NotifyAccessElement
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Test name Purpose

PICOS- WP5 PROTO1NOTIFICATION - subscribe to an alement Store
PENDING 001 notification, isPendingNatification
PICOS- WP5 PROTO1NOTIFICATION - Store natification, logout and login
PENDING 002

PICOS WP5 PROTO1NOTIFICATION - Store notification, logout and login
PENDING 003 and get pendingNotifications
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5. Installation and configuration

In order to ease the disseminatiorPdCOSresult, the Phase2 platm has been shaped to be easily
installable and configurable in a LINURedHat el5machine

5.1. Hardware dependencies

Thereare no real dependencies on hardweaspecially for demo or trial support. Supporting a
production configuration will requé sone extra work to size themount of memory, of LAN
interfaces for high availabilitgnd diskarrays forDB and file repositories

5.2. Software dependencies

ThePICOSinstallation assumese following configuration

1 Linux Redhat el 5.4apache includedhndabove
1 PHP5.2.10andabove
0 The defauliPHPthat comes with the redHat el 5.4 should be upgraded to support this
version
o0 PHPmodules likePHPsocket,PHPsoap, xImrpc andgraphics libraries moduse
must be enabled.
1 MySQL 5.1.37

PICOSis also using th&LGG open source. This software installation has been integrated into the
PICOSinstallation.

Note that for any othdrinux distribution orversion of open source software, the following
installation and operation guide might have to be modified. Sstidg is out of scopfor this
document

PICOSusesMySQL database for its pratgpe. Any commercial usage thfe PICOSplatform
requires a license agreement with the provideMySQL.
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5.3. Installing and configuring the PICOS system

5.3.1. Linux login for installation and configuration

You need toinstall and configur¢he PICOSplatformas rootuser.

5.3.2. Root name

A root name must be select that will be used for creating directodambasé .

Mul tiple pl:

can be installed on the same server, havifigrdnt MySQL database. The root name used in the

example iFiPICOS0

5.3.3. Create the PICOS root directories

Note that the repository names used for installing and rufiid@Scan be changed.
However changing the namegjuires some aptations in the HTTPDonfiguration and in the
PICOS config.inc file. Unless there are good reastmshange the names should be the ones that

are proposed in this installation description
Step 1. Log in as padmin user.

Step 2. Create a directorfor PICOSinstallat o n . Us e
name 0 optRICOS. /

t h/ept/orr oottt n a me .

# mkdir/  opt / PICOS

#chmod 7 75/ opt/PICOS

# mkdir /var/lib/ PICOS

#chmod 7 75 /var/lib/ PICOS

# chown apache:apache /var/lib/ PICOS
# mkdir /var/log / PICOS

# chmod 775 /var/log/ PICOS

# ch own apache:apache /var/log/ PICOS

5.3.4. Untar the PICOS file
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Step 1. Copy thePICOStar file in the /optPICOSdirectory.

----- , adminConsole
----- | authentication
----- | corfiguration
----- , contact

""" s elog #cdlopl  PICOS

""" . eventLogging #gunzip PICOS PLATFORM_V_34.tar.gz
----- . location # tar -xf PICOS PLATFORM_V_34.tar
----- J login #

----- | nbproject
----- . notification All the PICOSPHPscripts are now installed with the proper security
----- | operation setting

----- | partialld

----- | picos_util

..... . policy

----- | presence

----- | privacySdvisor
----- | private Room

..... | proxyws

----- , publicCommunity
----- | reqistration

----- | reputation

----- ) ttcontertsharing
..... | site

----- J subCommunity
----- , subscription

..... | test

..... | t'_l"FIES

----- , unit_tests

Step 2. Untar thePICOSfile in the /optPICOSdirectory

Table 6: picos directory creation after the untar.

5.3.5. Change the PHP.ini file

Step 1. Edit /etcPHPIni.
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| memory_limit = 256M

Step 3. Change the Error logging

| error_reporting = E_ALL & ~E_NOTICE

5.3.6. Change the httpd configuration

Step 1. Create @1COSconf in /etc/httpd/conf.d with the following setting
Configure the directories used. Change the root namexqyifired

Alias /webservices/ PICOS/repository/adminConsole/contents/
Ivarllib/ PICOS/adminConsole/contents/
Alias /webservices/ PICOS/ /opt/  PICOY

<Directory /opt/ PICOS/>
Options Indexes FollowSymLink S
Directorylndex index.php
AllowOverride All
Order allow,deny
Allow from all
</Directory>

<Directory /var/lib/ PICOS/adminConsole/contents/>
Options Indexes FollowSymLinks
Directorylndex index.php
AllowOverride All
Order all  ow,deny
Allow from all
</Directory>

item Description

Alias The directory

Iwebservices/  PICOS/repository/adminConsole/con fvar/lib/ PICOS/adminConsole/conten
tents/ /var/lib/ PICOS/adminConsole/contents/

t s/ oontains pages that are temporary cred
for the web console and must be accessed vi
http get.

It is assumed here the selected directory for
storing thePl@@ a i s
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Itis also assumed that tHf#@ICOS ur | 0
Afhttp://1ocaPlB@Sst/ we

Alias /webservices/ PICOS /opt/  PICOY An Alias so that PICOS PHP script
can be referenced in url and
launched by apache.

It is assumed that the directory
used to store all the PHP script is
fi / o pRICOSO .
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5.3.7. Configure SQL tables in MySQL

The installation assumes that tMySQL has leen installed on the same server and a root user has
been created (root/ 0pELSGESWaccedsithe databased wi | | be used

Step 1. Run the sqgql script to create tabl ec
replaced with the password of the raser. Seleca database name.
Use the root name

# cd /opt/ PICOY ELGG

# MySQL-uroot Tipopasswordo
MySQL> create database PICOS;
MySQL> use PICOS;

MySQL> source  ELGGsql

MySQL> source  PICOS.sql

Step 2. Change somédatapathasin the SQL database. The path must
referece the directory that contains tBeGG software.
The example assumes that /&p80Shas been used to untar the
PICOSsoftware

Step 3. For thefidatarood the example assumes that /varBlCOSis used to
store allPICOSdata.

MySQL> update ELGG datalists set value='/opt/ PICOY ELGGwhere name
= 'path’;

MySQL> update ELGG datalists set value="/var/lib/ PICOS ELGG where
name = 'dataroot’;

MySQL> exit

#

5.3.8. Configure ELGG

Step 1. Change th&LGG settingPHPscript. Update the
user/password information for SQL accassl change if necessary
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theELGG database name h BIEGS .i

# cd /opt/ PICOS ELGGengine
# vi setting s. PHP

/I Database username

$CONFIG >dbuser = 'root';

// Database password

$CONFIG >dbpass = 'rootpassword’;
/l Database name

$CONFIG >dbname =' PICOS;

#cd ..
# PHP install. PHP
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5.3.9. Configuring PICOS

Step 1. The configuration file usesthea me i | o acefetetcahs tudentt o
server. Make sure that fAlocal hosto
Step 2. The minimum is to update thexternallP address of the sesr. A server

may have an internal private address and an external public adleass
configurethe external IP address with the real IP address
Step 3. Configure the root name in the $instance variable.

# cd /opt/ PICOS/configuration/
#vi  PICOS config.in ¢

<?php
$PICOSdir = preg_replace({/ \ w+$},'/', dirname(__FILE_));
require_once('methodDefinition.inc");

$storeTraces=true;
$instance='PICOS;
$datapath="repository/" ;

$host_ip=" localhost" ;
$extern al_ip=" X.Y.ZW" ;

)

/I Socket configuration

)

define(CST_COMPONENT_SOCKET_PUBLICCOMMUNITY", '10001");
define(CST_COMPONENT_SOCKET_REPUTATION', '10002;
define(CST_COMPONENT_SOCKET_EVENTLOGGING', '10003");
define(CST_COMPONENT_SOCKET_SHARING', '10004 );
define(CST_COMPONENT_SOCKET_NOTIFICATION', '10000";

5.3.10.

Step 4. Some socket connections WITICP port are useitternally. Default values

are provided. If the default values are in conflicts with other applications on

the server, theynustbe changed.
Step 5. The 'CST_COMPONENT_SOCKENOTIFICATION' constant defines the
socket port that the mobile must open to receive the notifications

Restart the httpd server.
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# /Isbin/ service httpd restart |
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5.3.11. Start the PICOS server.

Note thathe PICOSserver must be started to create the community. Make that each of the 5 server have an
allocated Process ID

# cd /opt/ PICOS/operation
# .IrestartServer.sh
Reputation Server (pid: 26883)...
Public community Server (pid: 26880)...
Real Time Content Sharing Server (pid: 26882)...
Notification Serve r (pid: 26864)...
Event Logging Server (pid: 26884)...

5.3.12. Create the community

The community must biaitially createdusing a script:

1 It sets the default rulder the community.

1 It creates #1COSuser with admin capabilities that will be used toesmscthe admin console.

1 It configuresthe WSDLfiles pathswith the proper root name awtbre all paths into dile
Ivar/lib/PICOSconfiguration/wsdls.ctx

# cd /opt/ PICOS/configuration

# PHP createCommunity. PHP
setPolicies for user attributes

setPolic ies for partial Id attributes done
setPolicies for public community forums
setPolicies for public community attributes

set default Policies for sub - community

setPolicies for communication

The community is now created with padmin as the initial administrat or.
#

The community and its basic configuration is now created. All its parameters
(users, categories, forum, POls...° can be modified using the admin Console.

5.3.1. Restarting the Servers using the admin Console.

The stop/restart server operations is @enked using the admin Console.order to allow thedmin
Console i a p a edertadstop and start tHeHP servers, the servers must be stoppethg
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Step 1. Stop the servers

# cd /opt/ PICOS/operation/
# ./stopServer.sh

Step 2. Start a browser.and use the following url:
http://hostname/webservic€3COSadminConsole/indeRHP

Step 3. Login the adminCore using the default admin user (padmin/padmin)

Step 4. Selectinthdeftmenudn Oper ating the platformo. The
displayed with no associated PID.

Step 5. Click on tmlea tibues tTaerNotificatioreserver may take
sometimetostat | f no PI D appears, c¢click on A
componentso menu item to refresh the s

Figure 33: Admin console screen for operating the PICOS platform

5.3.1. Define community attributes

Copyright © 2008, 2010 by the PICOSonsortium 8 All rights reserved.
ThePICOS roject receives research funding from the Community®os

D5.2b Platform prototype 2b Page113of 119 Version 1.2


















