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This deliverable D6.2b presents the first versibthe PICOS community application prototype for the
gaming community (gamer v1). It describes the newcfionality, developments and modifications
applied to the second prototype for the angler camity (angler v2.5), which was the firm basis foe t
gamer mobile application. These new features arvatk from the requirements collected from the
gamer community and are described in the R2 inyatstin report (WP4). Some angler requirements
that were postponed in previous implementation @hasie to time constraints are also addresseg in th
gamers prototype. The priority for the implememtatof feature follows that of the requirementsha t

internal document R2, this is “necessary requirdsierirecommended requirements” and “helpful
requirements”.

The resulting prototype will be treated from WP8garance), WP7 (user trials), WP8 (evaluation) and
WP9 (dissemination).
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With the emergence of services for professional@indhte online collaboration via the Internet, man
European citizens spend work and leisure time Imercommunities. Users consciously leave private
information; they may also leave personalized sahey are unaware of. The objective of the ptojec
is to advance the state of the art in technolotfi@ provide privacy-enhanced identity and trust
management features within complex community-sujpppr services that are built on Next
Generation Networks and delivered by multiple comivation service providers. The approach taken
by the project is to research, develop, build tdall evaluate an open, privacy-respecting, trust-
enabling platform that supports the provision ahoaunity services by mobile communication service
providers.

The following PICOS materials are available frora groject websitéttp://www.picos-project.eu

Slide presentations, press releases, and furthklicpdocuments that outline the project
objectives, approach, and expected results;

PICOS global work plan providing an excerpt of tie@tract with the European Commission.

PICOS Foundationfor the technical work in PICOS is built by thetegorization of
communities, a common taxonomy, requirements, acohéextual framework for the PICOS
platform research and development;

PICOS Platform Architecture and Desigprovides the basis of the PICOS identity
management platform;

PICOS Platform Prototypelemonstrates the provision of state-of-the-arvgmy and trust
technology to leisure and business communities;

Community Application Prototypis built and used to validate the concepts of dlaform
architecture and design and their acceptability dovering scenarios of private and
professional communities;

PICOS Trialsvalidate the acceptability of the PICOS concepid approach chosen from the
end-user point of view;

PICOS Evaluationsassess the prototypes from a technical, legal soclal-economic
perspective and result in conclusions and policpmamendations;

PICOS-related scientific publicatioqsoduced within the scope of the project.
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Deliverable D6.2b is a collective work by the WPévedlopment team, whose members are listed
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Abbr Abbreviation
API Application Programming Interface
GPS Global Positioning System
GUI Graphical User Interface
HLD High Level Design
HTTP Hypertext Transfer Protocol
HTTPS Hypertext Transfer Protocol Secure
ICT Information and Communication Technology
ID Identity (also Identifier)
[dM Identity Management (also Identity Manager)
IM Instant Message
J2ME Java 2 Mobile Edition
LBS Location-Based Services
LWUIT Lightweight User Interface Toolkit
MVC Model-View-Controller
N/A Not applicable
OTA Over the Air
PA Privacy Advisor
PICOS Privacy and Identity Management for COmnyu&érvices
PID Partial ID
POI Point of Interest
RPC Remote Procedure Call
SC Sub-Community
UTC Universal Time, Coordinated
WP Workpackage
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The present deliverable D6.2b is the first and gmytotype deliverable for the new community of
online Gamers, closing the implementation actigifier PICOS project on the client side (WP6). This
new prototype aims at showing that PICOS solutioth @oncepts can be extended and adapted to the
other groups’ needs building on a pre-existing ieckure common to all of them.

D6.2b is the result of the work performed by WP&alepment team from March to September 2010,
in line with the planned activities for the secarytle [1] and in synchronization with WP5 work
(platform side).

The main outcome of this activity is a new prot@ypr the second PICOS community, targeting the
gaming community that will be tested in the schedlVP7 trials (October 2010). This prototype will

also go under an assessment and evaluation prdges#/P3 and WP8 teams and serve for
dissemination purposes (WP9).

WP3: Assurance
gaming app -
D3.3.2

WP4: Inputs for
D4.2
WP7: Gaming
trials (D7.3)

WPS8: Evaluation

Gamers
community

WP6: gamers
document prototype

(Client)

gaming app -
D8.2

WP6: anglers

v2.5 WP5: gamers
prototype WP9: ICT event
(Server)

Figure 1. WP6 framework and dependencies

The starting point for this development phase viasinivestigation of requirements collected from the
Gamer community in the internal document R2 [2]. (RZP4) contained new features to develop for
the second prototype, but it also inherited somglems requirements that had not been taken into
account for the anglers second prototype. Theidisiuded a prioritized evaluation, based on the
gamers’ interests and needs, ranging from “necgssguirements” to “recommended requirements”

and finally to “helpful requirements” that guiddeetwork under WP5-WP6 team. The categorization
was necessary because of the limited time resowfcd®e development teams. Moreover, during the
specification and implementation phases there wdiseat link to the gamer community through the
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Masaryk University that was essential for clarifyithe gamers requirements (R2 requirements)
related to the implementation of the new features.

The degree of completeness of the final applicatiaa subject to several challenges:

A tight planning for the development of the gamamstotype (including specification, design,
implementation and testing phases) during the thyehr of the project. The WP
interdependencies and the shortage of time cougiv& much leeway for any contingency in
the prototype development to provide inputs to 0W®s in due course.

Large amount of requirements (29 requirements ij) Rgh complexity of new functionalities
and adaptation of prototype for the new community.

Fine tuning between WP5 and WP6. Some decouplisuess arose over the implementation
period that had an impact on both sides of semércient that needed to be overcome.

Other commitments: contributions to D4.2 (WP4) [@chnical support to anglers [8] and
gamers trials [9] (WP7) and technical support ®ItbT event team (WP9) [10].

To tackle these challenges, WP5-WP6 team agrefeddav three iteration phases according to the R2
priority, putting more emphasis on indispensabtpiieements and less on those who are just “nice to
have”. Appendix A provides a list of those requisgtts that were finally included in the application.
This list shows that all necessary requirementsrandmmended requirements were covered; helpful
requirements were covered to 80%, which represeagisfactory figure.

This document is divided into four major parts:

The first part (this section 1.2) is an introduntim the scope and context description of the
deliverable D6.2b and the rationale of its struetaind presentation of results.

The second part (chapter 2) is an overview of thplemented functionalities from the user
perspective.

The third part (chapter 3) presents the high leuehitectural description from the client
perspective. This section can be considered apdate of the architecture described in D6.1
chapter 2, with the changes introduced by the gamglementation.

Finally chapter 4 provides the technical descriptid the main features of Gamers prototypes
(class and sequence diagrams).The structure otllaister follows the use cases appearing in
previous deliverables (D6.1 Community Applicatiomt®type [3] and D6.2a Community
application prototype 2 [4]) to ease the comparisetween them.

We strongly recommend consulting deliverables Dghil D6.2b for supplementary information on
the client application(s), as well as WP5 delivéab(D5.1[5], D5.2a[6] and D5.2b) for better
comprehension of the complete prototype(s). Funiloee deliverable D4.2 [7] provides a rationale of
the requirements here addressed.
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The Gamers application (D6.2b) is built on the Amglapplication version number 2.5. (D6.2a[4]).
Therefore the Gamers application has the sameifunadities as the previous prototype. Nevertheless
appropriate modifications and extensions have beade to adapt the anglers application to the
specific needs of the gamers. For example, Angteelic Services (species summary
functionalities), catch reports creation and LamatBased Services (LBS) related to watercourses and
fishing-spots were removed in the new applicatigioreover new features have been incorporated
according to the requirements compiled in the makdeliverable R2 [2]. These features are largely
characterized by the implementation of new poliges letting the user (the gamer) handle them, for
instance rules applied to content management (brddes) for a specific set of contacts during a
valid period of time.

Another aspect that distinguishes the gamer fraratigler solution is the absence of a Web Frontend
(Anglersbhase [11]) extending the mobile applicatiom PC environment. This extension was not part
of Gamers requirements. Therefore gamers funciiyrialonly available on the mobile application.

The main differences between anglers and gametgajgns are summarized in the following table,
along with a reference to the related PICOS corsciiyatly relate to.

A short description of each feature can be fourskirtion 2.2.

Application Functionality Nature Related PICOS
Component principle
Profile manager Gamers profile Extension Privacy
Presence manager | Enriched status Extension Trust
Contacts Contact list sharing Extension Trust
management
Policy Manager New version. Improvement N/A
Privacy Advisor Enhance Content Awareness. Extension Privacy
Public community Restriction to published content (contadilew Privacy
condition)
Restriction to published content (ddt&ew Privacy
condition)
Content access history New Privacy
Notification of new content available in publicNew N/A
community
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Public repository Restriction to published content (contadilew Privacy
condition)
Restriction to published content (ddt&ew Privacy
condition)
Content access history New Privacy
Notific;ation of new content available in publidNew N/A
repository
My Files Shared-desk Extension Privacy
(private room)
Sub-communities Restriction to published content (contadilew Privacy
condition)
Restriction to published content (dat®ew Privacy
condition)
Content access history New Privacy
Notificati_o_n of new content available in supNew N/A
communities
LBS Social presence awareness (automated blurring)  &riten | Privacy
Points of interests (POIs) New Privacy, Trust
Information about nearby gamers New Privacy, Trust
Advertising services | Creation of advertisements based |oNew N/A
commercial POls (cPOls)
Subscription to advertising services.
Content Sharing Real chats with files (images) Extension N/A
Archive chats Extension N/A
Notifications Offline notifications Improvement  N/A
Membership Revocation Improvement  Trust
Table 1: Summary of new features in Gamers prototye
#'#" * % $

In the second PICOS community, the member’'s profikes subjected to some modifications to
append new attributes or adapt the existing onesmgters application. The resulting root ID corssist
of the following attributes (grouped by pull-dowactions). Blue color highlights what was added or

modified in the profile in relation to anglers ptef
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Pseudonym (partial ID1)

Avatar imaggButton “Add Image”)

Main Info

o
o
o

Family Name
Age
Gender

Hometown

o
o
o
o

Country

Locality (“City”)
Street Name

Zip Code

Messaging

o

o O O O o

Email

Skype-ID (old “Instant message comm.”)
Phone Number

Facebook (IM address 2)

Internet Access

Preferred contacts means

Hobbies info

o

o O O O o o

Hobbies (merged with Interests)
Favourite Games

Favourite Location

Alliance Memberships (old “fishing clubs”)
Playing Style (old “fishing style”)
Travian epochs

Blank attribute
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¥ Profile Management

¥ Profile Management ' Profile Management

Pseudonym:

Hometown Messaging info

shell Add image
Contrb: 0 Rating #: (0)

8000

Email

name@domain

Skype-ID

JohnDoe

Country

[Elbonia

Locality

Main info
Elbonia

Family Name Phone Number

555-5555

Facebook

]

Internet Access

GPRS v

Prefered contact means

Street

ELM Street

Zip code

proe ]

Messaging info

Hobbies info

Options Back

Doe

20-30 v

Gender

Male v
Hometown

Options Back

Options Back

Figure 2: Gamers profile

When creating a Partial ID (PID) the following ditrtes cannot be changed: “Family Name”, “Age”,”
Gender” “Street Name”, “Locality” “Country”, and”ig code”.

One of the major changes in the profile is the amptio store hobbies in different fields, using the
corresponding buttons “Add hobby” or “Remove hohby”

Hobbies info

Haobby list

Staring at computer

Staring at TV

Add hobby Remove hobby
Favourite Games

Travian

Favourite Location

pome ]

Alliance Membership
GJD

Figure 3: Variable number of hobbies in the profile
#II#II# $

In contrast to the anglers prototype where the wseitd only set their status either as “Online”,
“Offline”, or “Discreet”, the gamers applicationguides a way for the user to set availability statu
and see the availability of their contacts in aegidate marked on a calendar, in order to organize
meetings or strategies.
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This feature is accessible from the navigationtbeough two tabs:

“Calendar” tab: the user will be able to displaycaendar showing his own statuses (set
previously), and he can also set new ones, entdates (from calendar) and times.

“Contacts” tab: the user will be able to select aiehis contacts and press “show user
calendar”, which means the contact’s calendarspldyed showing his set availability status

The following figures show how a user sets a neustfor a specific period of time parting from the
tab “Calendar” in the navigation bar.

After status configuration (availability statusaother kind of status), the user’s contacts vélbble
to see the user’s calendar, as long as he autldrigeontacts to see his presence.

¥ Mariano Ssece
< 1s B Messages box| Calendar >

@see my set status Alarm Time

. SuM TuW Th F Sa

New Status Description Hour |15
; 29 30 31 1 2 3 4 :

i will available for playing on Tuesday A y Minutes |1
_ 5 6 7 8 9 10 11

From: |2010-10-05 ] F Seconds |1

e 12 13 14 15 16 17 18
Set From Time
19 20 21 22 23 24 25

To: |2010-10-05 =
26 27 28 29 (30 1 2

@ Set To Time
Set Status

3 4 5 6 7 8 9

Cancel Ok

Cancel

Figure 4: User Status Management: creation of a stas condition.

Subsequently the user will be able to navigatechiendar to see those dates marked with a status
condition. The highlighted dates indicate the exise of a status condition.

Clicking on them a summary of the status conditiodisplayed.
The link “Remove this status” permits the userdaael the created condition.
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¥ Mariano

|| ®Home & Contacts ™ Message >
User Status Details

Description

Su W Th F Sa Su | |i will available next Thrusc

29 1 2 3 4 . From

5 8 g 10 11 - | [\Wed Sep 29 15:01:01 UT
12 15 16 17 18 010

19 22 23 24 25 To

58 o5 ||Wed Sep 29 16:01:01 UT
T 2010
3 4 EE T —

Remaove this status
Cancel

Figure 5: User Status Management: view status condlin.

Moreover, a gamer could wish to see one of hisamiist calendar in order to arrange a meeting, for
example a date to play. In that case the user wgalthrough his contact list screen, select one of
them and press “Show User Calendar”. The contaefasndar is displayed and similarly highlighted

dates will indicate that the contact introducedadus condition. Clicking on these dates the caoolit

is displayed. Unlike the example above, the usemaot edit his contact calendar, thus the link

“Remove this status” does not appear.

ContextMenu

User Status Details

Description

i will be ready on october

From

3 ||Tue Oct 12 15:00:01 UTC
o 2010

To

i Start chat Tue Oct 12 16:01:01 UTC
Send a message 2010

! Show profile
+ Show User Calendar
Show hisfher contacts

Show on map
Create policy

Figure 6: Display a contact’s calendar.
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As an extension of the contact management fundttgna user can share his contact list with acdet
members of the public community or with a set oimbers belonging to a sub-community (SC). By
using a context menu in the contact list (“press hald” on a contact), these authorized individuals
will be able to see the contacts (“Show his/hertacts”), the profile and also add them to their own
contact list if the invitation is accepted.

¥ father seoce
| |®Home & Contacts ®™Message >

Contacts of contact

Eloy-grandfather

Start chat ‘ JohnDoe42
Send a message

Show profile
| Show Availability Calendar ‘ father

Show histher contacts

Show on map ‘ Mario-ancle
Create policy

Figure 7: Share contact list screen.
#u#n’ $

The privacy manager component was improved in taeé&s prototype specifically because the first
trial community (angler) reported severe usabjitgblems to handle this feature properly. In otder
help the end-user to handle the privacy rules immeahrough subsequent steps. The new Privacy
Manager component now is based on five consecatkgens (in contrast to one screen in the angler
application):

Screen 1: this is the Privacy Manager main scrediere the end-user selects the rule type:
presence, location, profile or contacts.

Screen 2: this screen will display the user’s idiest (PIDs) to select those to attach the rule to.

Screen 3: in this screen the end-user selecttathet users from the contact list affected by
this rule: everyone, sub-community or a single aont

Screen 4: in the following screen the user defiesrule effect: “allow”, “disallow”, “ask
once”.

Screen 5: the final screen shows a short summatheatreated rule.
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New policy rule

il HEC

ontactlist rule Contactlist rule
Step 174 Step 2/4

Select your identities yoiu want to Select the subjects that are affected
apply the new policy for: by the new policy rule:

[] Eloy-grandfather
] eloi

Select the resource you want to
create a new policy rule for:

Presence rule
Location rule
Profile rule

Contactlist rule

Start | Cancel Cancel Prev Next

il

ot

Contactlist rule

Step 4/4

Contactlist rule

Step 3/4

Define the rule effect for the new policy

The following new policy rule will be
rule:

defined by finishing the wizard:

Disallow Type: Contactlist
Identities: eloi

Disallow Subjects: JohnDoe42
Rule: Allow

Allow

Blurring: off
Asl Once

Select

Cancel Prev  Finish

Figure 8: Privacy Manager screens
#II#II_ +
Due to the increase of attributes in the profitee user’s privacy can be more easily put at risk.

Therefore the scanning function of the Privacy Advi(PA) has been extended.

For Gamers prototype the PA scans the informatigpearing in the following profile attributes
“family name”, “locality”,” street name”,” phone mber”, “zip code”,” email”, "Skype-ID”, and
“Facebook”. These attributes are checked insidéaii@ving content types:

Category content (in the file description, anddiesa plain text file)

Forum-thread contributions, and inside a plain féetattached to the post.
Chat messages

Asynchronous messages
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The public community is accessible from the tabrf@aunity” in the navigation bar.

The main public community screen is shown belowe Thain difference with regard to anglers
application is that all links related to anglersidtionality (watercourses, species summary) were
removed. Links to the public forum and the pubdipasitory remained.

Further there are new links related to public powftinterests (see Section 2.2.10.2) and nearss us
(see Section 2.2.10.3).

¥ Rosa-Atos sece
< mmunities ™ Chat | & Community >

Welcome to PICOS Gaming
Community

Q List Nearby Users

* Public Points of Interest

IF Public forum

&3 Public community content

Figure 9: Public Community main screen

In former versions of the application, all membefshe community had access to the content in the
public community. In gamers prototype an additidieakl of control by the user on his own content
threads within fora) is introduced, according te tequirements collected by the gamers. The user is
allowed to restrict when and who has access tostteged information by defining a rule at the
creation point. This mechanism also implies moexiliility in the content sharing as it is not
necessarily tied to publication within a specifibscommunity.

The following pictures show the screens for the ne& creation.

The user will specify a subject for a thread, thosetacts from his contact list that will be grahte
access (“Restrict Access To") and a period of t{fffgom” and “To” dates) by means of calendars
windows for content availability.

" $%
& 8 (% ( L) $ * +,

S # -8 o #% (10 # * #$



Y

VA
PIC

¥ Eloy-grandfather ¥ @ & &

</mmunities " Chat | & Community| >

Thread creator Eloy-grandfather
Tu W
29 30
6 7
13
20
27

Thread subject

Access Conditions:

Il (Default)

elect from ContactList
[ ]JohnDoe42
| father

[JMario-ancle :

Figure 10: Rule creation attached to content in th@ublic community screen.

The user might want to modify or remove any rutaated to a specific thread. With this purpose, the
new application provides the option “Edit threatk¥uhat includes two buttons into the rule details
screen: “Change Rule”, “Delete Rule”.

¥ Elsa-Atos - N W
<|mmunities ®Chat & Community >

Action Disallow

Target users

1. Edit Thread Rule valid Time period

2. Subscribe to New Content From Date

3. display post To Date

4. remove post

Acti All
5. Back Threads etion ow
Target users Rosa-Atos
Valid Time period
From Date Wed Sep 15 01...

To Date Wed Sep 22 01...

Change Rule Delete Rule

Select

Figure 11: Edition of content rules in the public conmunity.

Each content contribution within the public commuynja thread within a forum) stores an access
record with partial IDs and access date of thosmibpees who accessed that content. This new feature
allows the user to visualize the mentioned list.
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The following image shows the option “Thread Accéfistory” associated to a thread within the
“Travian Forum” resulting in a screen with a courggvisitors and their partial IDs.

" Mariano S90S

<|mmunities | = Chat | & Community| >

Content Access History

whole visitors number: 9

father [Fri Sep 17 11:23:38 UT...

1. View posts father  [Fri Sep 17 11:33:10 UT...

2. Thread Access History \
father [Fri Sep 17 13:05:07 UT...
3. Remove thread

father [Fri Sep 17 13:06:59 UT...
4. Back Forums
father [Fri Sep 17 13:54:43 UT...
Eloy-grandfather [Tue Sep 21 ...
Eloy-grandfather [Tue Sep 21 ...
Charlao [Wed Sep 22 09:49:13...

Mariano [Thu Sep 30 10:43:51 ...

Select Back

Figure 12: Access history in public community.

This feature allows end-user to subscribe to oneathin the fora of the public community. The user
will receive a notification from the WP5 platformhen a new post is available in the mentioned
thread. The right screenshot of Figure 11 showsnttification when a thread (“Cousins” in the

example) has received a new contribution. The sste® on the left shows the options “Subscribe to

new content” and “Unsubscribe to new content” @illdws the user to manage the reception of such
notifications.

New Content

. Edit Thread Rule n| New content
notification received

. Unsubscribe to New Content e e

. Subscribe to New Content

. display post

. remove post
. Back Threads

Select

Figure 13: Notification for new available content inthe public community.
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PICOS Public Repository is split in several foldersategories, and each of these categories ogntai
some content, such as files or pictures. Similarlgection 2.2.6.2, this new feature allows the use
attach privacy rules to each category or file dyrits creation process. This offers the user an
additional control level on the access to his mhtdd content in the repository by defining a rhiat t
allows a person or set of contacts to get acceissitoing a specified period of time.

The following figure shows the screen for contergation. Along with a title, description and
keywords for the content, the user will includesb& permitted contacts (“Restrict Access To”) and
valid period of time (“From” and “To” dates) by mmeof calendars windows.

i shellg SOoce
< |nities |®Chat |&Community >

Enter category name

mysie ]

Enter description

Not a virus

Enter keywords separated by <...

]

Add/remove contacts to the rule

¥ Eloy-grandfather
[JQuinn Wilhelm

From: |2010-09-02 ]
To: [2010-09-25 ]

Add New Category

Cancel

Figure 14: Rule creation attached to content in th@ublic repository

The owner of a category can visualize the attachésb and modify them too. The following image

shows the existence of a button “Show/Hide rules&xpand and display all the rules associated to a
selected category.

In a further step the user has the possibility talify or delete each rule by means of buttons “Ealit
“Remove”. In the example there are two rules asdedito the same category. Both allow the user
“Carlos-atos” to browse the category, but at déférperiods of time.
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¥ shell? S®c® [ shely soce

< hities|| ®Chat| &Community| > < nities| ®Chat| &Community >

ShowHide rles

Show/Hide rules Y Contacts allowed to see this

Description: ’W

From: Mon Aug 30 2010
Founder: shell7 Until: SatSep 42010

Add content Update Attributes Bdit ‘Remove

————— |} |Carlos-atos
file

FriSep 32010, 10:34 From: Wed Sep 12010
created by shell7 Until: Thu Sep 92010

description Edit

Nesrcrintinn:

Options Back | Options

Figure 15: Display of rules attached to a categorynithe public repository.

The following image shows the removal of the secand after clicking on the “Remove” button. The
application asks the user for confirmation andaatis the successful operation.

shell7 / 'l shell7 soce
< nities ®Chat &Community > < nities| ®=Chat &Community >

Show= ' Show/Hide rules

Are you sure you
Cont{ want to delete this Contacts allowed to see this

rule? Carlos-atos

From: Mon Aug 30 2010

Until: SatSep 42010

Edit Remove

Rule Removed!

From

Until

Edit ok

Naserintinn: Frnndar: =hall7

Options Options

Description:

etc

Figure 16: Deletion of a rule attached to a categorin the public repository.

The user can modify the remaining rule by clickimg “Edit” button in order to either add/remove
contacts allowed to see the category, or changiedimiting dates, and then clicking on “Save”. The
result is a modified category that applies to twatacts (“Shell8” and “Carlos-atos”) for a diffeten
period of time.
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& shell7 B@®E®| [ shell?
< nities| ®mChat |&Community| >

Until:

Add/remove contacts to the rule

[)Shelig

Oct ¥| 2010 ¥

M Tu W Th F
27 28 29 30 1
Sep ¥|/2010 ¥ 4 5 6 7 8
11 12 13
18 19 20
25 26 27
1 2 3 4 5

¥iCarlos-atos

From:

M Tu W F
30 31 1 3
6 7 8 10
13 14 15 17
20 21 22 Cancel
27 28 29 Edit

Savey

Remaove

Options Back | Options

SsO0oce®

<|nities| ™ Chat &Community >

¥ shell7

my category
Show/Hide rules
Contacts allowed to see this

Shell8
Carlos-atos
3

From: Wed Sep 12010
Until: Sun Oct 24 2010

Edit Remove

I Description:

etc

Founder: shell?

Back| Options

soce

< |nities |'®Chat & Community >

Figure 17: Modification of a rule attached to a catgory of the public repository.

Similar to the access history in the public commurforums, the content in the repository has the

option to show the access history as well.

The figure below shows a button “Access historytdtrieve the access log associated to the content.
This log indicates the number of visitors and pdegi a list of PIDs and the date of access in little
endian format (starting with the day, hour in Canated Universal Time —UTC)

The button “Rate&Comment” on the right allows a nbemof the community to mark the content and
add a comment, as long as he is not the creat@udf content. Otherwise a button “Delete” is

displayed.
file2 & shell S9OC®
Tue Jul 13 2010 11:39 < mmunities || ™ Chat | & Community| >
J— by FaiE Content Access History
whole visitors number: 2
teStmg rules shell [Mon Aug 30 07:38:24 UT...
shell [Tue Aug 31 07:20:51 UTC...
Location:
Access History Rate & Comment
Options
Figure 18: Access history in public repository
I $ %
& T8 (1% ( L) $ * +,
R $ #% (/0 T# * #$



Y

PICOS

Similarly to the functionality implemented in publiommunity, the user can subscribe/unsubscribe to
notification mechanism from categories. This meansjbscribed user will receive a notification from
the WP5 platform when a new file is uploaded tpecsic category (text files and images).

The figure below shows the category “New” screeerafhe user’s subscription to the notification
mechanism.

¥ Eloy-grandfather 4 @ © ®
<|mmunities % Chat |&&Community >

Search content

New

Description:

dajshdkj

Founder: shell

Add content
Unsubscribe

COFFEE PLANT

Thu Sep 30 2010, 14:36

created by ocadmini

Options

Figure 19: Subscribe to notification for new availale content in the public repository.

#II#IIZ
The Private Room is accessible from the tab “Mg#ilin the navigation bar.

The main difference with the anglers applicationthat all functionality associated to anglers is
dropped (for example catch reports). In this secoradotype the user is able to upload a new file,
change the file details or delete it.

The following picture shows the process of creatbra new file (“dependencias.jpg”) within “My
Files”.
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father S@c® [ father G@c®] seoce

< sts || W Messages box| B My Files > <ts| W Messages box B My Files|> <|ts ' ®Messages box @My Files >

B New file File B new file

E dependencias.JPG
Thu Sep 09 11:34:58 UTC ...
Filename:
W Select
(Max size: 500kb)

Description:

this is an file example

New file Upload file

Figure 20: My Files screen and example of file creatn.
An existing or new file can be later transferred to
Private Sub-Communities.
Public Sub-Communities.
Public Community.

In the example below an existing file is transfdrte the repository of the public community. Themus
is able to specify the category to transfer the tiil, as well as allowed contacts and a valid peoio
time in which the file will be accessible.

father SO CR®| [ father Soce
<cts MMessages box |EMy Files > <|zts ®Messages box| BMy Files >

Selected content: dependencias.JPG

Please select your target: Transfer to PubCom

1. Change details Private SubCom's Select partialld:

2. Transfer file father
Public SubCom's

3. Save File Select category:

[} Set privacy rule

File will be accessible:

From: |2010-09-22 =
To: |2010-09-30 [

Cancel | Copy

Figure 21: File transfer from My Files to Public Commurity
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This functionality is similar to 2.2.6.2 and imgia finer control of the user's own content wittie
sub-communicty. The user can manage his contenlisped in the sub-communities (threads)
defining a rule at the creation point that allowsradividual or set of contacts to get access tuiing

a specified period of time.

¥ Rosa-AtosOrigh # @ & ®
< EMy Files 2 Sub-Communities >
Discussion

Discussion Subject:

Atos discussions

Date conditions:

From: |2010-08-15 =

To: |2010-09-30 =

Access Conditions:

(" INo Restrictions

@) Choose from Memberlist
A 123456

Create

Figure 22: Rule creation attached to content in theub-community screen

#

This functionality is similar to the one descritfedthe public community (see section 2.2.6.3nrlly
affects threads of forums of any sub-community. &ftheless it differs in the fact that in sub-
communities only the creator of the thread is afldwo see the list of partial IDs who had access to
the specific thread and the time when they did it.

Figure 24 shows the sub-community thread “Atosatifeand how its owner retrieves such a list by
using the “Options” command at the bottom of threniaal by clicking on “View Access History”.
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¥ Glorieta Soce v ® | F Glorieta Soce

<| @My Files #Sub-Communities = < > <| @My Files #Sub-Communities >

Thread: Atos thread Content Access History

New Post whole visitors number: 2

Contribution List: Eloy-grandfather [Tue Oct 05 1...

. Delete ; s
Glorieta: hello guys Gilorieta [Tue Oct 05 13:08:00 ...

. View Access History

£O- Eloy-grandfather [Tue Oct 05 1...
Tue Oct 05 10:59:45 UTC 2010 _ Subcribe to New content

Hi i am testing the access historyin .. | 4 change Access Restriction Eloy-grandfather  [Tue Oct 05 1...
reputation eeooo Glorieta [Tue Oct 05 13:04:19 ...
Glorieta [Tue Oct 05 13:04:03 ...

Glorieta [Tue Oct 05 12:59:48 ...

Options Select

Figure 23: Content access history in Sub-communities

#

This functionality is similar to the feature implemted for threads within fora of the Public
Community. It allows the end-user to receive afiuatiion from the WP5 platform informing him
about the publication of new content in a threadadfub-community. Figure 18 shows the option
“Subscribe to new content” (screenshot on the feftlsub-communities (thread “Discussion Test” in
the example). On the right, the screenshot illbssréhe received new content notification whenw ne
contribution is submitted.

Rosa-AtosCrigin -~ §8 @ & ®
< || BMy Files #Sub-Communities >

Discussion: Test Thread New Content

New Post New Discussion Test
Thread created by AL

Contribution List: Gt e erellEi

AL 12: sdfa

Thu Aug 26 11:09:03 UTC 2010

asdfasd

reputation escco

Subcribe to New co

Figure 24: Access history in Sub-communities
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Location Based Services (LBS) describe featuresatrerelated to the location of an entity (a uaer,
landmark or a point of interest). The location miag described as map coordinates (latitude,
longitude) or as a street address (country, ziwnta.). These services are accessible from the tab
“Map” in the navigation bar.

In anglers prototype LBS services consisted ofufiest such as “My location”, “Contacts location”,
“Watercourses” and “Fishing spots”. “Watercoursesid “Fishing spots” disappear in Gamers
prototype, since they are specific services for dngler community. However Gamers prototype
counts on new location-based features describ#teifollowing sections.

& $

The present feature automates the blurring sett@mgand sensitive locations defined by the user,
called “Private Sites”. Examples of private sites de home, work, etc. The user can define these
private sites on a map with GPS coordinates arathattules to these areas in terms of contacts
requesting location information and range condgioim case a contact wants to access the location
information of the user, the server will checkhiétuser is close to a private site, will evaluaterule
attached to the private site and apply the rulepasigured by the user (contact and blurring sgt).

The following figure shows the creation of a newe Site. First of all he should select “Add
Private Site” from “Options” command and afterwafilsout the following fields: title, description,
location coordinates (either by entering coordigat®nually or by as drawing an area with the stylus
on the Google map) and the private site size.

B Mariano t- X X

< | ®™Chat &Community| € Map >

ﬁAtos's area

working area accesible for all
Location: 0.5/0.29
Size in meters: 2000

by Mariano, Wed Sep 15 2010, 14:06

Options

Figure 25: Creation of a Private Site.

A user will be able to visualize all his definedvate sites by means of the “Map” option in the
navigation bar (screenshot on the left) or by t@ptions” command at the bottom of the terminal
screen (screenshot in the middle).
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Figure 26: List Private Sites.

After creating a private site, the user can attagbolicy rule to this item, in order to define winic
contacts will have permission to receive his lamatinformation when he is close to that position.

This functionality is available in the new PrivaBlanager version implemented in gamers prototype
(See 2.2.4 for further information about the PrivBdanager).
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Figure 27: Definition of rules attached to Private Ses
& 1
Likewise to private sites, the user is allowed éfite, manage, display and create rules for intieiges
locations for a gamer (e.g. WiFi hotspot, Inter@eifé). These sites are called “Points of Interest”
(POIs). The user can afterwards share or recomrtierse locations to other contacts. Rating of public
POls is also possible.

Figure 28 shows the creation process of a new R the “Options” command at the bottom of the
terminal. The POI is described by a title, desaiptimage, coordinates and visibility (public/mate).
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Figure 28: Creation of a new Point of Interest.

&

Starting from the "Community” or "Map" tab in thawigation bar the user can display other gamers
who are close to his position. These gamers araeusssarily included in the contact list.

Figure 29: "List Nearby Users" link in "Community" t ab.

The user may select the size of the area (in mMetemnd his own location in which the system
searches for nearby users and gets a list of gaheat have activated their location sensor arahall
their location to be retrieved by the current user.
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Figure 30: "Nearby Users" screen.

The user may select multiple items from the listnefirby users and execute one of the available

options: “Send message”, “Create contact”, “Sthett “Show on map”.

Figure 31: "Nearby Users"options.

The "Send message..." option is only available wdactly one nearby user is selected. When
clicked the user may enter a subject and a texsand a message to the selected nearby user.

I $%
& ' $ ("% ( L)y $ * +,

S # -8 o #% 1 (/0 # * #$



Figure 32: Send message to nearby user.

The "Create contact...." option is only availableew one or more nearby users are selected.
When clicked new contacts are created for all efshlected nearby users.

Figure 33: Create contacts to nearby users.

The "Start chat..." option is only available whenleast one nearby user is selected. When
clicked a new chat is started with all selectedlmgasers as participants.
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Figure 34: Start chat with nearby users.

The "Show on map..." option is only visible whee tist contains at least one nearby user. The
map is centred on the current user's location amthis icons for all nearby users that fit on
the map (depending on the zoom level). By clickimga nearby user the current user returns
to the list of nearby users and the clicked nead®r is selected.

Figure 35: Show nearby users on map.
##n o ( $ 8
)

The chat is accessible from the tab “Chat” in theigation bar. In gamers prototype a user can @pen
chat and share not only text messages but als(fike images), as shown in the second message of
Figure 36.
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Figure 36: Real-time Content Sharing: file in chats.

Another extension of the chat functionality is thassibility to store the chats, so that the usabis
to retrieve a list of the chats he has participated

Figure 37 shows the option “History” at the bottofrthe Chat screen. When clicking on it the user is
provided with a summary of the chats, includingdlaée and participants.

Figure 37: Real-time Content Sharing: archive chat
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The notification model implemented in the first wtype (Anglers Application) was not easy to
handle, since it was required the end-user to lggdd into the PICOS community to receive
notifications from the server side. Notification®ene not stored in the server but an asynchronous
message was sent to the user with instructionsltow. This implied an inbox overloaded with
messages. This was especially problematic for thus#fications requesting authorization for
displaying presence information.

This model changes in gamers prototype. The natifias are stored on the server while the user is
offline. In the next login the client retrieves ifieations from the server and displays them touker.
The set of notifications that this server mechartismdles comprise of:

Authorization request for presence, location, coiliat
New content availability
Sub-community invitation

Sub-community change admin

H'#'& + $

This is a new feature allowing the creation of cantral advertisements and their reception. The
advertising services can be described from tweebfit perspectives:

Advertiser (commercial user). Through a commercial account in the community, an
advertiser can create a commercial advertisemdmis. ddvertisement is based on POIls, here
called “commercial POIs” (cPOIs). cPOls are a stib§®Ols within the PICOS application.
The cPOI is a POI that contains a target user lprd8ly matching the profile of users against
the target user profile the WP5 server platformaeswhether the advertising POl is suitable
for a user or not.

At the time of creation, the cPOls are defined vatbrofile similar to an ordinary POI (see
Figure 28), including:

o Title

0 Description: commercial text.

o Type of POI: Internet Hotspot or Internet Café.
o Keywords

0 Location details

o Image

The second part of the cPOI screen permits thertisie to set the target user of the
advertisement, segmenting PICOS community by @afitributes:

0 Age, defined by a range between “ageMax” and “agegNg.g. “from 20 to 40”).
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0 Gender: a drop-Down-List with predefined valuesknown, male only, female only,
male and female.

0 Hobbies.

Figure 38. shows the mentioned target user scra@egnshot on the left) and the resulting
cPOI (screenshot on the right).

Figure 38. Commercial Point of Interest screen

PICOS prototype user.A member of PICOS community will receive advemigats if he is
subscribed to this service. The user will recewvedvertisement if he approaches the location
of the cPOI and his profile attributes matches ¢hafsthe target user.

Then the user can locate the cPOI on a map (eqtmiynother POI). Further, the user can
recommend the cPOI to his contacts (or a subssdrttfcts).

##,

Revocation occurs when a member leaves a commuiiten this happens PICOS platform retains
the content/files/posts uploaded by that user énctbmmunity for other members to keep access to it,
but it replaces the partial ID of the no longerstirig owner by the label “anonymous”.

Figure 39 shows a link “Deactivate account” in thet profile of the user “Mariano” (screenshot on
the left) and a confirmation message from the sygsrreenshot in the middle) before performing the
account deletion. The screenshot on the right shbatsanother member of the community would see
the mentioned label “anonymous” when accessintpafeated by the revoked account.

I $%
& ' $ ("% ( L)y $ * +,

S # -8 o #% 2 (/0 # * #$



Figure 39. Revocation from PICOS community

% $ 9

Before the start of gamers trials (WP7), WP7 legulewided a usability report on the application
screens to improve the usability and enrich the esperience for the prototype at the client-side.

The main changes applied were:
Consistency of screens along the features.
Layout changes to avoid overlooking of importamtdiions (such as settings).
New tabs in the navigation bar to ease accesstorfs (e.g calendar).
Message text and labels rewording to better indiaations.

Option commands reordering.
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This High Level Design (HLD) section describes theerall architecture of the Gamer Application
from the WP6 perspective with its main componemis their interfaces. Further, it describes how
these components interact at a high level with edlcér.

% ! !

The following figure shows the overall architectofehe Gamer Application:

Figure 40: Overall Architectural Overview

As built on Anglers Application, the Gamer Appliicat shows the same structure described in Section
2.1.2 of D6.1 [3], this is a client-server topologynnected through a Remote Procedure Call (RPC)
Gateway. The client side also communicates witthied tparty map service (Google Maps). The
differences in the architecture between both pyped lies in the disappearance of the Species
Summary server from the WP6 server side and thekse database from the third party block, which
are related to the angler community but are noessary for the gamers.

In the following, we describe shortly the mentiormeanponents.

S+ $

Similarly to Anglers prototype, the PICOS WP6 Ctiside uses a Nokia 5800 as a hardware platform
and the J2ME (Java 2 Mobile Edition) environmerthwie installed PICOS Gamer Application. This
application communicates via https with the RPCe@aly and via http with a third party map service.
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Two connections are used between the PICOS clidatand the PICOS server side: One for client
initiated events (e.g. login to the platform, rete contacts, send messages) and one for sereer sid
initiated events (e.g. notifications for new chassages or advices from the Privacy Advisor).

The PICOS Angler Application is structured in diffat layers as shown in D6.1- Section 2.1.3.1
following a Model-View-Controller (MVC) paradigm/dign pattern.

e+ $ 08

The WP6 Server Side consists of the Orchestratayet, whose objective is to combine function calls
to the WP5 platform and to perform a pre-processimghe server side to prepare responses which are
adjusted to specific WP6 uses cases.

Figure 41: Orchestration layer in Gamers prototype

|*$+’

The WP5 Platform is responsible for all communigynestic services. The WP5 Platform consists of a
variety of components, such as Location, NotifaatiPolicy, Presence component, among others.

Beside the Notification Component, all componerteive requests from the client side and response
to the requests. In case of the Notification Congmdnthe message flow is triggered by the
component itself.

The RPC Gateway is part of the WP5 Platform dedibbr and unifies the access from the client to the
server. In combination with the RPC library on ttient side, the messages are encoded/decoded and
transferred.
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For the location-based services Google Maps is @sed map service to display maps with the
locations of the user himself, his contacts, peites, points of interests and gamers nearby.

&"#'# *

No changes with regard D6.1. [3]
&"#'& 8 ( + %

No changes with regard D6.1.
&"#", % )

No changes with regard D6.1.
&"#"- % 9

No changes with regard D6.1
&"#"6 %

No changes with regard D6.1

The latest version of the gamers application (JatlJar files) can be downloaded from the following
Over the Air (OTA) server: https://193.254.175.108R0/otas
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Complementing the description of the Gamer appbtoafrom the user perspective, this section
provides a wider and technical description of tefemred features by means of class and sequence
diagrams, following the MVC approach. Every featuse also associated to its correspondent
requirement in the internal deliverable R2 [1].

& #9$ $ "

The changes in the user profile for this secondotype (Gamers application) refer basically to new
added fields, and others removed, from those dpdigfds for anglers.

As mentioned before, the insertion of hobbies ffedint to the anglers prototype. The reason fix th
change is the advertising service feature thatlchéte attributes “hobbies” in the users’ profite f
matching. In this case the WP5 platform needs araggd list of objects instead of a comma-separated
single field of hobbies. This change requires nditaghal classes, therefore the class diagram nesnai
as displayed in D6.2a. The sequence diagram isthissame, with the slight difference that the
profile class has a call to itself to add or rembegkils to the screen on demand.

& $ n $
This functionality is related to requirement “REQamers R15: enriched status information”. This
new feature allows the user to set his availabdtgtus (or another status type, for instance:ti@ata

busy, lunch, working) and share this status withduntacts in order to arrange dates for playing or
other appointments.

Figure 42: Calendar Class Diagram
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The main involved classes in this feature are shiovthe above picture:

class: this is the main class which implementsdpgon of

displaying a calendar that shows the wusers statBy. invoking the class
the end-user is allowed to enter a new status imgok

for setting dates and invoking for times.

it is the controller class in charge of triggeritige screens for the
end-user. It also invokes the class , where the request/methods to the

WP5 platform are implemented.

class implements the next methods:

0 ! for retrieving a selected contact’s availabilityatas
from the platform.

0 ! for retrieving the user’s own status from thetfiolan.

0 for setting a new status.

o] allows the user to delete a previous status.
# class implements the request/methods related ¢o ciendar

towards the platform.

& % $ "9

This functionality is related to requirement “REQamers R1: Sharing Contact-List”. As a new
feature in the second prototype a user could ingpecaddress book of his contacts. This extenels th
contact list feature of first prototype. Figure gt®ws the possible use cases:

Figure 43: Use cases of sharing Contact-List
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In detail the new contact management uses cases are

showContacts:

The user could invoke a new command in the Cordaceen to display the contact list of the
current selected contact. When a user makes tgese the first time the selected contact will
be asked if he permits or denies this request. &gudt every user has a policy rule for the
resource “contact-list” on “community-level” witlné definition “ask once”. Depending on
the response of the requested user, the requestergsees either a “access denied” message
or a new screen (ContactsOfContact) containingtitzess book of the selected contact.

showContactDetails:

When inspecting the address book of a contactutiee could retrieve further details of a
contact. The contact details page is the sametligedetail page of the user's own address
book.

addContact:

When inspecting the address book of a contactusiee could take a selected contact over to
his own address book. If the given contact is dlyeia his contact-list or if the user tries to
add one of his own identities, he will get an ademtt error message.

createContactListRule:

In the policy wizard (policy manager) the user cochoose to create a manual policy rule in
the contact lists of his identities. The rule cobkldefined for public-community, a specific

sub-community or an individual contact. Further piodicy could embrace multiple identities.

As rule effect all standard values are availalite,allow, deny, askOnce, askAlways.

showContactListRules:
The policy editor has a special tab page, whereralited contact-list related policy rules are
listed. Like any rule in the policy editor the useuld edit or delete such a contact-list rule.

The use cases “showContactDetails” and “addContaete already part of the angler application.
The only difference is how the partial identity tife contact is retrieved. Therefore a deeper
description with sequence and class diagrams #ireuthere.

The use case “createContactListRule” and “showQuhistRules” are special cases of the new policy
management implementation, which are describeeiaildn the following chapter.
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Figure 44: Sequence diagram “show contacts of contéic

A typically sequence for retrieving the addresskboba contact is given in Figure 44. The diagram
shows the method flow for a case where the commtastalready given his consent to read his contact
list.

1. The sequence starts when the user is in his cerdacten and selects the menu “show contacts”
for a selected contact.

2. The request will be delegated from the to the method
'$ of the

3. The contacts controller has a new model, % of type
“, which could hold a list of contacts separatelynfi the “normal” address book. This model will
be initialized through the method and the partial identity of the contact as
parameter.

4. The fetches the contacts by invoking the WP5 method

Py .
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5. After initializing the the ContactsController opens the view
, updates the data bindings and makes it the duwisible view. This
happens in the method &!'$( $% which is described in the following:
6. First a new instance of the view class is initialized

) The reference to the application controller is pdss through the method
($& (% +

8. After storing the controller reference in the viebject the abstract method$&
is called.

9. The method & , initializes fields and creates the visible
parts i '

10. After creating and initializing the View object,ethused model(s) is/are bound to the visible
controls in (| $&

11. The retrieves the current contacts list from the
and passes this as data model to the contactsXistb

12. The LWUIT list component calls & and

13. & # to render the contacts on the current view.

Figure 45: Class diagram “sharing contact list”

The used classes of the contact list managemertasss are show in Figure 45. The main classes are
) and
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The policy management is completely rewritten ia gamer application. From birds eye view there
are now two main components: A policy editor, whitisplays the user defined and non-system

default policy rules, and a policy wizard, whichidgs a user through the generation of new policy
rules.

While the policy editor doesn’'t embrace any real reoncepts, the usage (and implementation) of
multi step wizards is new to the gamer application.

The new policy wizard offers the user to createew policy rule for one of the four resource types
Location, Presence, Profile or Contact List.

Representative for the four possible wizard flowe following describes the generation of a new
policy rule for his contact lists.

Figure 46: Sequence diagram “create contact list rel’
Figure 46 depicts a typical method flow of the nemicy wizard.
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1. The starting point for a new policy rule is thg"' ., , which offers the user
one of four possible ., . In the sample above the user has selected “netacilist
rule” which triggers the method /

2. The wizard selector creates a new instance of " ., as a special
characteristic for a PolicyWizard.

3. Next the application controller reference will beasped to the wizard due invoking
. & '

4. The wizard contains - like all PolicyWizard descenda reference to a policy model (from type
P ., ). As "L, & is the first method and all necessary
references are solved, the method will be called here.

5. The only necessary initialization step is to spetiie target resource type. All other attributes ar
kept or left untouched, to support operations lfkeward, backward, abort, resume without
loosing all previous entered information.

6. Before presenting the wizard dialog to the usérprcessing steps are calculated and initialized
in ., & '

As first wizard step the user will be asked to #yeat least one of his identities.
Now the user should select the policy subject: fpubommunity”, a specific “sub-community”
or a specific contact.

9. In the third wizard step the user will be askedspecify the rule effect, like “permit”, “deny”,
“askOnce”, “askAlways”.

10. The last wizard page is a summary page, where ske eould double check the policy details
before creating it.

11. This steps creates a new generic Wizard screectadgdrame for the concrete wizard pages.

12. As next the wizard form will be presented to therusvhere user could navigate through the
single wizard steps.

13. Each wizard step creates the user components eeqdar the current step and is able to
manipulate the policy model.

14. The policy step™” 0 ” takes use of the contacts- and subcommunity-
model to avoid too many server calls.

15. The new policy rule will be prepared “in memory”thdut sending any (policy) request to the
server.

16. Each policy step has a method to enable/disabléfitish button”, as well as a corresponding
method" & U

17. In the current case only the enables the finish button, which means that this
step is also responsible to start the policy cosati

18. The summary step delegates the policy creatiorhéocurrent " , to
separate the user interface from the business.|ddie ", takes all
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entered information out of the ., and converts this into WP5 policies and
policy rules.

Figure 47: Class diagram “Privacy Manager”

Figure 47shows the classes, which are used byetvd@ntroduced policy wizard.

& ( |

This functionality is related to requirement “RE&nhglers R34: Enhance Content Awareness”.

The improvement related to this component only i@gdb the platform, so there is no impact at tlien
level. The internal workflow of actions is not defeid as this belongs to the PICOS Platform side.

& $$
’"6"! + %
This functionality is related to requirements “RE@amers R3: restrict access to published content”

and “REQ: Gamers R4: restrict access based oncdaidition” applied to content (thread, posts) in
the public community.
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Figure 48: Access restriction to thread content (Posj class diagram

As shown in Figure 48, the main involved classethis scenario are the following:

- $1! 2 this class implements the screen to add a newadtirethe active
forum. The end-user is able to enter a subjectaaddscription for such thread, as well as to
attach a privacy rule by defining those contaasnfhis contact list to which it applies.

Moreover this class invokes the clas$ in order to display a calendar, allowing
the user to specify a valid period of time (witarstand finish date) for the privacy rule.

2 it is the controller class in charge of triggerinige screens
(displaying the screens to the end-user). It alsmkes the class , in which the
request/methods to the platform are implemented.

/ 2 it is the controller class in charge of invokinget
. , Which contains the methods for adding and rengpiivacy rules.

1 2 this is the model in charge of managing the thseadthin a specific
selected forum. It retrieves the thread list frdma server side and contains the methods for
adding/removing threads.

# 2 this is the class where the requests to the pratfimr
managing the forum threads are implemented, such “r&drieve the threads list”,

“create/remove/update thread”, “retrieve the thrpadts list”, “upload/remove/change posts
into the thread”.

# 2 this class implements the following requests mphatform side with
regard to policies: “add”, “remove”, “modify” andValuate”.
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Figure 49: Access restriction to thread content (Pos) sequence diagram

After successful login in the Gamers applicatidr® tiser clicks on the “community” tab in the
navigation bar and selects the option “Public FStuivs a result, all public community fora
are displayed to the user and so he can seledhanrder to check the available threads.

In the list of threads, the user presses “Create Neread” to add a new thread to a forum. A
user screen is therefore displayed so that thausaedcan enter the subject and description for
the thread and also set privacy rules.

To set the privacy rule to the thread, the class $1! needs to invoke the
class !'$ to display a Calendar where the end-user is ablesdlect a
starting/finishing date in which the privacy rusevalid.

When the user presses the! button two requests will be performed:

- $1! is a request to the platform side. If this taskuscessful (return value is
200) then the new thread is created correctly.

/ request: if the previous request (- $1! ) was successful
this request is sent to the server side in ordattaxh the privacy rule to the thread.
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After the creation of a new thread subject to argmy rule, the end user could be interested in
modifying this rule to allow/disable contacts ta gecess to the content (post). The following pitu
shows the class diagram associated to this use case

Figure 50: Display, modify and delete thread ruleslass diagram
These are the involved classes:

‘1 " This screen invokes1! / " to display of all
posts within a selected thread.

“1 ": this is the main screen where the rule detalgh as: target
contacts, rule type (allow, disallow...) and the &gberiod of time (“From” and “To” dates),
are shown. The screen displays a rule list andowttons (“change rule” and “delete rule”). In
case the user selects “change rule”, a containtr @gntacts and the calendar is shown in

order to enter again the new rule data. Otherwitse ((ser selects “delete rule”) the selected
rule will be removed.

“ur 7 " this is the renderer class for displaying thie fist.

“ ”.

: it is the controller class in charge of triggegi the screens
(displaying the screens to the end-user). It alsmkes the class , in which the
request/methods to the platform side are implentente

“11 " This is the class that retrieves the thread sufeurthermore, it is in
charge of retrieving the rule details.

" this class retrieves the contacts from the sseontact list.

e ". this is the model class where the methods [/ " and
oo " are implemented. These methods invoke the samdhadg in
Hn # 1!.
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# " this class implements thé “ " interface that is in charge
of performing the requests to the platform side.

“PoliciyService”: this is the interface that implents the requests: “queryPolicy”, “setPolicy”,
“deletePolicy”, “modifyPolicyRules”.

The figure below shows the sequence diagram ferubé case:

Figure 51: Display, modify and delete thread ruleseqquence diagram

1. The user selects3” 1! [/ " from the posts screen, this is, the screen whérposts
within that specific thread are displayed.
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2. From “1r " " the request “" 1! " " is invoked in order to retrieve
the rules attached to that thread from the platform

3. From "1l " " the GamerAppController request $1! /
is invoked in order to trigger the screen in charfidisplaying the thread rules.

4. The “1! / " invokes the class1t / / " in order to
build the rule list.

5. If the end-user selects the “ / " button, then the user’s contacts are retrievethfthe
contacts list, so that the user can enter new ctnéssociated to that rule.

6. The calendar class is shown again, so that theaaseenter a new valid period of time for that
rule; this is, “From” date and “To” date.

7. Once the new values are set, the user must press' th " button, then the request
oo " will be sent to the PICOS platform.

8. If user selects the “ / " button, then the request “ " " will be sent to the
PICOS Platform
,II6II#

This is a new functionality that is related to regment “REQ: Gamers R7: Content access history”
and is applied to the public community. The follagifigure shows the class diagram for this feature.

Figure 52: Content access history class diagram

" 2 this class shows the details of the post, sucpas: content (text), post
owner, a rating list (rates provided by other usarsl it also gives the option of performing a
rating of the post.

4 2 this is the main screen that displays the accéssri,
showing the pseudonyms of those who got acce$etpdst and the access date.

2 this is the controller in charge of launching Hueeens and triggering
the methods of the class (in this case 4 ).
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4 2 this class is in charge of retrieving the histésy from the
server side and managing the associated actiodsc(adponent, delete...).
2 In this class the request to the platform
4 is implemented

Below the picture showing the sequence diagram

Figure 53: content access history sequence diagram.

'6"& % $ %

This new functionality is related to the requiret8REQ: Gamers R5: Notification for new available
content”. This feature allows the end-user to subecto a notification mechanism of receiving an
announcement from the server side when a new cRtest is published in a thread within a specific
forum of the public community.

See below the class diagram for this use case:

Figure 54: Notification of new available content irforum thread class diagram.
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WU : this screen displays two options related to aifipehread: “

-$ " and “5 -$ ". When the user selects the first
option the request “subscribe” to the PICOS Platfis performed, and if the request answer
is OK then the Platform will send a notificationttee user informing about new content/Post
published in this thread.

: this is the controller in charge of launching 8weens and triggering

the methods of the class (in this casel! +
1 . this class implements the methods “ - $1! " and
: - $1! " which invoke the methods and
of the “ # ”
# : this is the class that implements the requesthoukst
and to the PICOS platform.

The figure below shows the corresponding sequeraggain:

Figure 55: Notification of new available content irforum thread sequence diagram.

1. The user presses “Subscribe to New Content” orstihheen where all posts within a thread are
displayed.

The threads model is retrieved.

3. After retrieval the method - $1! is invoked.
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4. The “ - $1! call the method from
4

The request for subscribing to the end-user isteettte PICOS Platform.
The user is informed if the subscription operati@s successful

The user will receive a notification from Platformhen a new content/Post is available into the
thread.

& +

1M + % | %
%

This functionality is related to requirements “REQamers R3: restrict access to published content”
and “REQ: Gamers R4: restrict access based onodagition” applied to categories in the public
repository. The main involved classes in this sderere the following:

Figure 56: Access restriction to content in the Pubdi Repository (Categories) class diagram.

/ :itis in charge of retrieving and displaying ttegegory list from
the platform.

": this class displays a screen where the useblesta enter a name,
description and key words for the category. Furtiee, the user is allowed to attach a
privacy rule to this category, setting those cotstéicat will have access to the content within
(file, pictures.) and the valid period of time tbis rule.
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'$ 2 this displays the calendar, where the end-user ecafect the

starting/finishing time for the privacy rule.

. is the controller class in charge of triggerihg screens (displaying
the screens to the end-user). It also invokesldssc in which the request/methods to
the platform side are implemented.

/ : is the controller in charge of invoking the

, containing the methods for adding and removingagy rules.

" . this is the model class that implements thosehaous for
retrieving the category content, adding new contenthe repository, removing a selected
content and attaching a privacy rule to the categeelf or to a selected content.

# ". this is the class where the requests to thefqiat for
managing the repository categories are implementédtrieve the category list”,

“add/remove/update category”, “upload/remove coniteto the repository category”.

# . this class implements the requests to the platfside with regard to
policies: “add”, “remove”, “modify” and “evaluate”.

Figure below shows the sequence diagram for thisife.

Figure 57: Access restriction to content in the Pubdi Repository (Categories) sequence diagram.
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This functionality is related to requirements “RE@amers R3: restrict access to published content”
and “REQ: Gamers R4: restrict access based oncdatdition” applied to files within categories in
the public repository.

Next figure shows the classes involved in this cesse:

Figure 58: Access restriction to content in the Pubdi Repository class diagram.
The main involved classes in this scenario arddtewing:

/ . is in charge of retrieving and displaying theecgiry list from
the platform.

3 2 is in charge of retrieving and displaying the et (files,
pictures...) for a selected category. It also afl@neating a new category and rating content.

1/ 2 it displays the screen where the end-user is tablgpload new
content to the repository category. During the stbpploading new content, the user is able
to attach a privacy rule to this content (file, tpre...). This class invokes the class

'$ to display a calendar where end-user can set d paliiod time for the
privacy rule.

'$ 2 this displays the calendar, where the end-user ecafect the
starting/finishing time for the privacy rule.

. is the controller class in charge of triggerihg screens (displaying
the screens to the end-user). It also invokesldssc in which the request/methods to
the platform side are implemented.
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" : is the controller in charge of invoking the
. , Which contains the methods for adding and rengpiivacy rules.

/ . this is the model class that implements thosehaous for
retrieving the category content, adding new contenthe repository, removing a selected
content and attaching a privacy rule to the categeelf or to a selected content.

# ". this is the class where the requests to thefqlat for
managing the repository categories are implementédirieve the category list”,
“add/remove/update category”, “upload/remove coniteio the repository category”.

# " this class implements the requests to the platfeide with regard to
policies: “add”, “remove”, “modify” and “evaluate”.

Figure below shows the sequence diagram for thisife.

Figure 59: Access restriction to content in the Pubdi Repository sequence diagram.

&, ) -

This functionality is a merge of requirements “REQamers R9: Shared desk “ and “REQ: Gamers
R12: access to private room”.
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Figure 60: Shared Desk class diagram

The main involved classes in this scenario ardahewing:
-$ 6 : this class implements the screen to create ashewed Desk.

I 6 : this class implements the screen to invite cdatac
to a shared Desk and remove contacts from a sitsaskl

I 6 : this class implements the screen to display tiaeesl desk. It displays
the content list of a shared Desk.

I 6 . this model is in charge of managing the sharedkDend the shared
Desk content for a user.

/ . implements the methods for adding and removimgapy rules for the access
to a shared Desk.

2 this displays the Calendar, where end-user carectselthe
starting/finishing time for the privacy rule.

. it is the controller class in charge of trigggrinhe screens
(displaying the screens to the end-user). It afsmkes the “model” class in which the
request/methods to the platform side are implenaente

" # " this class implements the requests to the platfeide with regard to
policies: “add”, “remove”, “modify” and “evaluate”.

# ": this is the class where the requests to thefgrlat for managing
the Shared Desk content are implemented, suclicasate and remove content” or “retrieve
the content list”.

# " this is the class where the requests to thefglat are
implemented to get the shared Desk list, createva shared Desk or close/leave a shared
Desk.
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Figure 61: Create new shared Desk sequence diagram

After the user filled in the title and descriptiohthe shared Desk and pressed the “create newdhar
Desk” button. The 6 method invokes the platform request method in the
I 6

Figure 62: Invite contact to a shared Desk sequenckagram

1. The user selects in the “CalendarDialog” a statteimd date where the contacts have access.

2. If the User pressed the invite button the 6 gets the
selected dates from the . The invite method invokes the# and
6 / method in the! 6
The # method is a server request to invite a contajitothe shared Desk.
The 6 / method creates a policy rule, using the serveunasi
method " / in the / % which allows the contact to view the

shared Desk content.

&. /| $$
5+ % (

This functionality is related to requirements “REQamers R3: restrict access to published content”
applied to sub-communities.
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Figure 63: Class diagram for access restriction toyblished content in the Sub-Communities.

The main involved classes in this scenario arddhewing:

2 this class implements the screen to add a seletetint to a Sub-
Community. The end-user will be able to select B-Sommunity and also attach a privacy
rule.

There are three possible options:

1. Everybody (the rule applies to all members of thlected Sub-Community)

2. All contacts from the user’s contact list which arsmember in the Sub-Community
3. Selected contact’s from the Sub-Community memiser li

The class also invokes the$ class in order to display a calendar, allowing the
user to specify a starting/finishing date for thiker

2 this is the model which is in charge of managiig tSub-
Communities for a user. It retrieves the Sub-Comitydist from the server side.

7 2 this is the model which is in charge of managing ¢ontent of a user. It
retrieves the content list from the server side iamglements the methods for adding content
to a Sub-Community.

'$ 2 this displays the Calendar, where end-user cattstiie starting/finishing
time for the privacy rule.

2 this is the controller class which is in chargeto§gering the
screens (displaying the screens to the end-uselsd invokes the “model” class in which the
request/methods to the platform side are implendente
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1.

2.
3.

"o 2 it is the controller which is in charge of invoginthe
", % which implements the methods for adding and rengvprivacy
rules.

# 2 this class implements the requests to the platkida with regard to

policies: “add”, “remove”, “modify” and “evaluate”.

# 2 this is the class where the requests to the ptatfor managing
the Pr-content are implemented, such as: “cremmve/update content”, “retrieve the
content list”, “copy content to a Sub-Community”.

Figure 64: Rules attached to published content Sequnee Diagram

The User clicks the transfer button to open the “ to copy the file to a

SubCommunityThe “ " receive the SC-memberlist and the contactisst

displayed to the / Container.

The user presses the calendar button to selestahteand end date for the privacy rule

When the user presses the “ " button:

3.1 the class gets the selected members from the
/

3.2 the class gets the selected start and end date fren t

3.3 is a request to the platform side. If this tasksigcessful (return

value is 200) the new thread is created correctly.
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3.4 " request: if the previous request ( ) was successful
this request is sent to the server side in ordattaxh the privacy rule to the thread.

U5+

This functionality is related to requirement “REGQamers R4: restrict access based on date condition”
applied to sub-communities. The main involved @ass this scenario are the following:

Figure 65: Class diagram for access restriction todsed on date conditions in the Sub-Communities.

1! : this class implements the screen to add a theeadsub-Community. The end-
user will be able to enter a subject and alsotaxhta privacy rule.

There are three possible options:

1. Everybody (the rule applies to all members of thlected Sub-Community)

2. All contacts from the user’s contact list which arember in the Sub-Community
3. Selected contact’s from the Sub-Community memiser li

The class also invokes the$ class in order to display a calendar, allowing the
user to specify a starting/finishing date for thker

. this is the model which is in charge of managitige Sub-
Communities for a user. It retrieves the Sub-Comitguist from the server side.

'$ 2 this displays the Calendar, where end-user cattsttle starting/finishing
time for the privacy rule.
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: this is the controller class which is in chargetmaggering the
screens (displaying the screens to the end-uselsd invokes the “model” class in which the
request/methods to the platform side are implendente

" : this is the controller which is in charge of ihkuog the
", , which implements the methods for adding and reéngp\privacy
rules.

# ”: this class implements the requests to the platfeide with regard to
policies: “add”, “remove”, “modify” and “evaluate”.

# " this is the class where the requests to thefgolat for managing
the Sc-content are implemented, such as: “cresm@ve/update content”, “retrieve the
content list”, “copy content to a Sub-Community”.

Figure 66: Rules attached to Sub-Community contente&}juence Diagram

On the mobile screen the user pressési! to add a new thread into a Sub-
Community forum. A user screen is therefore dispthgo that the user can enter the subject
of the thread and set privacy rules which will keaehed to it. The“1!
receives the SC-memberlist and the contact listto display the

/ Container.

The user presses the calendar button to selestahteand end date for the privacy rule

When the user presses the! button:
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3.1 the 1 ” class gets the selected members from the
/

3.2 1! is a request to the platform side. If this taskuscessful (return value
is 200) then the new thread is created correctly.

3.3 7 1/ request: if the previous request (! ) was
successful then this request is sent to the sarderin order to attach the privacy rule
to the thread.

&* 0 1
, Tl

This chapter addresses the following requirementsiie gamer prototype:
REQ: Gamers R16: public Point of interest
REQ: Gamers R19: custom POI
REQ: Gamers R20: private or public POI

A Point Of Interest (POI) in the context of the ggcgamer prototype is described by title, desanpti
image, coordinates and visibility (public/private).

Figure 67: POI deployment diagram.

The gamer client is separated into the typical Mdtdew-Controller (MVC) layers. The controller
mediates between the view and the model layer anttals the sequence of views and the handling of
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exceptions. The views display data retrieved frommodel and forward data retrieved from the user
to the controller. The model holds the state ofRKH list and interacts with the server components.

The PICOS server aggregates data retrieved fromvpleserver and caches/resizes images.

Figure 68: POI usecase diagram.

Starting from the "Map" tab the user can list aDI® that are visible to him depending on the POI
visibility. The thumbnail image generation and #ggregation of reputation data is performed by the
PICOS server.

/

For performance reasons the POI list is persigtargthed on the client. An update is only enforced
before a POl is edited or deleted. When displayegPOl list for the first time after a login theeu is
asked if he wants to reload the POl list. Thertisly be reloaded manually at a later point in time.

The POI details can be displayed by clicking thd'®{©on on the map or by selecting the POI in the
POl list. The displayed data are taken from théneddOl list. When the thumbnail image is clicked
the zoom image is retrieved from the PICOS server.

%

The POls can be displayed on the map. When youwtsal®OIl from the POI list or start from the
"Show POI details" view, the map will be centeradtbe POI's location. All POls that fit on the
current map section will be displayed by POI icons.
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Starting from the Map or from the POI list a usan @dd a new POI by entering title and description,
capturing or opening an image and entering or Sefpcthe coordinates. When selecting the
coordinates on the map, the map will initially lentered on the previously entered POI coordinates o
- if not available - on the current user location.

The visibility of a POI can either be public (vigbto every member of the public community) or
private (visible only to the owner).

9

Only the owner of a POl is authorized to edit tl&.PThe latest version of the POI is reloaded from
the PICOS server to make sure that no stale vefsion the local cache is used. Title, description,
image, coordinates and visibility can be edited.

Only the owner of a POl is authorized to deleteRKH. The latest version of the POI is reloadednfro
the PICOS server to make sure that the POI sigt®x

/| <

A POI can be rated/commented by users (exceptdpuwmer of the POI). The average rating and the
rating history of a POI are aggregated into the &4 by the PICOS server.

VITH /

A POI can be recommended from a user to one or wioinés contacts. The user selects a POI from
the POI list, selects the users that will receive tecommendation from a list of his contacts and
enters a recommendation message.

Users have the chance to subscribe or unsubsaibB®@l recommendations on the user's settings
screen. They receive asynchronous recommendatiahs ib they have subscribed to the POI
recommendation service.

The recommendation notification displays the recemdation message and a link which forwards to
the "Show POI details" view of the recommended ®@&n clicked.
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Figure 69: POl recommendation activity diagram.
’II!7II&

Private Sites are areas that have special meaaitigeir owner, e.g. home or work. They consist of
title, description, location and size and are agilectly visible to their owner. A Private Site cha
referenced in a policy which means that the polidgif be evaluated only if the owner's current
location is inside the referenced Private Site.

Figure 70: Private Site usecase diagram.
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Starting from the "Map" tab the user can list &l Brivate Sites.

/

For performance reasons the Private Site list isigtently cached on the client. An update is only
enforced before a Private Site is edited or deléféden the user lists Private Sites for the finsiet
after a login he is asked if he wants to reloadRheate Site list. The list may be reloaded malyuat

a later point in time.

The Private Site details can be displayed by aligkhe Private Site's icon on the map or by selgcti
the Private Site in the Private Site list. The ligpd data are taken from the cached Private iSite |

%

The Private Sites can be displayed on the map. Wberselect a Private Site from the Private Sde li
or start from the "Show Private Site details” viedwe map will be centered on the Private Site's
location. All Private Sites that fit on the currenap section will be displayed by Private Site &on

+

Starting from the Map or from the Private Site Astiser can add a new Private Site by enterirgy titl

and description, entering or selecting the cootdmaand selecting the size. When selecting the
coordinates on the map, the map will be initiagntered on the previously entered coordinateseof th

Private Site or - if not available - on the currasér location.

9

The latest version of the Private Site is reloafdeoh the orchestration layer to make sure thattate s
version from the local cache is used. Title, dggion, coordinates and size can be edited.

The latest version of the Private Site is reloamathake sure that the POI still exists.

S, ) 80 =

This section addresses the requirement “REQ : GaR&Y: meeting with nearby players”
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Starting from the "Map" tab a user opens the "Netrby Users" view. Initially the list is empty and
the user selects the size of the area around hisrtuocation. Then the user receives a list @rsis
whose current location is inside the selected areawhose policy and location sensor settings allow
to locate them. The user may select one or morthefnearby users and initiate an action (send
message, invite to chat, add to contacts, showap) wn the selected set of nearby users.

Figure 71: List Nearby Users sequence diagram.

& /' $ "2 $$ 3
)

This refers to “REQ: Gamers R21: Real time conghatring” and “REQ: Gamers R22: archive chat”.
No changes with regard to D6.1 (section 2.2.5, [&)g3]

& 3

Components, which want to send the mentioned natifins, now receive a status response “302"
when the destination is not logged in and whemtttéication is queued on a per destination basis.
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Some of the notification requires user feedbacksbéo processed by the components. As the
notification is then asynchronously processed leydient application, the component must offer new
entry points to receive the notification feedback.

The following diagram shows the different procegsiri the notification when the destination is on-
line or off-line.

Client WPS platform

On-line user natification Component

Notitication request(regParameters)

Notificationresponse(« 200 n respParameters)

Off-line user Notification request()

Notiﬁcatlonresponsc(SOZ)%

Uscr logs in: login |

Login response (pending notifications)

getpendingNotifications ;

_ Resp:notif{reqParameters) i
Action (respParameters)

Figure 72: Offline notifications diagram

& % ! "

Advertising services include the possibility focammercial user to create a special kind of Point O
Interest (advertising POI) that includes a targgryprofile. By matching the profile of users again
the target user profile the WP5 server platformiakesc whether the advertising POI is suitable for a
user or not.

Advertising services consist of the following useses:
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Figure 73: Advertising Services usecase diagram.

In the gamer application prototype users and coroi@eusers (advertisers) are simply distinguished
by their display name: display names ending witlorh" belong to commercial users.

Most usecases of the user are identical to the wmsPOIs. "List POIs", "Rate/comment POI",
"Reload POIs", "Show POI details" and "Show POlmap" do not differentiate between POIls and
advertising POls (See section 4.10.1 for more médron about Points of Interest).

The usecases of the commercial user are similttemnes of the user with the difference, that the
commercial user edits the target user profile asqgfahe "Add advertising POI" and "Edit adventigi
POI" usecases. In addition advertising POls aragdwublic (they cannot be declared private).

<= $

Users have the option to subscribe or unsubscdbeadvertising POIs. They receive asynchronous
notifications when they come close to an advenisPOIl only if they have subscribed to the
advertising POI service and their profile matches target user profile of the advertising POI.
Subscribe/Unsubscribe may be performed in thesusettings screen.

/ $

When a user that subscribed to the advertisingde®lice comes close to an advertising POI and his
profile matches the target user profile of the atisiag POI the user receives an asynchronous
advertising POI notification. The notification satthat the user might be interested in the acvegti
POI and a link which forwards to the "Show POI dstaview of the advertising POl when clicked.

9 $ %

After a commercial a user clicks the "Publish" battin the "AddPoi" or "EditPoi" Screen and is
forwarded to the "EditTargetUserProfile" Screene Thore specific the target user profile is (theenor
data it contains) the less users will match thatfilgr The exact profile matching algorithm is
implemented in the wp5 server platform and theeefat a topic of this documentation.

& &

This functionality refers to “REQ: Anglers R37: mmation”. No changes on the client side from D6.1
Section 2.2.17 (page 115) [3]. Most changes apptird server side.
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According to priority:

Necessary requirements

REQ
REQ
REQ
REQ
REQ

: Gamers R1: Sharing Contact-List

: Gamers R3: restrict access to published nonte

: Gamers R4: restrict access based on datéticond
: Anglers R34: Enhance Content Awareness.

: Anglers R36: social presence awareness (POI)

Recommended requirements

REQ:
REQ:
REQ:
REQ:
REQ:
REQ:
REQ:

Gamers R5: Notification for new available @orit
Gamers R7: Content access history

Gamers R16: public Point of interest

Gamers R19: custom POI

Gamers R20: private or public POI

Gamers R23: Advertising services

Anglers R37: revocation

Helpful requirements

REQ:
REQ:
REQ:
REQ:
REQ:
REQ:

Gamers R9: Shared desk (merged with
Gamers R10: Real chat

Gamers R17: meeting with nearby players
Gamers R21: Real time content sharing
Gamers R22: archive chat

Anglers R26: Offline notifications
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